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130FERCY 61,025
UNITED STATESOF AMERICA
FEDERAL ENERGY REGULATORY COMMISSION

BeforeCommissioners:JonWellinghoff, Charman;
Marc Spitzerand Philip D. Modler.

TexasRegionalEntity DocketNo. PA09-6-000

ORDERAPPROVING AUDIT REPORT DETERMINING ISSUE OF
SEPARATIONOF FUNCTIONS,AND DIRECTING
COMPLIANCE AND OTHER CORRECTIVEACTIONS

(IssuedJanuay 8, 2010)

1. In this order,the Commissionapprove the atachedAudit Report(Report)
preparedy the Division of Auditsin the Office of EnforcementOE), with the
assistaceof staff from the Office of Electric Reliability. The Reportcontans
staff's findingsand recommendationwith respecto TexasRegional Entity
(TexasRE), adivision of the Electric Reliability Councl of Texas Inc.(ERCOT),
whoseotherdivisionis anindependensystemopeiator (ERCOT 1SO). Theaudt
evduated TexasRE's compliancewith: (1) the RegionalDelegaion Agreement
betweenthe North AmericanElectricRelialility Corporaton (NERC)andTexas
RE, adivision of ERCOT;(2) the TexasRE bylaws; and(3) otherobligationsand
resposibilities as approvedby the Commission.

2. This auditwas intendedo helpthe Commissiondetermire wheher Texas
REis (1) sufficiently independat from its parenf ERCOT, and(2) capableof
evduating compliarcewith Reliability Standadsby ERCOT ISO andother
registareldentitiesin anunbiassed mannerconsisentwith requrementsof Order
No.672:

3. Staff informed TexasRE of theaudt findingsand recanmendabnsin a
draftaudt report on SeptembeR5, 2009, asrevisedon Novemberl3, 2009, to

! Rules Concerning Certification of the Electric Reliability Organization;
and Procedures for the Establishment, Approval, and Enforcement of Electric
Reliability Sandards, OrderNo. 672,FERCStat. & Regs 1 31,204,order on
reh’g, Order No. 672-A, FERCStats & Regs.{31,212(2006).
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reflectcommentsnadeby TexasRE. TheReportfoundthatTexasRE hastaken
significantmeasuresto ensurethata sufficientseparaion existsbetveenthe
functionsof TexasRE andERCOTISO. However,the Reportidentifiedsome
areaf concernthat Texas RE mustaddres to eliminaie remaning indepenénce
corcernsandfostera“very strong”separationof TexasRE andERCOTISO, as
cortemplatecby OrderNo. 6722

4, TexasRE hasagreedo, or has alreadybegunto, underakeall of the
recommended corrective adionsin the Decemigr 10, 2009 final report. In
addtion, of paticular note, TexasRE is in the processof forming anewand
separat legd entity to serveasthe Region Entity.

5. Basedonthereallts of theauditand TexasRE's agreemento implement
the Report’'srecommend#&ons,we concludethat uponimplemenétion of the
recommendations, TexasRE progectivelywil| satsfy therequirementthatits
govemancestructurecreatesa “very strong” separabn betweenTexasRE and
ERCOT ISO, asOrderNo. 672 specifiesfor Regonal Entitiesthatincludeor that
areaffiliatedwith an1SO or anRegionalTransmissiorOrganizaton (RTO). We
condition this concusionon TexasRE's timely andeffective implemenation of
the Report’'srecommend#éons,including thefiling of an implementatiorplanas
specifed bdow.

Background

6. In OrderNo. 672,the Commisson discussedhe generc issuewhethe an
RTO or ISO may have aninherentconflict of interesif it isalsoa Regbnal
Entity. The Commissionpointed outthatsuchanenity would opeiate the Bulk-
Power Systemandberegonsible for overseeingits own compliancewith
Reliahli ty Standards.The Commissiorfoundthat“such sef-enforcements
extremey difficult to carryout satisfactorly” andthata“system
opeaator/RegionaEntity in asinglecorporaion -- abentavery strong separéion
betweenthe oversightandoperationgunctions— shoutl not overseits own
compliancewith Reliability Standards® Accordingly, while not prohibiting such
anentity seekingto bea Regiond Entity from “making its case”for adequag
separdbn of its complian@ oversightandopeitiond functions,the Commisson
stated: “[A]n RTO or ISO thatlies in whole or in part within the United Staes
andappliesto becomea RegionalEntity will havea heavyburdento showtha it

2 OrderNo. 672at P 698.
3d.
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meetsthe stautory criterion thatit beindependenotf the operaors of the Bulk-
Power Systemin its region.™

7. In the DelegationAgreementOrder, the Commissbn, inter alia, approved
TexasRE’s RDA andComplianceMonitoring andEnforcementPragram
(CMEP). In thatorder,this Commisionstated:

Theboardwill besufficiently independenbecausdt will be
respnsiblefor managiry its own budget hiring andmanagng its
own staff and consultantsandinvedigating compiancewith, and
enforcenentof, reliability standadsin the ERCOT region. The
TexasCommissionmoreoverwill conductall hearngson
complaints, allegationsof violations andnonconpliancerepots and
will makerecommenddionsasto theappropriatadispositon of
thes matters. The chairmanof the TexasCommissionwill also
occupyaseatonthe ERCOT Board As such,wefind thatthere wil |
be a sufficient sgparationof functionsbetveenTexas RE andthe
ISO functionof ERCOT?

8. The Commissioremphasizedtheinvolvementof the Public Utility
Commissiorof Texas(PUCT) asadistinguishing factor from otherISO/RTO-RE
relaionships® The Commissionhasalso clarified thatthe ERCOTbylaws are
“rules,” under Commissiorregulationsandaresubject to NERC andConmission
appoval astheyrelateto Texas RE's RegionalEntity functions’

*1d. at P 699 (footnoteomitted).

> North American Electric Reliability Council, et al., 119 FERCY 61,060 at
P 243 (footnotesomitted) (2007)(Delegaton Agreemens Order), order onreh’g,
120FERCY61,260(2007),order on compliancefiling, 122FERCY 61,245
(2008)(Semnd DelegationAgreementsOrder), order on compliance filings,
125FERCY 61,33 (2008)(Third DelegationAgreementrder).

® In light of the PUCT’s involvementwith TexasRE'’s enforement
processTexasRE’'s CMEP differs subsantidly fromthe pro forma CMEP.
Delegaton AgreementOrderat P 250-253.

" 1d. P 245; SecondDelegaton Agreemers Orderat P 156.
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The Audit

9. On Novemberl 3, 2008, OE staff issueda public letterto TexasRE in this
dodketannouncinghe commencementof anaudi to deierminewhetherTexasRE
wasin complian@ with: (1) TexasRE's Bylaws, (2) the DelegationAgreement
betweenNERCandTexasRE and the conditionsincludedin therelevant
Commissionorders,and(3) otherobligaions andresponsbilities, asapprovedby
the Commission.In particular,in the ensuingaudt, OE staff examnedthe
relaionshipbetweenTexas REandERCOT ISO. Inthisregad, staff tookinto
accountha Texas RE hadregisteredhe ERCOTISO asconduding numerous
functionsrelatingto the Reliability Standrds,including Reliability Coordnar,
thehighestlevd of authoritywith reponsbility for thereliableoperaton of the
Bulk-Power System. NERC hadals delegatedo TexasRE thefollowing majar
programfunctions®

1. Devdop regional andnationalReliability Standards

2. Administer thecomplianceenforcenentprogramandorganizaion
registratian and certificatiory

Conductreliability readines evduations;

Provide training, educatiorandoperabr certification;
Conductreliability assessmenandperformanceanalsis
Conductsituationalawarenessand infragructure securty; and
Provide adminidrative services.

Noohkw

10. Inthecourseof theaudit, OE staff issueddatarequess, conduded
andytical work, pefformedsite visits, examnedemaik, andheld many meetings
andinterviewswith TexasRE's officials andstaf. Subsequely, on
Sepgember25, 200, OE staff sentTexasRE a draft auditreportandgaveTexas
RE until Octobe 13, 2009, toregpondto theauditfindingsandrecommendations.
After aNovenber6, 2009teleconferacediscusang the draft audi report OE
staff sentTexas RE areviseddraft audit reporton Novembe 13,2009, with a
November27,2009deadlinefor TexasRE'sresponse.TexasRE s resporseto
thedraft audit report is attaded to this order.

The Audit Report

11. IntheReport staff deermines that TexasRE hastakensignificant
measuesto ensurethata sufficientseparaion exiss betwee the functons of

® North American Electric Reliability Corporation, 117 FERCY 61,09, at
P 20 (2006)(BusinesfPlanandBudgé Order), order onreh'g, 119FERC
161,059(2007).
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TexasREandERCOTISO. However,the Repot identifiesthefollowing areasof
corcerns: (1) theoperation®of Texas REandERCOTunde asharedboad of
direcbrsandthe ERCOT ISO CEOs memkership on both the ERCOT boad and
the TexasRE board;(2) TexasRE'srolein compliancemonitoring of ERCOT
ISO; (3) TexasRE’'srole with regectto prepaation of reliability assessmentsr
theERCOTregion;and(4) TexasRE's controlsoveracces to confidential
informaion.

12. First, Texas RE andERCOT ISO opemtionsundera sharedboad of
direcbrsandthe ERCOT ISO CEOserving asa memberon the TexasRE board
raise potentialconflict of interestandindepemlenceconcerns For examplethe
audt found thattherearepotential conflicts asto thefiduciary dutiesthatthe
boad hasto both TexasRE and ERCOT ISO, andasto the oversightof the board
for tfgeCMEPacIivities thatthe TexasRE exerisesin relationto the ERCOT
ISO.

13. Sewmnd TexasRE’srolein compliancemonitoring of ERCOTISOis
frustrakedby thelack of ademonstratiomf very strongsepaation. Aslongas
thereare conflict of interes concerngelaedto TexasRE becaus of its affiliation
with theERCOT ISQO, the TexasRE shouldnat performCMEP actwities
involvingthe ERCOTISO. As such,theauditfoundthatTexasRE is unableto
perform the CMEP functionsdelegaed to it underthe RDA. Furthermae, until
suchtime as TexasRE is ableto establishitsindependencéom the ERCOTISO,
the TexasRE needdo enterinto aformal agreemenivherebyits dutiesunderthe
RDA are delegdedto anapprovechird party ™

14. Third, TexasRE shouldexpandits role with respecto preparabn of
reliability assessmentsr the ERCOTregon by providingathorough and
independenteview of thereliability asessmnt. Theaudt concludedha
employing sufficientstaffto provideatleasta robug examinaion of, and
thorough comment®n, theassesmentwastherecommemledacion.*

15. Findly, TexasRE shouldincreasecontrols over accesgo confidential
informaion. Pursuantto an agreemenby which ERCOT ISO providedall
computerequipmet andIT servicesto TexasRE, TexasRE's compute's and

° Repot atp. 20-23.
19 Reportatp. 24-26.
" Repot atp. 26-29.
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serversvere acessibleto about a hdf-dozenERCOT ISO employees who
maintainedIT systems While theseempbyeessignedageementdo maintainthe
corfidentiality of ERCOT data,audit staff foundthatthey did not execute
agreemerstto explicitly maintainthe confidentality of TexasRE’s CMEP data™

Texas RE Response

16. Initsresponse]exas RE staesthatit accetsall thefindingsin the Report
asrecommadaionsfor improvementsn TexasRE's operaionsandagresto
implementtherecmmendation$® TexasRE furthe stateghatit hasalready
begun to implement many of theremmnendations*

Discussion

17. TheCommissioracceptstheaudt findings. However,we note that,as
statedin the Report,someof the concerngaisedabovewould not existif Texas
RE goesforth with its plansto structurallysepaatefrom ERCOT. In thatregard,
the Commissiorcommendsl exasRE for proposing to proactively addres
independeneconcernsdentified throudh the audt in the mosteffectve manrer,
l.e., structural separation

18. Regadingreliability assessmentghe Commissionbelievestha the
RegionalEntitiesshauld increasetheir efforts to verify, analyzeand integrae
informaion theyreceave fromregigeredenttiesandprovide in regiond
assessmemeportsto NERC. Therdore, the CommissionencarragesTexasRE to
corntinueto increaséits role in reliability assesmentdbeymd its agreedupon
expandedreview.

19. TexasRE hasagreedo implementthe Repot’'s recanmerdations Under
thesecircumstance, we expect TexasRE to complywith thereconmended
actionsin theReport. Accordingly, upon implemenétion of the
recommedations, TexasRE will prospedtely satsfy the requirementthatits
govemancestructurecreatesa “very strong” separabn betweenits RTO andRE
functions as OrderNo. 672 specifies for RegionalEnttiesthatinclude or tha are
affiliated with anRTO or an1SO. This conclusionis conditionedon TexasRE's

' Reportatp. 30-32.

3 TexasRE Responset p. 1.

44d.
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timely andeffective implementatiorof the Reports recanmendationsincluding
the submssionof animplementationplanasspecfiedbelow.

20. TheReportrequiresTexas RE to desgn an implementabn planthat
includesprocedure to implementtherecanmendainsthatare describedin the
audt report. Theplanis to be submittedto OE staff for review and approval
within 60 daysfrom the dateof issuanceof this order. Thereafer, TexasRE must
makenon-public quarterlysubmissionsin DocketNo. PA09-6-000to OE staff
detailing TexasRE’s progressn implementng the actionssetforth in the Report
until all theactionsarecompleged. The suomissbnsareto be made not laterthan
30days aftertheend of each calendamquarer, beginnng with thefirst quarte
after thesubmissionof theimplementatiorplanandcontnuing untl TexasRE
completesall therecommendedctions. We direct OE staff to conducta pog-
audt site visit whenTexas RE stateghatit hascompleiedall of the
recommedationsto ensurehatall of the correctve acionstakenasaresut of
implementingtherecommendationaerepropety compleed.

The Commissionorders

(A)  TheattachedReportis approvedn its entirety withoutmodification.

(B) TexasREis directedto implementtheactiors recanmendedn the
Report

(C) TexasREis directedto submit an implementaton planoutlining the
stepsit will taketo implement therecommedationsin the Reportwithin 60 days
from the dateof issuancef thefinal report in this docket

(D) TexasRE mud makenonpublic quatery submissonsin Docket
No. PA09-6-000detailing its progressin implementng the correctve acionsuntil
all thecorrectiveacionsarecomgeted. The submisions mustbe madenot later
than30 daysafterthe endof each calendamquarter, beginning with thefirstquarter
after the submissionof theimplementatiorplanandconinuing untl TexasRE
completesall therecommendedorredive actions.

By the Commission.
(SEAL)

Nathaniel J. Davis, Sr.,
Deputy Secetary.
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|. Executive Summary

A. Oveview

The Office of Enforcenent’s(OE) Division of Audits, with theassisance
of the Office of ElectricReliability’s Division of Compliancehascompletedan
audt of the TexasRegional Entity (TexasRE), a divisionof the Electric
Reliablity Councilof Texas Inc. (ERCOT), whose otherdivisionis an
independensystemoperatoERCOTISO). Theaudi evaluaed TexasRE's
compliancewith: (1) theRegionalDelegationAgreemenbetweenthe North
American Electric Reliability Corporation(NERC)and TexasRE, a division of
ERCOT; (2) the TexasRE bylaws and(3) otherobligaionsandresmpnsbilities as
appovedby the Commission. Theauditcoveredthe peiod from May 18, 2007
throudh the present.

Thisauditisintendedo hdp the Commissiondeterminevhether TexasRE
Is sufficiently independat from its paentcompany,ERCOT ISO, andis capable
of evaluatingERCOT ISO andotherregisteredentitiesin anunbiasedmanner,
corsistentwith requirenentsof OrderNo. 672

As describél in greater detailbelow,auditstaff foundthatTexas RE has
takensignificantmeasures$o ensurethata sufficient sepaation exist betveen the
functionsof TexasRE andERCOTISO. However, auditstaff identified some
areaof concernthat Texas RE shouldaddessto eliminaie remainirg
independeneconcernsandfoster a“very strong” separabn of TexasRE and
ERCOT 1SO,ascontemplatedby OrderNo. 672.

1> Rules Concerning Certification of the Electric Reliability Organization;
and Procedures for the Establishment, Approval, and Enforcement of Electric
Reliability Sandards, OrderNo. 672,FERCStat. & Regs 1 31,204,order on
reh’g, Order No. 672-A, FERCStats & Regs.{31,212(2006).
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B. TexasRegional Entity (Texas RE)

Under its Regional Delegdion Agreement{RDA) with NERC, approvedby
the Commissioron April 19,2007 TexasRE overses 212 registerecentities
respomsible for 326 NERC functionswithin the ERCOTregion NERChas
delegaedto Texas RE thefollowing major progmamelements?’

Developregiona and néional reliabiity standcrds
Administerthe compliancemonitoring andenforcementprogram
andorganizatiorregistrationandcettific ation;
Conductreliability readines®valuatons;
Providetraining,educaion, andoperator cettifi cation;
Conductreliability asessnentandperformanceanalyss;
Conductsituationalawarenesandinfrastucturesecurity; and
Provideadministrativeservices

N =

NoOohkw

In addtion to its responsbilities underthe RDA, TexasRE is reponsible
for oversghtof compliancewith ERCOT regionalprotocols®® The TexasRE

1® North American Electric Reliability Council, et al., 119 FERCY 61,060
(2007)(DelegationAgreemerts Orde), order onreh’'g, 120FERCY 61,260
(2007), order on compliancefiling, 122FERC{61,245(2008)(Secad
Delegaton AgreementOrder),order on compliance filings, 125 FERC 161,330
(2008)(Third DelegationAgreementrder) (collectively DelegationAgreement
Orders).

7 North American Electric Reliability Corporation, 117 FERCY 61,091 at
P 20 (2006)(BusinesfPlanandBudge Order), order onreh'g, 119FERC
1161,059(2007).

¥ The ERCOTprotomls area collectionof policies,rules,guidelines,
proceduresstandards andcriteriaintendedto implementERCOTISO's functions
asthe entity responible for ensuringaccesdo thetransmssionanddistribution
systemdsfor al buyersandsdlers of electicity on nondiscriminatoy terms the
reliability andadequacg of the ERCOTtransmisin grid; the conveyane of
informaion relatingto customer’schoiceof Retil Electic Providerin the stae of
Texasto all endusers andacarateaacountng of electicity productionand
ddivery amonggeneratiorresource and wholesalebuyers and sellers,and
transmissionand/ordistribution serviceproviders.
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only overseeshoseprotacolsthat relateto reliability of thegrid — not maket
informaion. This latteroversght falls outsideof the Commssion’sjurisdiction
over reliability purstantto section215of the FederalPower Act (FPA). *°

TexasRE hasperformeal mog of the“statutory’” RDA functionsthatfall
within FPA section215. However,its role in conducing reliability assessmenta
key elenmentof thefifth majorprogramelementis limited. Asthereportwill
discussn more detailbelow,both TexasRE andauditstaff believethat Texas
RE’srolein conduding reliability asessmentshouldbeincreasd suchthat
TexasRE provides substantiveeviewandcorroboraton of theERCOTISO's
assessments

TexasRE staffincludesninefull-time employeeg(FTES)in the compliance
audt functionand five FTEsin the complianceenforcenent function. TexasRE's
anticipaied 2010budget will benealy $7.6 million, of which $6.5million will be
for its statutorydutiesunderthe RDA.%

As explainedn detail below, TexasRE is govanedby aboad of directors
whosemembersalsoserveasthe govening boad for theERCOT 1SO. Shaed
ERCOT employessprovide TexasRE with supportseavices induding I T sugoort,
humanresourcs, payroll, and accounting

The CommissiomapprovedlexasRE asa Regonal Entity on April 19,
2007 inthe Delegaion Agreementrder. In that order,the Conmissn, inter
alia, approred NERC’s pro forma ComplanceMonitoring andEnforcenent
Program(CMEP). The CommissionappovedNERC’s2008budget,including
TexasRE’s budge andbusines plan,on Ociober18, 2007 %

916 U.S.C.§ 8240 (2006)
2 TexasRE 2010Draft BusinessPlanand Budget, Junels, 20009.

?! North American Electric Reliability Corp., 121 FERC 61,057(2007)
(2008BudgetOrde).
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C. Commission Orderson Regional Entity Independence

Pursuanto FPA section215,the Commisionissuedan orderon July 20,
2006 cerifying NERC asthe ElectricReliability Organiation(ERO).? Pursiant
to FPA section215(e)(4) the EROis authorizedto delegate authority to a
RegionalEntity (RE) for the purposeof proposng Reliability Standarddo the
EROandenforang mandatoryCommisson-approvedRdiability Standards
NERC:s pro forma Delegation Agreementincluding the pro forma CMEP to be
usedby NERCandthe Regional Entities to monitor, assessandenforce
compliancewith NERCs Reliability Standardswasapprovedby the Commission
in April 19,2007in the DelegationAgreement®Order.

The Commissiomapprovedhe pro forma DelegationAgreementn
accor@ncewith FPA section215, which authorizesthe Conmissionto appove
ddegdion of the ERO’sresponsilities if: (i) the REis governedoy an
independenboard,a balancedstakeholder board, or a conbination of thetwo;
(i) the RE otherwise satisfiesthe criteriarequiredfor cettifi cation of the ERO;
and (iii) the proposedagreementpromoteseffective andefficientmanagerant of
the Bulk-Power System. As to TexasRE, the Conmisgon foundthat “TRE will
be governedoy a combindion independenand balancedstakeholdeboad
(ERQOT Board)and will otherwisesatisfy the criteriaapplicableto NERC’s
certificaion to serveasthe ERO.” %

The ERCOTISO mangestransmissn for three quartes of Texas
(excludng the Panhandleandsectionsof EastandWestTexas) represening 85
percert of thestae's electricload As such ERCOT isanoperatorof the Bulk-
Power Systemin additionto servingas an RE. In OrderNo. 672 the Commisson
foundthatseaving as bothan RE andasan|SOin aregion maycreatea conflict of
interestbecausethe entity would berespamsiblefor enforang its own complance
with NERC’sReliability Standards

%2 North American Electric Reliability Corp., 116 FERC §61,062,order on
reh’g and compliance, 117 FERCY 61,126(2006),order on compliance,
118FERCY 61,030,order on compliance, 118 FERCY 61,190,0order onreh’g,
119FERCY61,046(2007).

2 Delegaton Agreement®rderat P 231.
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An RTO or ISO mayhave aninherentconflict of interestif it is also
aRegionalEntity itsdf. The sameinstitutionwould operate the
Bulk-PowerSystem andberegonsble for overseeingts own
compliancewith Reliability Standards.The comnentsreceved
reinforcethe Commisson’s opinionthatsuch sef-enforcemenis
extremely difficult to carry outsatisfactoity. A system
operabr/RegionaEntity in asingle corporaton— abset a very
strong separation betweerthe oversightand operatonsfunctions—
should not overseats own compliancewith Reliability Standards?
[Emphass added.]

As aresult,the Commisson stated,anISORTO seekng to becone anRE “will
have a heavy burdento showthatit mees the statutory criterion thatit be

independenof the operatorof the Bulk-PowerSysemin its region”®

In the DelegationAgreements Orderapprowving Texas RE's RDA andits
CMEP, the Commissiorstated:

Theboardwill besufficiently independenbecausdt will be
respnsiblefor managiry its own budget hiring andmanagng its
own staff and consultantsandinvedigating compiancewith, and
enforcenentof, reliability standadsin the ERCOT region. The
TexasCommissionmoreoverwill conductall hearngson
complaints, allegationsof violations andnonconpliancerepots and
will makerecommenddionsasto theappropriatadispositon of
thes matters. The chairmanof the TexasCommissionwill also
occupyaseatonthe ERCOT Board As such,wefind thatthere wil |
be a sufficient sgparationof functionsbetveenTexas RE andthe
ISO function of ERCOT?®

The Commissioremphasizé theinvolvementof the Public Utility
Commissiorof Texas(PUCT), asa distinguishing factor from otherISO/RTO-RE

4 OrderNo. 672at P 698.
% OrderNo. 672at P 699.

% Delegaton Agreement®rderat P 243 (footnotesomitted).
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relaionships?’ The Commissioralsoclarified thatthe ERCOT bylaws, asthey
relate to TexasRE’s Regional Entity functions, are “rules,” underComnission
regulationsand aresubjectto NERC andCommisson approval.

D. TexasRE and ERCOT Organizational Structure

TheERCOTISOard TexasRE opeateundera sharedooardof directors.
Theboardconsiss of sixteenmembersepresentigconsumersnd
representativeom each of ERCOT selectricmarke segnens, the charman of
the PUCT (nonvoting),the CEO of the ERCOTISO, andfive membersnot
affiliated with owners,usersor operatorof the Bulk-Power System. The boardof
direcorsappointshe CEOfor boththe ERCOT ISOand TexasRE. The
organizationastructureapprovedoy the Commisgon in April 2007 conssted of
thesingleshaedboardandthe previousi edablishedconmitteesthatprovided
administrative oversght (e.g, the HumanResourceandGovemnance Committee
andthe Finane andAudits Committee).

As thereis only oneboard,the potentid for conflicts exists. Recognizing
this, TexasRE hastaken significant stepsto distinguishitself as functonaly
independentrom ERCOTISO. Forexanple, whenTexasRE wasinitially
estabished,theboarddeliberatecbver TexasRE andERCOT 1SOissuesduring
the samemeeting. Overtime, this pradice creatd confusionamongthe boad
membes andin June2007,theymetasthe TexasRE Boardin alateaftemoon
sessiorandtheERCOTISOboardin a morningsesson onthe sameday. This
schedulevas againmodifiedin July 2008, when the directorsbeganmeetngon
Mondaysto disaussTexasRE issuesandon Tuesdaysto disauss ISOissues An
effort wasalsomadeto distinguish the meetngsof variouskey boad committees
thatprovided oversightto both TexasRE andERCOTISO by meeting at different
timesandby referring to them®lvesduring such differeniated meetingsy
differenttitles. Theorganizationaktrucurein placein July 2008is depictedby
thefollowing organiationd chart:

2" In light of the PUCT’sinvolvementwith Texas RE’s enforcement
processTexasRE’s CMEP differs subsantidly fromthe pro forma CMEP. Id.
P 250-253.
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To furtherincresse TexasRE's functioral independencefromthe ERCOT
ISO, the TexasRE Advisory Committee(TAC) wasformedin August2008. The
purposeof TAC is to provideassstanceto the TexasRE boad in fulfil lingits
oversightresponsibiliy relatingto TexasRE’s empbyment compensation,
financial, finandal audit,andotheradmnistrative maters. The TAC is comprsed
of the five unafiliated ERCOT directorsthe charman(or his or her designegof
the PUCT,andthe PublicCounséfrom the Texas Office of Public Utility
Counsel TheTAC’s recommadationsare passedo thefull TexasRE boardof
direcorsfor approval. Thefollowing organkzational chartdepids the current
TexasRE organizaional structure.
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At the August2009TexasRE boardmeeting theboarddiscusedproposed
changesto the bylawsthatwill createstructuralindependencéor the TexasRE.
Theproposedchangeswerepoded for comnmenton TexasRE’s Website. Unde
thetermsof the proposedevisal bylaws, anewboad will be createdfor the
TexasRE whichwill beseparatdrom the ERCOT ISO Boad, i.e.,thetwo boards
will notshae membes. This proposedoardwould consst of:

* Fourindepandentboardmembers

» TheCEOof theTexasRE;

» Two stakeholderepresentative(the char andvice chairof the Members
Repesenttives Committee)

* A nonvotingPUCT representativeand

* A nonvoting representtive of the Office of Pubic Utility Councl
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Theproposedylaw changeslso providethata TexasRE boardquorum
requiresthreeindependet membes as well asa majority of thevoting directas.
This structurewould removethe ERCOT ISO CEOfromthe TexasRE board,
would greatlyreducethedirectinvolvementof otherstakeholdersn the oversght
of the Texas RE operationsandwould provide a strong sepaation between
ERCOT ISOandthe Texas RE.

E. Summary of Compliance Findings

Audit stafffoundthat TexasRE hasinsttutednumepusacionsto ensure
thatanadeguae separationexists betweents andERCOTISO functions. These
actionswere undetakento strengthermexasRE indepemlencefrom ERCOTISO
andeliminae anyrealor perceivedconcensasto itsindependenceBaseal on
informaion gatheedthroughinterviews, email, andother recordsaudi staff
bdievesthatindependen@ concernsoninueto exist, despie TexasRE effortsto
createmoreindepadencebetwee its andERCOT 1SO’sfunctions. Howeve,
theseconcernavould not existif TexasRE goesforth with its plansto structurally
separat from ERCOT.

* Theorganizational structure of the Texas RE raises conflict of interest
concerns

TexasRE andERCOTISO operateundera sharedboad of direciorsand
theERCOTISO CEOservesas amemberonthe Texas REandERCOT board. In
audt staf’s view, theorganizationaktructue raisespotertial conflict of interest
corcernsard gives the appearancef alack of independece between the
opeaationsof TexasRE andERCOTISO.

TheERCOTISOCEOis regonsiblefor thesucces or failure of the
ERCOT ISO. As such, heis responsibldor, amang otheritems,ERCOT ISO's
compliancewith NERC Reliability Standards The ERCOT ISO CEQO'’s
membeshiponthe TexasRE boad of directors the boardthatoverseeshe RE
resposible for determiningeRCOT ISO’s comgdiancewith the NERC Reliability
Standardsgreatesa potentialconflict of interes. Moreover officialsatthe PUCT
andthe Texas RE expressdconcernsasto the patticipationof the ERCOTISO
CEOasamenber of the TexasRE boad.
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The ERCOTboad of directorssavesasthe boardfor both TexasRE and
ERCOT ISO. Initially, theboad ddiberatedover TexasRE andERCOTISO
matersatthe sanme meeting,confusingboardmenbers. To alleviate the
corfusion,theboad dedded to med at differenttimes,andultimately on different
days,to discussTexasRE mattersndepementlyof ERCOTmatters;theboad
refarredto itself asthe TexasRE boardwhendiscusang TexasRE issuesandthe
ERCOT boad when disaussingERCOTISO issues.

To furtheraddressndependenceoncerns,in July 2008,the TexasRE
Boardapprovedheformationof the TAC to provide assisanceto the TexasRE
Boardin fulfilling its oversightresponsibi ty asto TexasRE’s enmployment,
compensationfinarcial, finanaal audit, andotheradministratve mattess. As
notedabove the TAC is comprised of the five unaffiliated ERCOT directoss, the
charman(or his or her desgnee)of the PUCT,andthe Public Counselfrom the
TexasOffice of Public Utility Counsé TAC typically makesreacommendabns
onthesemattasto thefull TexasRE boardof directoss.

OnJunelb5, 2009,the TexasRE boardof directoss passedresoluton
appoving legal sgparationin coneptand authorizing TexasRE staffto takethe
stepsnecessyy to createa newlegalentity for TexasRE, including seekingall
regulatoryapprovds. At the August2009TexasRE boad meetng, theboad
appovedproposedchangedo the bylaws anddirectedfurthercharges,which, if
pased will creae structuralindependecefor the TexasRE. On Octoberl9,
2009, the TexasRE boad approvedraft bylaws for alegally separateentity,
allowing TexasRE staffto commencaliscussionsvith Commisson andNERC
staff regardinganamendedRDA.

* TexasRE’srolein compliance monitoring of ERCOT SO isfrustrated
by alack of a demonstration of very strong separation:

TexasRE s responible unde the RDA to deternine ERCOTISO’s
compliancewith NERC standardsindtakeanynecessar enforcemenactions
aganstERCOT ISO. Howeve, basedonthe potental conflict of interest NERC
has beenactivelyparticipatingin the CMEP adivities involving the ERCOTISO.
Unlessthe TexasRE continues to expediiously moveto a structural separabn
from the ERCOTISO, NERC andTexasRE shouldexeaite aformal agreement
addessng NERC, or anentity approvedoy NERC,in performirg suchadiviti es.

10
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* TexasRE should do moreunder the RDA regarding reliability
assessment:

Pursuanto theRDA, Texas RE receivesfundingto performdutiesrelated
to reliability assessentand performancearnalysisasrequiredby the NERCRules
of Procedue. TexasRE shouldperforma morethoroughreviewof ERCOT ISO’s
work product. TexasRE shouldhire morestaff or train current staff to perform
this function.

e TexasRE’scontrolsover accessto confidential infor mation should be
strengthened:

Pursuahto a memorandunof understanchg (MOU) betweenTexasRE
andERCOTISO, ERCOTISO providesall computerequipmentandinformation
technadogy (IT) sewicesto TexasRE. TexasRE's computasand seversare
inaccessibléo any ERCOT ISO employeeexceptfor abouta half-dozenl T
employeeswho mantain IT sydems,all of whomhave signedconfidentality
agreementto protectERCOT data,which doesnot expiicitly include CMEP data.
Further, thereis no written agreemenin effectin which these ERCOT ISO
empoyeesagree to complywith section15000f the NERC Rulesof Procedue on
protectionof confidentialinformation. Also, TexasRE shouldimproveits
cortrols over accessto confidentialinformation to preventthis information from
potentialy beingcompramised.

11
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F.

Recommendations

Theaudi stdf is encouragd by the efforts of TexasRE to increaselexas

RE’sindepa&dencefrom ERCOTISO, includingthe estalii shmentof TexasRE as
aseparatdegd entity thatthe ERCOTISO boad will notoversee. To ensure
TexasRE's independencendadequateseparationof ERCOT ISO andreliahili ty
functionswhile thoseefforts proceedand,asappopriak, after TexasRE shoud
becomea separge legal entity, auditstaff recommendsthat TexasRE takethe
following adions:

Cortinuein its effortsto eliminateanyindependenc&oncernsr the
appeaanceof alack of independence;

Strengthenprocedurego ensirethatdiscussonsasto TexasRE
employment, compenstion, financial,financialaudit andother
administrative mattersremainwithin TAC andthe TexasRE Board;

Submt aplan detailing its effortsto eliminateindependenceoncernsor
theappearaceof alack of independencto the Office of Enforcement,
Division of Audits;

Arrangea formal contract to have NERC, or anentity appovedby NERC,
conductawdits and performothercompiance acivitiesrelaiedto ERCOT
ISO while TexasRE remainsadivision of ERCOTISO. While TexasRE
pursuesndependenctom ERCOT ISO, it doesnot needto commerce
this arrangenent unles a complianceaudi of the ERCOTISO s
conduced

Cortine its participaton on ERCOTISO audits andinvesigationsto
providingtedhnicd assigancewhile TexasRE remansadivision of
ERCOTISO,

Dewelopaplan to reviewstaffingneedgo peformreliability assessmest
pursuantto the RDA;

Corsiderincreasng staff or trainingexising staff to include expertse
sufici entto performits dutiesunderthe RDA asto reliability assessment

12
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* Appoint anRE stdf memberto represat TexasRE on NERC'’s Reliability
Assessmet Subcommitteeandany othercommitteeor subommittee
whoseauthorityincludes RE statutoy functions;

* Obtainexecuted agreementgor a written corfirmaton from ERCOTISO’s
generakounsekha such agreementhavebeenacceted)to comgy with
section15000f the NERC Rulesof Procedurevith all ERCOT 1ISO
employeeswho aregrantedacessto TexasRE's IT, until suchtime as
TexasRE eliminatedts relianceon ERCOT ISOfor IT services;

» Ensurethatanythird-party vendoragreesto comply with section 1500 of
the NERC Rules of Procedureoncerningconfidential informaton;

* Instructthe ERCOT ISOIT departmento deactivate the TexasRE webste
hostedby ERCOTandredirectall inquiresto this site to thenew
independetly hostedwebste; and

» Provideauditstaff with updaes on the statusof TexasRE's efforts to
eliminateits relianceon ERCOT ISOfor IT services.

G. Complianceand Implementation of Recommendations

TexasRE shoulddesignan implementatn planthatincludes proceduesto
implementthe exception-spedfic recommedationsdescribedin thisreport The
planshouldbe submittedto auditstaff for reviewwithin sixty daysfrom thedate
of issuancef thefinal reportin this docket. Thereafter Texas RE mug make
norpublic quaterly filings in DocketNo. PA09-6-000to audt staff,detiling its
progressin implementingthe corrective actiors in this report until all the
correctiveactionsarecompleted Thefilings shouldbe madenat laterthan thirty
daysafter theendof eachcalendaiquarter beginningwith thefir st quarer after
thefiling of theimplementatiorplan,andcontinuinguntl TexasRE completesall
therecommende correctiveadions

13
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1. Introduction

A. Objectives

TheDivisionof Audits of the Office of Enforcementof the FederalEnergy
Reguhtory Commissioncommencednaudit of Texas RE to examne TexasRE's
performanceasa RegionalEntity andits indepenxdencedrom ERCOTISO. The
audt wasdesignd to determinewhetherduring the audit period TexasRE has
complied with (1) the RDA betweerNERCandTexasRE? (2) the TexasRE
bylaws?® and (3) otherobligationsandregonsibilitesasapprovedy the
Commission.

B. Scopeand Methodology

To determinethe sepaation betweerERCOT ISO's andTexasRE’s
opeaations,auditstaff:

* Reviewedpublicly availablematerids, FERC’seLibrary for
compary filings, Commisson ordersandformal complains, the
Enforcementotline for complaintsmace againstTexasRE or
ERCOTISO, ard local newspaperdradeandacadent pressto
identify significantdevelopmatsandoccurenceshatarcseduring
theaudt period to familiarize itself with TexasRE andERCOT
ISO's opem@tions.

» Conductedasitevisit to TexasRE's officeson January6-9, 2009
duringwhichits membersnterviewal TexasRE managerantard
staff to undestard their job functions. Thoseinterviewedincluded:

o Chief ExecutiveOfficer andChief ComplianceOfficer;
o Directorof Legal Affairs;

28 North American Electric Reliability Council, et al., 119 FERCY 61,060
(2007),122FERC 1 61,245(2008) and order onreh’'g, 123FERCY 61,276
(2008)

2 4.

14
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Directorof Compliance;

Managerof Rdiability Standads

Manageiof Complianceand Enforcement
SeniorFinancial Analyg;

Managerof ComplianceAudits;

Managerof InformationTechnologyand
Managerof ComplianceStakeholdeManayement

O O0OO0OO0OO0OO0Oo

» Conductech secondsitevisit to TexasRE's officeson August26-
27,2009,during which it interviewed TexasRE senior management
aswell asexectuive staff of the PUCT.

In addtion, the audit staff:

* |Issuedfive sds of datarequess, encompassig morethan100
separatelaa requestitems many of whichincludedmultiple
elemens;

* Reviewedhousand®f emals sentandreceival by TexasRE
compliancestaff enployees overthe audit period,;

» Conductechumerousphoneconferencesto clanfy dataresponses
andseekadditiond information;

* Interviewedthe currentand former chairsof the TexasRE boad of
direcbors;

* Reviewedmeding minutes (including executve sessbn andother
closedsessiorminutes) for the TexasRE boardof directors Texas
RE Reliability Standard€€ommittege TexasRE HumanResouces
andGovernanc&€ommittee, TexasRE Advisory Committee,
ERCOTISO boardof diredors,ERCOTISO Techntal Advisory
Commitee, ERCOTISO FinanceandAudit Committee,and
ERCOTISO HumanResourceandGovernaige Committee;

» Sanpledaudits,spotchecksjnvegigationsandothercompliance
actionsTexas RE hasundetaken,;

* Reviewedelectronictimesheetlata;

* Reviewedhe periodicreportsof Texas REto NERC, presentabns
madeby TexasRE staff andmanagemetrto the TexasRE board,
presenatonsto the PUCT, presatationmadeat ERCOT meeings
andto the NERC, TexasRE self-asesmens andothermatrials
thatsummaized TexasRE complianceefforts.

15
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Prior to this audit, FERC staff participatedn a NERC-led auditof ERCOT

ISO (Septembe9-12, 2008)to asses its compliancewith NERC Reliability
Standards Membersof the auditstaff gainedvaluableinsight from observing the
NERGledaudit.

ERCOTISO cooperatedully with auditstaffin providing ERCOTminutes

andother materals requetedduringtheaudt. To maintin confidentiaity,
ERCOT ISOresponsesveresubmitteddirectly to audt staff ratherthanbeing
conveyedthroughTexasRE.

Specifcally, auditstdf did thefollowing:

Accounting for shared costs

Interviewedthe Senior Finanaal Analyst of the TexasRE;

Revewedthe MOU betweerthe TexasRE and the ERCOT ISO for the
provisionof administrativeandIT services;

Revewedsepaationstudiesto determinethe codsto TexasRE for
aternatve sour@sof savicesprovidedby ERCOT ISO undertheMOU;

Revewedtime-sheetdaa for allocationof staff cods betweenstatutay and
nonstatutoryduties; and

Interviewedthe Managerof IT Services.

Structural and operational separation of ERCOT 1SO and the Texas RE

Reviewed organizationalchats for the auditperiod;
InterviewedTexasRE administrationandstaff, on site andvia telephone;

Reviewed minutesof all TexasRE Boardand committeemeeings sincethe
formation of the RE;

Reviewed minutesof the ERCOT ISO boad andcommittee meetingsfor
theauditperiod;

16
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Corductedtelephoneinterviewswith TexasRE Boardmembers
Reviewedthe emails of TexasRE compiance staff;
Revewedvoluminousmaterialsrelatedto TexasRE involvementin the
2008 NERGled complianceauditof ERCOT 1SO andthe subsequent

TexasRE enforcenentefforts and

Toured TexasRE offices, boththeformerfacility shaedwith ERCOTISO
andthe new, physicallyseparateoffice.

RE compliance with CMEP

Corductedanon-sitereviewof selectconplianceaudis andspotchedks
the TexasRE performedto undersandfile layoutanddataretention
policies andprocedures;

Revieweda sanple of the CMEP activities for each of thetasksenumeated
in the TexasRE CMEP program,including complianceaudits, spot checks,
mitigation planreviews, mitigation plancertifi cations,and evaluatiors of
self-repotedviolationsby theregistered enities;

Reviewed TexasRE recordsfor submissiorof conflict of interestand
ethicsdeclaations;

Reviewedassignmat of Texas RE staff for paticipationin CMEP
complianceand enforcementactivities to ensue no conflicts of interest

Reviewedresumé of compliancestaff for techncal andaudit
gualifications;

Revewedemalls for inappropriatecontacts;

Reviewedtimeshest datato determinghetime and effort expendedn
specific RDA taslks; and

Corductedinterviews onsite andvia telephoneto examinestaffing levels
and qualificationsto perform RDA tasks.

17
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I11. Findings and Recommendations

1. Independence Concerns Related to Texas RE

Audit staff hadthefollowing concernsaboutTexasRE independencthat
resuledin, ata minimum,theappearancef alackof independece:

» TheTexasRE boad membersals serveas boardmemberf ERCOT
ISO; and

» TheERCOTISO CEOservesasaboardmemberof both ERCOTISOand
TexasRE.

Pertinent Guidance

In OrderNo. 672 the Commisionfound thatanorgankzationsaving as
bothan RE andasan ISOin aregionmayhavea potential conflict of interest
becausethe entity would beregonsble for enforcing its own conpliancewith
NERCs Reliability Standards

A systan opeaator/RegionaEntity in asingle corporaton —absent
a very strong separation betweerthe oversigh andopeitions
funaions— shouldnot overseeits own complancewith Reliability
Standads® [Emphass added.]

Section6.3 of Texas RE’s bylawsstatesin part:

TexasRE “will bemanagedlirectly by the ERCOT boad to ensue
independace from ERCOT ISO’sfunctions.” Relying onthis andother
represent#ons,in the DelegationAgreement©Order, the Commission
found thatthe TexasRE “boardwill besufficienty independent.®

% OrderNo. 672atP 698.

3 Delegaton Agreement©Orderat P 243,

18
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Background
Shared Board of Directors

As mentionedearlier, ERCOT ISO and TexasRE opemteunde ashaed
boad of directors. Consistet with section 4.2 of the ERCOT bylaws,theboard
corsistsof sixteenmembersrepresentingconsumes andrepresetatvesfrom each
of ERCOT’s electric markdé segmentsthe chairmanof the PUCT (nonvotng), the
CEOof ERQCOT ISO, andfive membersot affiliatedwith owners,usersor
opeaatorsof the Bulk-Powe System. Theboad of direciorsappoins the CEOfor
bothERCOT ISOand theTexasRE.

Sinceonly oneboad ddiberatesover matersinvolving both TexasRE and
ERCOT ISO,there is a potentialconflict of interestthatcreatesanappeaanceof a
lack of indepaxdence. There are aso potential conflictsasto thefiduciary duties
thattheboardhasto bothTexasREandERCOTISO. Finaly, therearepotentid
corfli ctsasto the oversightof the boardfor the CMEP actvitiesthatthe TexasRE
exacisesin relationto theERCOT ISO andanyobjectonsby the ERCOT 1SOto
either thefindingsor the propo®dpenaltesandsanctonsarising from CMEP
enforcemat adivities. Recognizingthis, TexasRE hastakensignificantstepsto
distingushitsdf as functionallyindependentrom ERCOT ISO. Forexample,
whenTexasRE wasinitially establishd, theboad ddiberatedover TexasRE and
ERCOT ISOissueduringthesamemeetng. Overtime, this pracice creaed
corfusionamongtheboad members.In June2007,theydetermined to meetas
theERCOTISO boardin the morningandasthe TexasRE Board in anafternoon
sessioronthesameday. This schedulewasagainmodifiedin July 2008. Since
thattime, the directorsmeeton Mondaysto discus TexasRE issuesandon
Tuesdaygo disclssERCOTISO issues.

OnJuly 14, 2008, the five unaffiliateddirectors the PUCT charman, Texas
RE CEOandotherTexasRE staff met to discussactionsthatcould be takento
increasel exas RE’'s functionalindependenc&éom ERCOT ISO. To further
increae Texas RE’'s functionalindependenc&éom ERCOT ISO, the TexasRE
Advisory Committee (TAC) wasformedin August2008. Thepurpcseof TAC is
to provide assistancéo the TexasRE Boardin fulfil ling its oversght
respomsibility relatingto Texas RE's employment,compensaton, financial
financial audit,andotheradministréive maters. The TAC is comprisedof the
five unaffiliated ERCOT directors the charman(or his or herdesigree)of the
PUCT,andthe Public Counséfrom the TexasOffice of Public Utility Counsel.
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TAC’s recommendationarepas®dto thefull TexasRE boad of diredorsfor
appoval.

At the August2009Texas RE boardmeeting the boarddiscusednew
bylawsfor the Texas RE, which will crede structual indgpendencdor the Texas
RE. Theproposel changesverepostedior commenton TexasRE’'s Website.
Underthetermsof the propo®drevisedbylaws therewill beanewboad for the
TexasRE whichwill be separatédrom the ERCOT I1SO board,i.e.,thetwo boards
will shareno membes. This proposedoardwould corsig of:

* Fourindepandentboardmembers

» TheCEOof theTexasRE;

* Two stakeholderepresentative(the char andvice chairof the Members
Repesenttives Committee);

* A nonvotingPUCT representativeand

* A nonvotingrepresentdive of the Office of Public Utility Councl.

ThenewTexasRE bylaws also providethata boad quorum requirethree
independendirectoss as well asa majoiity of thedirectos. This structurewould
removethe ERCOT ISO CEO from the TexasRE Board, greaty reducethedirect
involvementof otherstakeholder the oversight of the TexasRE operatons,and
strongly sepaateERCOTISO andthe TexasRE.

Audit staff believesanindependenboardwould strengthenTexasRE'’s
independeneandcredibility and beanimportantstg toward ensurng the
estabishmentof avery strorg separatiorasrequiredby OrderNo. 672.

Shared Board Member

Althoughlegally section 4.2 of the ERCOT bylaws providesthatthe
ERCOT ISOCEOis amemberof the TexasRE and ERCOT ISO boardof
direcbors in pradice, heor shemayhave a conflict of interest. Forexampe,
TexasRE s responible for determiningERCOTISO's compiancewith NERC
standadsandfor taking any necesary enforcemenacionsagairst ERCOTISO.
Audit staff obsevedthefollowing from the executve sessiorboardcommitee
minutesasto ERCOT ISO CEOs involvementin TexasRE maters:
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In August2007,the ERCOT boardof directas orderedthatmediainquiries
relatedto the credion of TexasRE beamsweaedby the ERCOTISO CEO
ratherthanTexasRE.

FromTexasRE’s inceptionto the preent,the ERCOT ISO CEOhas
attendedmanyopenandclosed meetings of the ERCOTboad’s Human
ResourcesindGovernance&Committeemeetingshothmeetngs for
ERCOTISO aswell as meetingddentifiedaspertaining exclusivelyto
TexasRE. Forexample,from Augug throughNovember2007,the
ERCOTISO CEOattendedeverymeeting of the TexasRE Human
ResourcesndGovernanc&Committee. During thesemeetings, the
selecton of Texas RE CEO wasdisaussedaswell asthe mannerin which
the TexasRE would performits dutiesand how performanceshoutl be
measured.

The minutes of the April 22,2009ERCOT ISOHumanResourceand
GowvernanceCommitteeExecutive Sesion recorda discusionof personnel
issues.During this discusson, the compensaton for the TexasRE CEO
wasdeliberted. Accordingto the July 2008 measure$o havethe TAC
review,amongotherthings, TexasRE’s compensaibon matters,this
disaussbn shouldnot haveoccuredin thisforum. Rather,perTexasRE
documens andorganizationathart,thesediscussionshoutl havebeen
limitedto medingsof the TAC andthe TexasRE board

The ERCOTISO CEOroutinelyattendedmeetngswhenthe TexasRE
board discused complianceeffortsinvolving specifc registeed entities.
TexasRE hasrandomlyassgnedalphabett identifiersto enttiesthathave
beenthe subje¢ of compliancemattersn an attemptto hidetheidentity of
theregisteedentitiesbeingdiscusedduringboard meetngs. Howewer,
suwch aprocedureaffords relaively little protection from disdosureof the
entity’s identity giventhe public schedie of TexasRE complianceaudits.
In the caseof theERCOTISO, sinceit is theonly Registeed Entity for
numerous reliability functions hiding its identity during Board meetingsin
whichthe ERCOTISO CEOQ is presentwould beimpossible. Moreo\er,
theauditteamdid notfind anyindication that the ERCOTISO CEO left
thee meetingsr took otherstepsto ensuregha hewasnot presentduring
disausson of complian@ issuegelating to ERCOT ISO.
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TexasRE officials indicaed thattheyobservedthatthe TexasRE boad
membes were finding it increasinglydifficult notto haveconflicts of interestarise
in their dual fundion as representingheinterestof the ERCOTISOaswell as
theTexasRE. Theyindicatedthatdifficulty hadintensifiedoverthe pag year.
The conflicts hadadvancedbeyondmereappeaanceof conflicts to acual
corfli cts,asaresult of the possbility of significant monetay penaltesbeing
imposed. Texas RE officials statedthattheseconflictsinvolvednot only the CEO
of the ISOandothe stakeholdersbut eventhe sharedindependenboad
membes.

Repesentivesof the PUCT also expressedthdr concensas to theneedto
expandindependaceof the TexasRE from the ERCOTISO andother
stakehotlersvia a separatdoardfor the TexasRE thatcould provide effective
guidanceo the TexasRE in the performanceof its duties underthe RDA. The
PUCT representativemdicatedtheir full support for astructuraly independent
TexasRE asbeingthe mosteffectivemeansof asuring thatthe TexasRE can
fulfill its dutiesunderthe RDA.

Audit staffis concernedthatthe ERCOT ISO CEO paricipaton onthe
sharedboardtha oversesthe complianceuncionsof TexasRE andpresene at
various meetingscited aboveinvolving actwvities of TexasRE raisesindependence
corcerns. Althoughthereis no evidenceo dateof any partidity, the curent
structureallowsarealor perceved conflict of interes. Basal ontheabove,one
would reasonablyjuestionthe ability of theERCOT ISO CEOto bestrongly
independenin repregntingtheinterestof both TexasREandERCOTISO, when
facedwith anissuethat may preentconflicting interess betveen thetwo
divisionsof ERCOT.

Recommendations
We recanmendtha TexasRE:

1. Continueits effortsto eliminateanyindependenceoncernor the
appearancef alack of independenceand

2. Submita plandetailingits effortsto eliminate independence
corcernsto the Office of Enforeement,Division of Audits.
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2. Texas RE Rolein Compliance Monitoring of ERCOT SO

As explainedabove, Texas REis anindependant division of ERCOT, asis
ERCOT ISO. TexasRE thushasa potental conflict of interestin regulating
ERCOT ISO. Forexample, TexasRE is responsble underthe RDA to determine
ERCOT SO s compliancewith NERC standardsandtakeanynecesary
enforcemat adionsagainsERCOTISO. To addressthis potential conflict,
NERC hasbee activelyparticipatingin the CMEP activitiesinvolving ERCOT
ISO.

Pertinent Guidance

NERChasddegaedto Texa RE regonsiblity for implemening the
CMEPfor registeral entitieswithin its region, includingERCOTISO. However,
in OrderNo. 672, the Commssionfoundthatserving asboth an RE andasanISO
in aregion maycreatea conflict of interestbecaue the entity would be
resposible for enforcingits own compliancewith NERC's reliability standards

An RTO or ISO mayhave aninherentconflict of interestif it is also
aRegionalEntity itsdf. The sameinstitutionwould operate the
Bulk-PowerSystem andberegonsble for overseeingts own
compliancewith Reliability Standards.The comnentsreceved
reinforce the Commisson’s opinionthatsuch sef-enforcemenis
extremely difficult to carry outsatisfactoity. A system
operabr/RegionaEntity in asingle corporaton— abset avery
strongsepar#don betweerthe oversightand opemtionsfunctions—
should not overseats own compliancewith Reliability Standards®

Background

ERCOTISOis registeredvith NERC asthe sole entity within theERCOT
regionto performthefollowing reliability functions BalancingAuthority,
Interchangeéuthority, PlanningAuthority, Reliability Coordnator, Reliability
Planner TransmissiorOperatorand Transmissn Service Provider. NERChas
been actively participatingin the CMEP activitiesinvolving ERCOTISO.
However,NERC'srole and relaionshipto the TexasRE asto such actvitiesare

32 OrderNo. 672atP 698.
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not formally defined in the RDA or in anyotherdoaumentsthataudit steff
reviewed. TexasRE confirmedthatno sud formal agreenentexigs.

In Sepember2008,a NERC teamwasassigredto leadanaudt of ERCOT
ISO with Texas RE assgnedto providetechnicalassisance. FERC staf also
paticipatal as a partof the 2008Regional Entity Observaton Audit program.
FERCstaff noted severainstancesn whichthe TexasRE staff’s paticipation
varied significantlyfrom therole thatNERC hadestdlishedfor its NERCled
audts. TheNERCguiddinescalledfor arole limitedto providing techncal
assistace Theauditteambelievesthatthe TexasRE staff did not knowingly
violate anyauditprocedures Neverthegss the auditteambelievesthat the lack of
anapprovedwritten agreemenspecifying the appopriaie involvementof the
TexasRE stdf leadto audit difficulties. *

Upon the compldion of the 2008complianceaudit, auttority for the CMEP
processnvolving ERCOTISO becamemoreconfusing. NERC staff who
paticipatal in theauditimproperlyinformed TexasRE staff tha TexasRE would
have CMEP authorityfor anysubsequehactionsrelaing to theaudit findings.
Theauditstdf believeshatsuchconflictsin authority for the CMEP effort could
andshouldberesolvedunderaformal contractbetveen TexasRE andNERCor
anentity approvedoy NERC and the Commissin.

Recommendations
We recommad that while remainng adivision of ERCOTISO, TexasRE:

3. Arrangeaformd contractto haveNERC, or anyentity approvedoy
NERCandthe Commission,conductaudts andperform other

3 Althoughnot publistedat the time of the Sepgerrber2008audt, the
Commissiorprovidedguidane onthisissuein its Januaryl5, 2009Guidance
Order on ConplianceAudits Conductedoy the Electiic Reliability Organzation
andRegond Entities “to resolvepossible perceptionsthata RegionalEntity’s
compliancestaffis not sufficiently indepadentfrom the audied enity, suchas
theRegion& Entity itself or its affiliate . . . RegionalEntity staff shouldsene as
subect matte expertsyather thanleadthe audi or adviseonits conductor
scop€’. Guidance Order on Compliance Audits Conducted by the Electric
Reliability Organization and Regional Entities, 126 FERCY 61,038 atP 5 (2009)
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complianceactivitiesrelatedto ERCOT 1ISO. While TexasRE
purstesindepemlencefrom ERCOT ISO, it does not needto
commencehis arrargementunles a compliane auditor
investgationof theERCOTISO is conducted.

4. Confineits participationon ERCOT ISO auditsandinvestgations to

providing technical assistance.

3. Texas RE Reliability Assessment Responsibilities
TexasRE shouldperformmorethoroughreviews of the ERCOT ISO’s
work product.

Pertinent Guidance

Section804 of the NERC Rulesof Procedue states

To carryout thereviews andasesmentof theoveral reliability of
thelnterconnectetbulk powersygems,the regonal entities and
otherenities shdl provide sufficient dataandotherinformaiton
requestedby NERCin supportof theamuallongtermandseasonh
assessnentsand any specialreliability assessments. . In
connecion with thereliability asessnent repors, requestsshallbe
stbmittedto eachof theregional entitiesfor requiredreliabiity
assessnentdataandotherinformaion, andfor eachregioris sef-
assessnentreport.

Section805.40f theNERCRulesof Procedurdurtherprovides:

Theteamsof reliability andtechnicalexpertsshal providean
independat assessmermdf thereliability of theregionalenitiesard
the North American interconnectedbulk power systenfor the period
of theassasnent. While theregionalenitiesare relied upon to
providethe informationto performsuchassessmnents thereview
teamis not required to acceptthe conclusonsprovidedby the
regionalertities. . . . Upon completionof the asessmenttheteam
shall sharetheresultswith theregionalertities. Theregional
entitiesshdl begiventhe opportunityto reviewandcommenton the

25
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conclusiongn theassessmerandto provide addtiond information
as appropriate.

Background

Under thereliability assesmentproces, a RegionalEntity isrespongle
for collectinginformationnecesaryfor its region’s sef-assesmenteportandfor
ensurng tha NERC receivesthereport. After NERC’steamof expers reviews
theinformationfromthe RegionalEntities,it will sharetheresultswith the
RegionalEntities,which have anopporunity to commenton the draft
assessmentsonclusionsandto provideadditonal information.

Whenauditstaffinitially akedaboutTexasRE’srole in reliability
assessmemeporting TexasRE’s Director of Complancetermedit “atbeg [a]
santy check.” However,when auditstaff askedfor writtenconfirmaion of Texas
RE’sreliability assesmentactivities in adatarequestTexasRE’'s CEOoutlineda
moreexpansiveole:

ERCOTISO submitscompletecassesmentrepotsto TexasRE
stafffor review and commentprior to submitting to NERC. Texas
RE staff reviews thereports (includingthe dataandother
information provided)for completenessadequacy, reliability
concensandissues, andpotentid impactson thereliability of the
ERCOTBulk Power System. TexasRE staff is notrequiredto
acceptthe condusionsprovided by ERCOTISO staff, andTexasRE
collaborates with ERCOTISO staff to relve anyconcensor
guestions. ERCOT ISO submitsthe compktedrepors to NERC.

In TexasRE'’s sdf -asessmentfiled with NERCin April 2009** TexasRE
reveredto amore modestdescriptionstatingthatit “reviewsthe[reliability
assessmentgportsfor completenesprior to forwardingto NERC.”

Audit staff attenptedto reconciletheseconflicting ansversthroughdata
requestandcondudedtha TexasRE staff, at best, did little morethana

% Texas Regional Entity Statement of Activities and Accomplishmentsin
Carrying Out Its Delegated Responsibilities for the Period January 1, 2007 —
February 28, 2009, April 1,2009,atpage 14.
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perfunctoryreviewof ERCOTISOs periodc assessmerst Audit staff discovered
thatin atleast oneinstance ERCOT ISO forwardedtheregonal assessment
directly to NERCwithoutanyreview by TexasRE.

To supportperformancen this area,TexasRE, in bothits respnseto an
audt staff datareques, aswell asits selfasesment listedits involvementin
otherERCOT ISO-relatedactivitiesascongituting performanceunderthis
function. In responsé¢o adatareques TexasRE citedatlengthits nonsatutay
dutiesin responsdo ERCOT protocolevens. Inthesef-assesment, TexasRE
alludedto staff attendane at ERCOT committeemeetngs. While audi staff does
notdengrateTexasRE's involvementin theseacivities audit staff doesnot
bdieve thattheseactivitiesconstituteperformanceinderthe NERC Rulesof
Procedure

TexasRE providedaudt staff with daesit receivedreliability assessmest
from ERCOTISO for reviewanddateshatERCOT |SOfiled theas®ssmerg
with NERC. At leastonce ERCOTISO sentthereporsto TexasRE onthe same
daythatERCOTISO sentthemto NERC,therbyproviding TexasRE no
opportunity for even a cursoryreview.

Audit staffalsoaskedTexasRE to identify TexasRE staff menberswith
sufficientknowledgeto performthefunctionsthat TexasRE hadidentifiedas
required. TexasRE respondedvith thenamesanda brief descrption of the
gudif icationsof four of its staff membes who could performthe necessary
functions. Theemployeesdentified werethe CEO,Managerof Conpliance
Stakehaller ManagementDirector of Compliance andManagerof Compliane
Audits. Forthetime periodsindentified audit stef requestedandrevievedtime-
sheetdatafor theseindividualsandconcudedthatnoneof themwho were
resposible for reviewing theseas&ssnens recordedany hoursfor reliability
assessmenf{diime code TexasRE0800)in their time sheets.

Audit staffis awarethatERCOT ISO andits membes historically played
theleadrole in theformulationof the periodic reliability assesnents. This may
have beeninitially appiopriateafterthe creaton of TexasRE, butthe Commission
desiresmovenenttowardsa greaterrole for the RE in fulfill ing responsbilities
underthe NERC Rules®

% OrderNo. 693atP 157-160.
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Whenauditstaff preentedits conclugsonsto TexasRE in aphane
corference,TexasRE staff acknowledgedt could do morewith respecto
scrutnizingthe ERCOT regionalreliablity assesmens beforesubmission to
NERC. Texas RE indicatedthatit is consdering hiring addtional staff with the
skills requiredto perform theseduties At the mostrecentsite visit, the CEO of
TexasRE indicaed his desireto hire therequired stef within 60 daysif a suitalde
cardidate canbeidentified. Audit staff bdievesthatTexasRE shouldincreasets
staff or trainingasnecesaryto performthis functon.

Audit staff alsonotesthat TexasRE did not haveanyempbyee
representig it on NERC’sRdiability Assessmerbubcanmitteg unlike the
practce of mostotherRegionalEntities, which includeRE employeesamongtheir
representatives.

Recommendations

We recommendhat Texas RE:

5. Developaplanto review staffing needgo performreliability
asseswents;

6. Conside increasng staff or trainingexising staffto include
expertise sufficient to performits dutiesasto reliability asgssment
and

7. Appointan RE staff memlerto representTexasRE on NERC's
Reliabiity AssessmentSub@mmitteeandanyotha committee or
subcanmitteewhoseauthorit includesRE stautory functons

4. Controlsover Confidential Information

Pursuanto anMOU betweernTexasRE and ERCOT ISO,ERCOTISO
providesall computerequipmenandIT servicedo Texas RE. TexasRE’s
computersandserversareacessble to abouta haf-dozenERCOTISO
employees who maintain IT sydgems,all of whomhave signedagreements
promising to maintainthe confidentialityof ERCOT data, which doesnot
exgicitly includeCMEP data Furthe, thereis nowrittenagreemenin which
theseERCOT ISO employeesagreeto comply with section 15000f the NERC
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Rulesof Procelure, Protectionof Confidental Information. Also, TexasRE needs
to improveits contrds overacces to confidertial information to preventthis
informaion from potentiallybeingcompranisedor disclosedimpropety to
ERCOT 1SOpersonnel.

Pertinent Guidance

As approve by the Commisgon in the Delegaton AgreenentOrders,
section9.3.3 of the Complian@ Monitoring andEnforcementProgram provides
that: “The Conmpliance Enforcament Authority persnnel(including any
cortractors,consultantsaandindustryvolunteers)andcommitteemenbers,ard
paticipantsin Comgiance Programactivitiesshal beinformedof, andagres to
comply with, Sedion 15000f the NERC Rulesof Procedureoncering
Confidential Information” Section15000f the NERC Rulesof Procedure
providestherulesfor, amongotheritems,the TexasRE’s treatmenbf confidertial
informaion.

Background

Pursuanto anMOU betweerERCOTISO and TexasRE,ERCOTISO
ownsandserviceghecomputersaandseversTexa RE usesandprovidesthe
corporae andintemetconnectivil/, secue remde accessandemal, file storage,
andbackupseavices. Texas RE staff verbally informedaudit stafftha ERCOT
ISO employeesareprohibitedfrom accessind exasRE fil esandserviceswithout
anexplicit requesby TexasRE.

TexasRE’s computersaandseversareinaccessle to anyERCOT ISO
employeeexceptfor abou a hdf-dozenl T employeesvho maintan IT systems,
all of whomhave signed agreenentspromising to maintainthe confidentality of
ERCOT data Specifically,the ERCOT ISO empbyeessignan EmployeeEthics
Agreament,which requiresmaintainingthe confidentidity of ERCOT
informaion; only TexasRE employeesignthe TexasRegonal Entity Employee
Ethics Agreenent,which contans specificreferenceo the needto maintain the
corfidentiality of TexasRE’'s CMEP data. In theamendedMOU datedFebriary
16,2009,thereis a statementhat“ERCOT emgdoyeesandcontractos who
provide anyservices to TexasRE underthis MOU or who haveaccesto Texas
RE corfidentid informationmustalsoagreeto maintain confidentality of all
TexasRE confidentialinformation.” (MOU at section I, B,6.) However,to date
thereis no written agreementsignedby ERCOT 1SO employeesin whichthe
ERCOT ISOIT employeesageeto complywith secton 15000f the NERCRules
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of Procedue on protectionof confidentid information. On August 18, 2009,
ERCOT amendel its Codeof ConductandEthics Corpaate Standard,to include
NERC ssection1500languagebut TexasRE hasnot yet recaved confirmaion that
all ERCOT ISO emgdoyeesproviding servicesunderthe MOU haveconplied
with this standad.

TexasRE's offices, locatedin a sepaatebuilding from the ERCOTISO
sinceFebruary27,2009,areredrictedby physical securty. Non TexasRE
employees,ncluding ERCOT ISO employeegroviding IT andothe savicesto
the TexasRE, arerequiredto registerandhaveaaessapproved.Noneheles,
corfidential informationmaybe acessedy theseempbyees To dak, there have
been norecordel incidentsthatthis hasoccurred. Audit staff's examinaion of
emailbetween TexasRE andERCOTemployeesindicatedno conmunicatons
thatcompromiseaonfidential Texas RE information.

TexasRE hasindicatedthatit plansto move all itsIT services,including
emailsewers, ontothird-partyvendorequipnentwith nolinksto ERCOT ISO. A
third-party vendoralreadyhoststhe confidential portal TexasRE usesto allow the
regiseredentitiesto conveyconfidential documentgo TexasRE, andfor NERC
andTexasRE to passconfidentialinformation in a securefashion.

TexasRE’s vendoralsohostsTexasRE's primaty public Website
(www.texasre.org).TexasRE’s previousprimary Web site wasembeddedwithin
the ERCOTISO Website (www.ercot.confimktruledcompliance/TRE)leading
usersto view thetwo entitiesasintegrated. However during the audt period,
bothWebsiteswere active,which may resultin confuson andthe potental for
errorsif thecontentof each siteis notupdated On August3, 2009, Texa RE
notified auditstaff of theactivationof thenewWebsite andits intenton to
termnate the ERCOT ISO-hostedWeb site. Therapid implemenéaton of this
policy is anticipatedo eliminatethe concens of dualWebsites. Howeve, the
initial reviewof thenew Texas RE Website indicated errarsin its postings. The
audt teamaskedemployeestthe Texa RE aboutits efforts to ensue the
accuray andcontinuityof theinformationposted. Theauditteamreviewedthe
TexasRE proceadure for movingcritical information to its new Web hostandis
satisfedwith thenewprogram.
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Recommendations

We recommendhat Texas RE:

8.

10.

11

Obtan executedconfidentiality agreemerst(or awritten
corfirmation from ERCOT ISO’s geneal counsekhatsuch
agreenentshavebeenaccepted)overng Section 15000f the NERC
Rulesof Proedureconcerningconfidential informaton with all
ERCOTISO employeswho aregranted accesso TexasRE's T
until suchtime asTexasRE eliminatedits relianceon ERCOT ISO
for IT sewices;

Ensuretha anythird-partyvendoragreesto comply with secton
1500 of the NERC Rulesof Proedureaboutconfidental
information;

Instrud the ERCOTISOIT departnentto deactvatethe TexasRE
Website hostedoy ERCOTandredirectall inquiresto this site to
thenewindep@&dentlyhoged Web site; and

Updae auditstaff on the status of its efforts to eliminat its reliance
on ERCOT ISO for IT services
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