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Ground Rules
• All lines are muted

• Will not be using the “raise hand”

• Call-in info is in the Chat

• Technical difficulties – please state in the Chat

Discussion Points

Slide 2



Ground Rules
• Questions

– Type in at anytime

– Reference slide number 

– Answer at presentation end

– Read from the Q&A (to All Panelists)

Discussion Points
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Ground Rules
• Magnifying glass to zoom

Discussion Points
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• Introduction 
• New Optional Annual Security Compliance Certification 

(ASCC)
• Security Documentation Table (ATCH 1 of ASCC)
• Cyber Asset Designation Worksheet (ATCH 2 of ASCC)
• FERC Security Checklist (v5a) (ATCH 3 of ASCC)
• Security Contacts/Correspondence (ATCH 4 of ASCC)

Discussion Points
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• Remote Cyber Reviews
• Managing Correspondence
• Takeaways
• Questions

Discussion Points
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• April Webinar introduced the new Branch

• Engineers no longer manage security

• 4 Cyber & 5 Physical Security members

• Nationwide function out of HQ

• Situated in DC, PRO, CRO, ARO

Introduction
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• CY2020
– Remote Cyber Reviews

– In-person & remote physical security reviews

• CY2021
– Start of inspection season is uncertain

– Annual Certs info will inform CY2021

– Remote Cyber Reviews

– Critical inspections

– Continue incident response if necessary

Introduction
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• Need for this Webinar
– Unable to collect field data

– Ensure receipt of certifications

– Ensure Consistent Compliance data

Introduction

Slide 9



• Old Template Findings
– Inconsistent data was throughout the old

template/submittals due to limited guidance:

1. Confusion on what number to use in the ASCC 
for the security site (project-development 
number)

2. Not citing all compliance dates for security 
documentation

3. Security contact issues

Annual Security Compliance Certification
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• Created New Optional Template for 2020 to address the 
inconsistencies and for more efficient data collection. 

• Revisions include:
– 1. Consolidated the ASCC into two pages for all licensees 

with minimal edits to certify compliance

– 2. Turn fillable data (i.e. compliance dates and security 
contacts) into attachments

– 3. Requesting the cyber asset designation worksheet and 
FERC Physical Security Checklist as attachments rather 
than collecting in the field

– 4. Better directions and examples of new format 

Annual Security Compliance Certification
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Annual Security Compliance Certification
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Annual Security Compliance Certification
• Example 1: Licensee with four 

Developments (i.e. 5 or under 
Development guideline applies in the 
subject line)
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Annual Security Compliance Certification
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Annual Security Compliance Certification
• Example 2: Licensee with eight 

Developments (i.e. 6 or more 
Development guideline applies in the 
subject line)
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Annual Security Compliance Certification
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• And again if you can’t meet compliance 
do not submit an ASCC:

– Send letter identifying specific deficiency 
(you can copy paste the bullet(s) you are 
not compliant with from the ASCC) and 
propose a plan and schedule to remedy the 
deficiency.  

Annual Security Compliance Certification
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ATCH 1 – Security Documentation Table
• New Table for 2020

• Reason for the table:
– Consolidates all of the physical security 

requirements for our program in a concise 
and uniform manner.

• Please keep in mind the formatting for 
Project-Development number column and 
dates

Slide 18



ATCH 1 – Security Documentation Table
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ATCH 1 – Security Documentation Table
• A quick point of clarification

• Project-Development: #####-## 
– The first five digits are the Project number and the 

last two digits are the Development number.  

– Example 1: 09999-01 Orange Lake Development

09999-02 Boulder Falls Development

– A Project number can encompass multiple reservoirs, 
while the Development number(s) usually delineates 
the individual reservoir(s) (i.e. security site…you can 
not combine documentation for multiple 
developments) Slide 20



ATCH 1 – Security Documentation Table
• Reasons why you can not consolidate your 

Security documentation/forms for multiple 
Developments:

1. Our security program analyzes Developments 
separately, which means they could have different 
security requirements (i.e. security group 
classification) to fulfill (see Attachment 1; Example 
1).

2. Each Development has unique characteristics that 
must be detailed and kept separate on the forms. 
(physical layout, detection, assessment, response 
time, etc.) 
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ATCH 1 – Security Documentation Table
• Attachment 1; Example 1: Licensee with 

four Developments
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ATCH 1 – Security Documentation Table
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ATCH 1 – Security Documentation Table
• Attachment 1; Example 2: Licensee with 

eight Developments
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ATCH 1 – Security Documentation Table
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• Now ATCH 2 on New Optional ASCC Letter 

• History
• Reasons for collection

– Inconsistent data

– Could otherwise take awhile

• Benefit
– Understand risk

– Quantify NERC-CIP overlap

– Focus cyber expertise

ATCH 2- Cyber Asset Designation Worksheet
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• What it is:
– Physical features operated over networks. 

– Examples: Spillway gates, low level outlets, 
wicket gates, etc. 

• What it is not:
– Individual IT assets

– Examples: Field communications equipment, 
networking infrastructure, workstations, servers, 
etc. 

ATCH 2- Cyber Asset Designation Worksheet
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ATCH 2- Cyber Asset Designation Worksheet

28
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ATCH 2- Cyber Asset Designation Worksheet
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ATCH 2- Cyber Asset Designation Worksheet
• Fillable fields include:

– Project/Development Name

– Project – Development  No.

– FERC Security Group

– Inspection Date - FERC-D2SI Security Inspection: Last security 
inspection conducted by a Security Branch Specialist.

– Physical Features: e.g. spillway gates,  units, low-level outlets. 

– Cyber Asset Designation: critical, operational, non-critical

– NERC Regulated: High, Medium, Low Impact or No

– Most recent NERC Audit date

– Status to implement baseline and/or enhanced measures

– Notes: Justify the reasoning for cyber asset designation, provide 
any context to support the fields in the worksheet. Slide 30



ATCH 2- Cyber Asset Designation Worksheet
2016 Format

2020 New Format
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ATCH 2- Cyber Asset Designation Worksheet
Attachment 1; Example 2: Licensee with seven Developments
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ATCH 2- Cyber Asset Designation Worksheet
Attachment 1; Example 2: Licensee with seven Developments (continued)
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ATCH 3 – FERC Physical Security Checklist
• ATCH 3 on the new optional ASCC utilizes revision V5a, However 

if you use the old ASCC template you may use V5

• Minor change from V5 to V5a, Header - Development 
No./Development Name.

• Complete one for each SG1 and SG2 Development

• Provide as much detail as possible in comments.  We have provided 
guidance on V5a.

• Provide Threat Assessment Info (Q14)

• Provide when SP was last exercised and level (Q16b) (SG1)

• Ensure all actions and plans are fully integrated (Q19)

– D-D-A-D-R
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ATCH 3 – FERC Physical Security Checklist
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ATCH 3 – FERC Physical Security Checklist

• Attachment 3; Example 1: Filled out V5a 
form for an SG1 Development.
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ATCH 3 – FERC Physical Security Checklist
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ATCH 3 – FERC Physical Security Checklist
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ATCH 3 – FERC Physical Security Checklist

• Attachment 3; Example 2: Filled out V5a 
form for an SG2 Development.
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ATCH 3 – FERC Physical Security Checklist
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ATCH 3 – FERC Physical Security Checklist
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ATCH 4 – Security Correspondence
• ATCH 4 on New optional ASCC Letter 

• Reason for the new Attachment:
– Clarifies security contact data and provides 

definitions of the three roles.
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ATCH 4 – Security Correspondence

Slide 43



ATCH 4 – Security Correspondence
• Attachment 4; Example 1: Licensee with 

eight Developments with contacts the 
same for all of them. 
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ATCH 4 – Security Correspondence

Slide 45



ATCH 4 – Security Correspondence
• Attachment 4; Example 2: Licensee with 

eight Developments with two different 
contact lists. 
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ATCH 4 – Security Correspondence
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• Conducted several this year

• Received security sensitive information by:
– Licensee/exemptee FTP site (remove info after 

pulling it off)

– FERC Sharepoint site (limited access)

– Encrypted email

– Password protection

Remote Cyber Reviews
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• How we protect your information
– Network access limited to the Branch

– FTP information removed after receipt

– Supporting information deleted

– Handling consistent with CUI Guidelines 

– Insider Threat training 

– SOPs to ensure consistency

Remote Cyber Reviews
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• No more hardcopies to the Regional Office for now

• Email to D2SISecurityBranch@ferc.gov with a cc 
to the Regional Engineer

• Encrypted email or password protected attachments

Managing Correspondence
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• Follow-up information requested by Branch 
email will have a Security Branch contact 

• Email will be encrypted or password 
protected

• Email will include a cc to the RE

Managing Correspondence

Slide 51



• Old & New Optional Template emailed this week

• Cyber Asset Designation Worksheet and Physical 
Security Checklist included with Annual Compliance 

• Using D2SISecurityBranch@ferc.gov

• Remote cyber reviews have been effective

• Annual Compliance due Dec. 31st

• Email the Branch for assistance  - we will all save time!

Takeaways

Slide 52



• Use the Q&A Chat only – to All Panelists

• Try and reference the slide number

• If your question is missed, please email us

Questions
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