FERC Security Program for
Hydropower Projects

D2SI Security Branch




Discussion Points

Ground Rules

e All lines are muted

*  Will not be using the “raise hand”

e (all-1n info 1s in the Chat

e Technical difficulties — please state in the Chat
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Ground Rules

* Questions

— Type 1n at anytime
— Reference slide number

— Answer at presentation end

— Read from the O&A (to All Panelists)




Discussion Points

Ground Rules

e Magnifying glass to zoom

Cisco Webex Meetings

View Audio Participant Meeting Help

Viewing Allen Frenette (inter..

Discussion Points

Ground Rules

* All lines are muted

» Will not be using the “raise hand”

» (Call-in info is in the Chat

» Technical difficulties — please state in the Chat
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Discussion Points

 Introduction

* New Optional Annual Security Compliance Certification
(ASCCO)

* Security Documentation Table (ATCH 1 of ASCC)
» (Cyber Asset Designation Worksheet (ATCH 2 of ASCC)
 FERC Security Checklist (v5a) (ATCH 3 of ASCC)
» Security Contacts/Correspondence (ATCH 4 of ASCC)




Discussion Points

* Remote Cyber Reviews
* Managing Correspondence
« Takeaways

* (Questions




Introduction

* April Webinar introduced the new Branch
* Engineers no longer manage security

* 4 Cyber & 5 Physical Security members

» Nationwide function out of HQ

» Situated in DC, PRO, CRO, ARO




Introduction

« CY2020

— Remote Cyber Reviews

— In-person & remote physical security reviews

« CY2021
— Start of inspection season 1s uncertain
— Annual Certs info will inform CY2021
— Remote Cyber Reviews
—  Critical inspections

— Continue incident response 1f necessary




Introduction

* Need for this Webinar
— Unable to collect field data
— Ensure receipt of certifications

— Ensure Consistent Compliance data




Annual Security Compliance Certifica

* Old Template Findings

— Inconsistent data was throughout the old
template/submittals due to limited guidance:

1. Confusion on what number to use in the ASCC
for the security site (project-development
number)

2. Not citing all compliance dates for security
documentation

3. Security contact issues



Annual Security Compliance Certifica

* (Created New Optional Template for 2020 to address the
inconsistencies and for more efficient data collection.

e Revisions include:

— 1. Consolidated the ASCC 1into two pages for all licensees
with minimal edits to certify compliance

— 2. Turn fillable data (1.e. compliance dates and security
contacts) into attachments

— 3. Requesting the cyber asset designation worksheet and
FERC Physical Security Checklist as attachments rather
than collecting 1n the field

— 4. Better directions and examples of new format



Company Name
Company Address

***anything bolded must be addressed by the licensee, anything bolded and italicized is for

guidance and should be removed from your finalized submittal ***
December DD, 20YY

Mr./Ms. (Regional Engineer)
FERC D2SI Regional Office
Address
Re:  20YY (Current year) FER.C D25I Security Compliance Certification for: Development(s)
(mame/numbers; ag. Development Name 1, P-00999-01; Development Name 2, P-00999-02;
etc.; The Developmentys) listed here skﬁu[d match Attachment 1{details in footnotes). If you

have 5 Developments or less, then list them; if you have six or more Developments list the first
Development numerically and use et al.; Do not put the Security Group classification in the
Subject line).

Mr./Ms. (Regional Engineer):
Please read the information below carefully. Do not adjust or edit anything below (until the
signature section). The language is standardized for any/multiple Security Group 1, Security
Group 2, and interconnected (cyber) Security Group 3 Development(s) to certify compliance. If
your program does not conform to the information below, them your program is Hot in
compliance with the FERC security program. If that is the case, then submit the specific
deficiencies and a plan and schedule to address them in liew of the Annual Security Compliance

Certification.
We are certifying compliance to the FERC Security Program for Hydropower Projects Revizion

34 for the referenced Development(s) above and further detailed in Attachment 1- Security

Documentation Table.
Each of our Security Group (8G) 1 and/or 2 Development(s) have their own site specific: Security
Plan with an Internal Emergency Response (SG1 and 8G2 requirement) and Fapid Recovery Plan
(3G1 requirement only), Vulnerability Assessment (SG1 requirement only), Security Assessment
(8G1 and SG2 requirement). In addition, we further detail that:

¢ The Security Plan(s) (SP) for above referenced Development(s) have been reviewed for
the current vear and are compliant with the annual update requirement as verified in

Attachment 1- Security Documentation Table.
The Internal Emergency Response Plan(z) (SG1 and 5G2 requirement) and/or Rapid
Recovery plan(z) (5G1 requirement only) for above referenced Development(s) have been
reviewed for the current year and are compliant with the annual update requirement as

verified in Aftachment 1- Security Documentation Table.

Page 1 of 2

Security Correspondence for our Development(s) can be found in Attachment 4-Security
Correspondence (see directions in Attachement-4 below). If you have any questions related to

this certification, please feel free to contact me.

The applicable Security Plan(s) for above referenced Development(s) have fulfilled the
exercise requirements and schedule (SG1 requirement only; every 5 years at 2 minimum
of a drill level) as verified in Attachment 1- Security Documentation Table.

The Vulnerability Assessment(s) (VA) (5G] requirement only) for above referenced
Development(s) have been reviewed and updated for the current year; and are compliant
with the 5-year re-evaluation/re-print (or when site conditions change) as verified in

Attachment 1- Security Documentation Table.

The Security Assessment(s) (SA) (SG1 as part of the VA and SG2 Development(s) for
above referenced Development(s) have been reviewed and updated for the current year ;
and are compliant with the 10-year re-evaluation /re-print (or when site conditions change)

as verified in Attachment 1- Security Documentation Table.

Cvber Security for the applicable above referenced Development(s) and those
interconnected were reviewed and the cyber security checklist(s) are current. (S§G3
Developments that are interconnected with other crifical or operational cyber

Developments must have a site-specific checklist)

Cyber Security for the applicable above referenced Development(s) and those
interconnected were reviewed/evaluated as detailed in Aftachment 2-Cyber Asset
Designation Sheet. (SG3 Developments that are interconnected with other critical or
operational cyber Developments must be listed on Attachment 1 and detailed in

Attachment 2)

Implementation status of Baseline and/or Enhanced Cybersecurity Measures are detailed

1n Afttachment 2-Cyber Asset Designation Worksheet.

We have provided the FERC Secunty Checklist(s) (version 3/5a; SG1 and SG2
requirement) for all applicable Development(s) in Attachment 3 (you must provide a site-
specific checklist for all §G1 and §G2 Developments; e.g. one for each Development.
You may optionally provide site-specific checklists for §G3 Developments.

Sincerely,
Signature
Name
Title
Address
Phone (Office/Cell)

Email

Page 2 of 2




8P 1) Annual Security Compliance Certifica

 Example 1: Licensee with four
Developments (1.€. 5 or under
Development guideline applies in the
subject line)




with the 3-year re-evaluation/re-print (or when site conditions change) as verified in

Attachment 1- Security Documentation Table.

The Security Assessment(s) (SA) (SG1 as part of the VA and SG2 Development(s) for
above referenced Development(s) have been reviewed and updated for the current vear ;
and are compliant with the 10-year re-evalvuation/re-print (or when site conditions change)

as verified in Attachment 1- Security Documentation Table.

I\[:EPanuers
3533 Turbine 5t
Atlanta, G4 90000
090-905-0000

Cyber Security for the applicable above referenced Development(s) and those
interconnected were reviewed and the cyber security checldist(s) are current.

December 31, 2020

Cyber Becurity for the applicable above referenced Development(s) and those

FERC-OEP Division of Dam Safety and Inspections
interconnected were reviewed/evaluated as detailed in Attachment 2-Cyber Asszet

Attn: Mr. Wayne King, P.E.
Regional Engineer

Atlanta Regional Office

Gwinnett Commerce Center

3700 Crestwood Plowy N'W, Suite 930
Duluth, GA 30096
Re: 2020 FERC D2SI Security Compliance Certification for: Orange Lake, P-09999.01;
Boulder Falls, P-09999-02; Victoria Valley, P-09999-07; and Kale Pazs, P-00000.08

Designation Sheet.
Implementation status of Baseline and/or Enhanced Cybersecurity Measures are detailed
in Attachment 2-Cyber Aszzet Designation Worksheet.

; 8G1 and 3G2

5/

We have provided the FERC Security Checklist(s) (version
requirement) for all applicable Development(s) in Attachment 3.

Security Correzpondence for ouwr Development(s) can be found in Attachment 4-Security
Correspondence. If you have any questions related to this certification, please feel free to contact

Mr. King:
We are certifying compliance to the FERC Security Program for Hydropower Projects Revision
3A for the referenced Development(s) above and further detailed in Attachment 1- Security

mne.

Sincerely,

Docuentation Table.
Each of our Security Group (SG) 1 and/or 2 Development(s) have their own site specific: Security
Plan with an Internal Emersency Response (SG1 and SG2 requirement) and Bapid Recovery Plan
(3G1 requirement only), Vulnerability Assessment (3G requirement only), Security Assessment
(8G1 and SG2 requirement). In addition, we further detai] that:

Signature
Anthony DeLuca
Director of Hydro Operations
New Dominion Energy Pariners
3355 Turbine St
Atlanta, GA 99999
999-999-9999
DeLucaA@NDEF.com

o The Security Plan(z) (SP) for above referenced Development(s) have been reviewed for
the current vear and are compliant with the annual update reguirement as verified in

Attachment 1- Security Documentation Table.

The Internal Emergency Response Plan(s) (SG1 and SG2 requirement) and'or Rapid
Recovery plan(s) (5G1 requirement only) for above referenced Development(s) have been
reviewed for the current year and are compliant with the annual update requirement as

verified in Attachment 1- Security Documentation Table.

The applicable Security Plan(z) for above referenced Development(s) have fulfilled the
exercise requirements and schedule (SG1 requirement only; every 3 vears; at a minimum
of a drill level) as verified in Attachment 1- Secunty Documentation Table.

The Vulnerability Assessment(s) (VA) (SG1 requirement only) for above referenced
Development(z) have been reviewed and updated for the current vear; and are compliant

Page 1 of 2
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8P 1) Annual Security Compliance Certifica

 Example 2: Licensee with eight
Developments (1.€. 6 or more
Development guideline applies in the
subject line)







AP )) Annual Security Compliance Certifica

* And again if you can’t meet compliance
do not submit an ASCC:

— Send letter identifying specific deficiency

(you can copy paste the bullet(s) you are
not compliant with from the ASCC) and

propose a plan and schedule to remedy the
deficiency.




NP ) ATCH 1 — Security Documentation Ta

e New Table for 2020

 Reason for the table:

— Consolidates all of the physical security
requirements for our program in a concise
and uniform manner.

* Please keep 1n mind the formatting for
Project-Development number column and
dates




Attachment 1 Security Documentation Table

Project/Development

Name!

Security Plan
Anmnual
Review-

Update?

Internal
Emergency
Response Plan
Annual
Review-
Update?

Rapid
Recovery
Plan Annual
Review-
U|:1|:Iaite:|"3

Security Plan
S Year

. 2
Exercisel>

Vulnerability
Assessment
Annual
Review-
Updai:eg"3

Vulnerability
Assessment
5 Year
Re-eval-
Re—prinlz’:'

Security
Aszessment
Annual
Review-
Update?

Standalone
Security
Assessment
10-Year
Re-eval-

Re-prin'lz’:1

MM DD YYYY

MMDDYYYY

MMDDYYYY

MLDDAYYY

MMDDYYY

MLDDAYYY

MMDDYYYY

MM DDYYYY

MDD YTY

MM DDYYYY

MAWDDYYTY

MMDDFYYY

MDDV YT

MMDDY YT Y

MM DDYYYY

MAWDDYYTY

MDD Y YYY

MBI DDNYYYY

MMDDYYTY

MMDDVYYYY

MDY YYY

MMDDYYYY

MMDDYYYY

MMDDYYYY

MDD Y YT Y

MMDDYYYY

MDDV YTY

MMDDVYYYY

MMDDVYYYY

MMDDVYYYY

MMDDYYYY

MDD Y YYY

MDD YYY

MMDDVYYYY

MDD YTY

MALDDYYYY

MMDDVYYYY

ML DDYYYY

MMDDYYYY

MDD Y YYY

**% 4dd or Delete as many rows as necessary***

1 For the majerity of licensess usually only 3G1 and 3G2 developments are required to be listed; however, 8G3 developments that are remotely interconnacted with other 8G1 or 3G2 developments that have a cyber
designation of critical or operational must be listed in this field with no asterisk. You are not required to list any SG3 developments that are not interconnected with a critical or operational cyber asset; however, if you want
to optionally list your non-interconnected 3G3 developments then you may do so by using an asterisk.

2 Indicates optional documentation fields for $G3 developments regardless of cyber interconnectivity. If you have voluntarily completed the optional documentation, then input the date with an asterisk (MDD YYYY*);
otherwise input “NA”.

3 Indicates optional documentation fizlds for SG2 developments. If you have vohmtarily completed the optional docimentation, then input the date with an asterisk (MMDD/YY Y Y*); otherwiss mput “NA™.

4 The Standalone Security Assessment 10-year Beevaluation/reprint 13 required for SG2 developments. 3G security assessments are updated every 3-years as part of the VA, If you are a SG1 development. yvou can either
enter the same date that is in your VA 5-year Re-eval-Be-print columm or input “INA”.

Attachment 1 Page 1 of 1




ATCH 1 — Security Documentation Ta

* A quick point of clarification

* Project-Development: ###H#H#-##

— The first five digits are the Project number and the
last two digits are the Development number.

— Example 1: 09999-01 Orange Lake Development
09999-02 Boulder Falls Development

— A Project number can encompass multiple reservoirs,
while the Development number(s) usually delineates
the individual reservoir(s) (i.e. security site...you can
not combine documentation for multiple
developments)




ATCH 1 — Security Documentation Ta

« Reasons why you can not consolidate your
Security documentation/forms for multiple
Developments:

1. Our security program analyzes Developments
separately, which means they could have different
security requirements (1.€. security group
classification) to fulfill (see Attachment 1; Example

.

2. Each Development has unique characteristics that
must be detailed and kept separate on the forms.
(physical layout, detection, assessment, response
time, etc.)




(SN#F 7 ATCH 1 — Security Documentation Ta

e Attachment 1; Example 1: Licensee with
four Developments




Attachment 1 Security Documentation Table

Standalone

Project/Development

Name!

Security Plan
Annual
Review-
Update?

Internal
Emergency
Response Plan
Annual
Review-
Update?

Rapid
Recovery
Plan Annual
Review-
Uln:latel’3

Security Plan
5Year

. 2
Exercise’

Vulnerability
Aszeszment
Annual
Review-
Ul:u:latej"3

Vulnerability
Aszeszment
& Year
Re-eval-
Re—prin'l2=:|

NA

Security
Asszessment
Annual
Review-
Update?

09/15/2020

Security
Assessment
10-Year
Re-eval-

Re—]n’i]llz"1

05/08/2012

09999-01

11/30:2020

11/30:2020

NA

06/01/2018*

NA

10:17/2020

NA

Orange Lake

11/15/2020

111102020

11/10/2020

07/29/2019

10116/2020

05/1872016

NA

NA

Boulder Falls

09999-02
0999907

11/30/2020%*

NA

NA

06/25/2016%

NA

NA

NA

NA

Victoria Valley
Kale Pass*

09999.08*

11/30/2020*

NA

NA

06/23/2016%

NA

NA

1 For the majerity of licensees usually only SG1 and 5G2 developments are required to be listed; however, 3G3 developments that are remotely interconnected with other 3G1 or SG2 developments that have a cyber
designation of critical or operational must be listed in this fizld with no asterisk. You are not required to list any SG3 developments that are not interconnectad with a critical or operational cyber asset; However, if vou want

to optionally list your non-interconnacted SG3 developments then vou may do o by using an asterisk.
2 Indicates optional documentation fields for 8G3 developments regardless of cyber interconnectivity. If you have voluntarily completed the optional documentation, then mput the date with an asterisk (MMDDYTYT*);

otherwise input “NA".

3 Indicates optional documentation fields for G2 developments. If vou have voluntarily completed the optional documentation, then input the date with an asterisk (MMDDVYYYY*); otherwize input “NA™
4 The Standalone Security Assessment 10-yvear Reevaluation/reprint is required for $G2 developments. SG1 security assessments are updated every J-vears a3 part of the VA, If youare a SG1 development, vou can either

enter the same date that 1= in your VA 3-vear Re-eval-Fe-print column or imput “INA™

Attachment 1

Page 1 of 1




(SN#F 7 ATCH 1 — Security Documentation Ta

e Attachment 1; Example 2: Licensee with
eight Developments




ecurity Documentation Tabjie

Attachment 1 Security Documentation Table

Project/Development

Name!

Security Plan
Annual
Review-
Update?

Internal
Emergency
Response Plan
Annual
Review-

Update?

Rapid
Recovery
Plan Annual
Review-

Updﬂtel’s

Security Plan
5 Year

.7
Exercise?~

Vulnerability
Aszessment
Annual
Review-
Updaﬂ:e;"’3

Vulnerahility
Asszeszment
£ Year
Re-eval-

Re—prinlz’3

Security
Aszessment
Annual
Review-
Update?

Standalone
Security
Assessment
10-Year
Re-eval-

Re—]n’imz’;1

Orange Laks

09999-01

11/30/2020

11/30/2020

NA

06/01,/2018*

NA

NA

08/15/2020

03/08/2012

Boulder Falls

09999-02

11/15/2020

11/10/2020

11/10/2020

07/28/2019

10/16/2020

05/182016

1011772020

NA

Clear Springs

0999903

11/13/2020

11/10/2020

11/10:2020

082012016

10/16/2020

05/18/2016

10/17/2020

NA

Jones Dike

09999-04

11/15/2020

11/10/2020

111072020

077282019

10/16/2020

05/18/2016

11/01/2020

NA

Tacoma Narrows

0999903

11/30/2020

11/30/2020

NA

NA

NA

NA

08/1%/2020

05/08/2012

Blue Eluffs

09995-06

[F5] ST Y I B P )

11/30/2020

11/30/2020

11/30/2020%

06/252017*

NA

NA

08/11/2020

03/08/2012

Victoria Valley

0999907

11/30/2020*

MNA

NA

06/25/2016*

NA

NA

NA

NA

Eale Pass*

(09999-08*

L2
#*

11/30/2020%

NA

NA

06/25/2016*

NA

NA

NA

NA

1 For the majonty of licenseas usually only 5G1 and SG2 developments are required to be listed; however, 3G3 developments that are remotely inferconnected with other 3G1 or G2 developments that have a cyber

designation of cnfical or operational must be listed in this field with no asterisk. You are not required to list any SG3 developments that are not intercomnmected with a critical or operational cyber asset; However, if vou want

to eptionally list your non-interconnected 5G3 developments then you may do se by using an asterisk.
2 Indicates optional documentation fields for SG3 developments regardless of cyber interconnectivity. If vou have voluntarily complated the optional documentation, then input the date with an asterisk (MDD YT Y Y*);

otherwize input “NA".

3 Indicates optional documentation fields for SG2 developments. If you have volmtarily completed the optional documentation, then input the date with an asterisk (MMDDY Y YY), otherwize input “NA”.
4 The Standalone Security Assessment 10-year Reevaluation reprint is required for 3G2 developments. SG1 security assessments are updated every 3-years as part of the VA. If you are a 3G1 development, you can either

enter the same date that is in your VA 3-vear Re-eval-Re-print column or imput “NA™.

Attachment 1

Page 1 of 1




ATCH 2- Cyber Asset Designation Works
 Now ATCH 2 on New Optional ASCC Letter

e History

Reasons for collection

Inconsistent data

Could otherwise take awhile

Benefit

Understand risk
Quantify NERC-CIP overlap

Focus cyber expertise




ATCH 2- Cyber Asset Designation Works

 What 1t is:
— Physical features operated over networks.

— Examples: Spillway gates, low level outlets,
wicket gates, etc.

e What it 1s not:
— Individual IT assets

— Examples: Field communications equipment,
networking infrastructure, workstations, servers,
etc.




FERC Hydro Cyber/SCADA Security Checklist — Form 3

Field Observations: (Provide detailed supple mental
information to the right)

Comments

{Provide additional details — especially any “No™ answers — here and
separaie sheets, if necessary. Indicate NA if not appropriate to site.)

FACILITY Cyber/SCADA CONCERNS

1. Does the facility/project utilize automated or remote
{off-site) control of data acquisition, such as critical
instrumentation or operation data?

2. Does the facility/project utilize antomated or remote
conirol of power generation data or power generaiion
controls?

3. Does the facility/project utilize automated or remote
control of water management data or direct control of
water retention features?

4_Is there an interconnection of computer Systems
from/to this facility/project to other damis)?

If you answer “Yes" to any of questions 1,2, 3, or 4, determine if this
dam is subject to Section 9.0 of the Security Guidelines (9.1.1.2). If “ves”,
continue with questions 5 through 33, If “no”, the analysis can siop here.




VOO

N
N2, 3
Q $
X BEGULA S

Group 1* and
Group 2* dam

Asset
{e.g. gate, low level
outlet, powerhouse,
etc.)

Operated
remotely or
with
automated
operations
{e.g. SCADA)

“Non-Critical”
cyber asset

ATCH 2- Cyber Asset Designation Workshee

Cyber Asset Designation & Requirement Flowchart

Consequence Description
The potential Population at Risk [PAR) within 3 miles of the dam
The potential PAR within 60 miles of the dam
The totzl PAR due to the reservoir relesse scenario
Total economic losses [replacement/revenue and D/S/ damages)
Disruption of essential services [power, navigation, water, etc.)
Caveats
Total Interconnected Capacity < 100 MW
Total Interconnected Capacity =100 MW
Total Interconnected Capacity = 1,500 MW
Qualifies as Black start

Can compromise
cause dam
failure, release
of water,

“Non-Critical” “Operational”
cyber asset

cyber asset

reassess annually orif
conditions changes

Are
conseguences
above the
orlost thresholds (see
generation? above)?

Threshold Value

> &0 people

> 800 people

= 12,500 people

> 5300 Millicn

= municipal-wide disruption

Cyber Asset Designation
MNon-Critical
Operational
Critical

Cperational

“Critical”
cyber asset

enhanced
measures

baseline
measures

baseline
measures

* Interconnected Group 3 dam assets must adhere to the most critical connected cyber asset designation requirements




ATCH 2- Cyber Asset Designation Works
 Fillable fields include:

— Project

— Project -
— FERC Security Group

— Inspection Date -

— Physical Features: e.g. spillway gates, units, low-level outlets.
— Cyber Asset Designation: critical, operational, non-critical

— NERC Regulated:

— Status to implement

— Notes:




ATCH 2- Cyber Asset Designation Workshee

2016 Format

Project
Number

Project Name

Dam Name

Security
Grp

Inspection
Date

Physical Feature
(e.g. spillway
gate(s),
powerhouse, etc)

Cyber Asset Desighation
(Critical, Operational, Non-

Critical)

MNERC
Regulated

Status to
implement

2020 New Format

Project/Develoment
Name

Project -
Development
No.

FERC
Security
Group

Inspection
Date

Physical Feature 2
(e.g. spillway
gate(s),
powerhouse, low-
level outlets, etc)

Cyber Asset
Designation
(Critical,
Operational,
MNon-Critical)

MNERC Regulated
(High, Medium,

Low, or No) 3

Most Recent
MERC Audit
Date

Status to implement
baseline and/or

4
enhanced measures

Any Dev Name 1

HARBR-HH

MM/DDAYYYY

MM/DD/YYYY

Complete; MM/DDYYYY

Any Dev Name 1

HARBR-HH

MM/DDAYYYY

MM/DD/YYYY

Complete; MM/DDYYYY

Any Dev Name 1

HARBR-HH

MM/DDAYYYY

MM/DD/YYYY

Complete; MM/DDYYYY

Any Dev Name 1

HARBR-HH

MM/DDAYYYY

MM/DD/YYYY

Complete; MM/DDYYYY

Any Dev Name 1

HARBR-HH

MM/DDAYYYY

MM/DD/YYYY

Complete; MM/DDYYYY

1 Most recent FERC-D2SI Security Inspection conducted by the Securty Branch Specialist.

2 Physical features operated over networks.

3 Indicate if the physical feature is operated by a BES Cyber System as categorized under NERC CIP-002-5.1a, and if so what the designated impact rating is. If there are systems of multiple impact ratings that apply. list the highest

impact rating.

4 Indicate complete and input the date (MM/DD/YYYY) that baseline and/or enhanced measures were implemented.

5 Justify the resoning for cyber asset designation as critical, operational or non-critical; For example, explain consecuences from a cyber attack in relation to losing generation, releasing the reservoir, loss of water supply, etc: Discuss
project’s interconnenction. If cyber asset is non-critical, indicate the following: locally opearated, remotely operated or with automated operations and confirm there are no consequences. If cyber asset is non-critical, it needs to be
reassesed annually to account for changes in operating conditions.

6 For assets subject to the NERC Reliability Standards, discuss if there are BES Cyber Systems of different impact ratings (per CIP-002) that facilitate the operation of the listed physical feature, or if control systems in the hydro
project are isolated from those subject to NERC CIP. Also include the status of mitigation plans for CIP audit non-compliances and areas of concern from the most recent audit.




ATCH 2- Cyber Asset Designation Workshee

Attachment 1; Example 2: Licensee with seven Developments

Attachment 2-Cyber Asset Designation sheet

Project/Development Project - Physical Feature * (e.g. Cyber Asset NERC Most Status to implement
Name Development spillwav gate(s), Designation Regulated Recent baseline and/or
No. powerhouse, low-level (Critical, (High, NERC enhanced measures *
outlets, etc.) Operational, Medium, Audit Date
Non-Critical) Low, or
no)?

Complete; 6 of 6 spillway gates remotely operated;
100152020 PAR (-3 =350
5 of 10 units remotely operated; Total
Generation=1500MW; Tailrace fishing
activities immediately downstream of the
powerhouse. BES Cyber System designated
Medium mpact under CIP-002-5 1a criteria
- applving relevant secunty controls from
CIP to this networked asset.
Orange Lake 0999901 11/3012020 | powerh Non-critical Complete: 5 :

= - 2 302020 | powerhouse on-critical I 1071572020 5 of 10 umnits locally operated.
Complete; PAR 0-3=250; 5 of § spillway gates are
1173002019 remotely operated.

Orange Lake 09955-01 ] 113002020 | spillway gates Operational No

Complete;

Orange Lake 095998-01 ] 11/30/2020 | powerhouse Operational 09/30/2020 10/152020

Boulder Falls 0999502 11302020 | spillway gates Critical

Boulder Falls 09999-02 11/30/2020 | spillway gates Non-Critical ! ﬁ"ﬁplf]tfg 3 of § spillway gates locally operated.

5 of & units remotely operated; Upstream
water supply (dizTuption of essential
services) and 3 hydroelectric projects. BES
Cyber System demgnated Mednm impact
under CIP-002-5_1a criteria - applying
relevant security controls from CIP to this
networked asset.

Disruption of essential services; 4 of 4
spillway gates are remotely operated; PAR
(0-3=60. Connected to the powerhouse, so
CIP Low Impact dezignation applies
(inherited from powerhouse).

6 of 6 uits remotely operated; Powerhouse
1= NER.C CIP Low Impsact due to black start
capability. Generation capacity <1500 MW,
but dismuption to essential services =
mumicipal-wide.

Complete;

Boulder Falls (999902 11/30/2020 | powerhouse 09/30/2020 11302019

Complete;

Clear Springs 0999903 124172020 | spillway gates 09/30/2020 01302020

Complete;

Clear Springs 0999903 124172020 | powerhouse 09/30/2020 01302020




ATCH 2- Cyber Asset Designation Workshee

Attachment 1; Example 2: Licensee with seven Developments (continued)

Remote control capability to contral

Jones Dike 09999-04 2722020 | powerhouse ritic 09/30/2020 Nyt ?ﬁ;liﬁdiﬂc Jrotected 2z 2 CIF Medim

Falls Powerhouse.

6 of 6 wts remotely operated; Total output

G%D%p'l?:]t’?&n = 1:'0_ MW ra.l]lva.rd is _ci_"sru]:ted for a
S meaninsful period of time.

Complete; 3 of 3 units remotely operated; Total

12/30:2019 Generation =100 MW

Complete; 5 of 5 spillway gates; locally/mannally

12730:2019 operated

Low-level outlet iz non-critical assets by

itzelf Intercomnected with Boulder Falls;

Complete; adhere to the most critical connected cvber

1130:2019 assets requirements. Protected az a CIP

Mediurn Impact due to interconnection to

Boulder Fallz Powerhouse.

Tacoma MNarrows 0999805 , 1232020 powerhonse Operatiomal

Blue Bluff: 0999008 1 1242020 powerhouse Operational

Blue Bluffs 0999008 , 12/4:2020 spillway gates Mon-critical

Wictoria Valley 0999007 3 low-level cutlet Titl 09/30/2020

1 Most recent FER.C-D2SI Secunty Inspection conducted by the Secunty Branch Specialist. Secunty Feview by FERC Diam Safety engineer does not count.

2 Physical festures operated over networks.

3 Indicate if the physical feature 15 operated by 2 BES Cyber Svstem as categorized under NERC CIP-002-5.13, and if so, what the desiznated impact rating 1s. If there are systems of multiple impact ratings that apply, list the
highest impact rating.

4 Indicate complete and input the date (WMDDDY Y YY) that baseline and/or enhanced measuras were implemented.

5 Justify the reasonimg for cyvber asset designation as critical, operational or non-critical; For example, explain consequences from 2 cyber attack in relation to losing generation, releasmg the reservorr, loss of water supply,
ete.; Discuss project’s intercommection. If evber asset is non-critical, indicate the following: locally operated, remotely operated or with automated operations and confirm there are no consequences. If cyber asset is non-
crifical, it needs to be reassessed amnually to account for changes in operating conditions.

4 For azsets subject to the NER.C Eelighility Standards, discuss if there are BES Cvber Systems of different impact ratings (per CIP-002) that facilitate the operation of the listed physical feature, or if control systems m the
hydro project are isolated from those subject to NERC CIP. Alse include the status of mitigation plans for CIP audit non-compliances and areas of concem from the most recent andit.

Arttachment 2 Page 1 0f 1




ATCH 3 — FERC Physical Security Check

ATCH 3 on the new optional ASCC utilizes revision V5a, However
if you use the old ASCC template you may use V5

e  Minor change from V5 to V5a, Header - Development
No./Development Name.

* Complete one for each SG1 and SG2 Development

« Provide as much detail as possible in comments. We have provided
guidance on V5a.

* Provide Threat Assessment Info (Q14)
 Provide when SP was last exercised and level (Q16b) (SG1)
* Ensure all actions and plans are fully integrated (Q19)

—  D-D-A-D-R




sical Security Checklist

FERC HYDRO SECURITY INSPECTION FORMS (version 5 — 8/31/2015)
Division of Dam Safety and Inspections
[FERC SECURITY CHECKLIST (v5)
Field Security Inzpection Form 1
Project Name: Dam:

Attachment 3-FERC Security Checklist(s)
FERC SECURITY CHECELIST (v&a)
Field Security Inzpection Form 1
Project-Devel Nou ProjDev Name: Licenzee: Project No.:
Security Group:___ Date: Owner; Security Group: Date:

Field Obzervations: (Provide detailed Comments Inspector: Accompanied by: —
znpplemental information to the right) | ¥ | N (Provide additional detailz — ezpecially any “No™ anzwers — here and Field Obzervationz: (Provide detailed Comments

parate sheetz, if necezzary. Indicate NA if not iate to site.) supplemental information to the right) N (Provide additional detailz — especially any “No™ anzwerz — here and
DETECTION AND ASSESSMENT separate if mi . Indicate NA if not iate to site.

1. I= the site manned? - note howrs of aperation and days DETECI_'ID-\- AND ASSESSMENT
1. Is the =ite manned?

Inspector/Attendees;

Powerhouse? | Dayz'wask - mote howrs of operation and days

\-m rumber qum, mpe of cameras (and if detection

1. Arethere surveillance  Dam?

How are they viewed/'chacked? stor — Describe where and how camteras are monitored.

3. Is the frequency of walking inspections
appropriate (zafety and/or secunty)?

Parzomnel control/ID badges nsed? [~

Note the frequency of these inspections: Desertbe what is being

7 Driscuse policy for ID badges.

DELAY
4. Is the dam =ite fenced with gates/doors
locked (if appropriate to the site)7

Deseribe oype af fence, how things are locked, devices to lock. When

arens ave open/unlocked (e.g. unlocked during working howrs, Iacked
ar all tmes, etc.).

3. Is access restriction to the Foot?

Describe condition of fencing and whether or nor an adversary can
brssck dwpsmwr by foor Discuss open areas where ne perimeter

Deseribe condition of fencing and whether or nor an adversary can
breach .ﬁspsrmmr by vehicle. Discuss apen areas wihere no perimeter

Describe boat barriers if availeble. Note: buoy systems cannot stop o
boar

&. Are spillway/zate contrals securad
mst ynauthonized access?

Deseribe how it is lacked and marerial used to lock — e.g. steel cover
with locl

7. Ars powarhouse doors’

Describe locking mechanisms, technology, access contral, etc.....

] cring.
Be careful when answering ves, remember system must be integrated

and have the capability te deter, detecr, assess, delay and respond te o
threat — 360-degree security.

8. Water comveyance Access restricted?

Describe how amﬁrmmdmcridodfs&mrﬂmcﬁﬂm

Describe number of ope of
it field of view.

Irmwu of cameras, and

9. Is cntical

Describe how insorumentation is protected.

Attachment 3

Page 1 af 3

How are they viewed chacked?

3. Is the frequency of walking inspections
appropriate (zafety and/or sacorty)T

Perzomnel control ID badges used?

DELAY
4. Is the dam site fenced with gates/'doors
locked (if appropriate to the =ite)7

3ls access restrmtlml tn the Foot?

6. Are spallway/zate confrols secured
azamst unzuthorized access?

7. Are powerhouse doors’

Can syztems ba eazily bypazsed?

B. Water conveyance  Access restnicted?

9. Is critscal




(W) ATCH 3 — FERC Physical Security Check

« Attachment 3; Example 1: Filled out V5a
form for an SG1 Development.




FERC SECURITY CHECKLIST (v5a)
Fiield Security Inspection Form 1

Project-Development No.: 09999-01 Proj/Dev Name:_Boulder Falls Licenzee: New Dominion Energy Partners
Security Group:_1 Date:_11/30/2020 Inzpector! Attend, Todd Smith (Security Specializt); John Jones (CDSE

6. Are spillway/zate confrols secured
azamst mauthorized access?

No electronic gate confrols at exterior — all electronic controls are
completed throngh SCADA system meide the control room. hanual
back-up conirols require hoist system. Hoist 1= locked and power feed
from powerhouse required,

Field Observations: (Provide detailed
zupplemental information to the right)

Commentz
N | NA | (Provide additional details ially amy “No™ here and
rate if m . Indicate NA if not iate to site.

DETECTION AND ASSESSMENT
1. Is the sits manned?

Days'week $ /day - Note: Dam Tender lives on site

s/ week

1. Are thare surveillance

How are they viewed /'chacked?

4 PTZ cameras w'Video analytics on dam crest, left and nght abutment,
om both sides, covering antira Le:‘t (u‘:stream d.o"\n;traaml and 'p]]]'

deprea view of powerhouse areess pomts. 1PTZ

Enard post at gate enfrance to cover incoming

PTZ cameras wivideo analyfics on each comer of generating floar. 1
D.‘Fd CAMEra Wi ldeo auﬂwnca at c:nutrcl room door. 4 PTZ cameras

a.r_d boats =1.1p'rc:.d:m sz.ke sh'uctu:e 1 PTZ camera wivides a:‘l.ﬂ\‘ll.c‘
to view approaching persons/vehicles at outlets works. 3 PTZ cameras
wi 1'ide:n analytics — ome at boat laumch, one at camp site check-in, one t
“Cameras are v m :h= main guard post at powerhouse 24/7
FRedundant/back-up capabilities exists at Corporate Security Operations Center (SGCJ
whuch 1= staffed 24/7. Entire camera system 1= connected through fiber wire. Network
Video Recorder (WVE.) system imatalled

7. Are powerhouse doors/

Can syztems be easily bypassad?

Card aceess control for 4 powerhouse extenior doors, locked with
1,800 lbs. holding force. Windows are 20 faet high and
teel arating nstallad.

Al excterior d.oarr; at crifical assets are protected with balanced magnetic
switches (BMS). Camera system can zlso detect any change in pattern at
protectad arezs meluding exterior doors. Motion sensors are metalled
inside the powerhonsze penerating floor, lower level, and outside the
conirol room at 4pper level Alarms are :nammd'b:\ om-site security

S0C.

"60—d=3_'ree cEtacuo:L_ sessmant, dalay, and response exists. As
technolosy and on-site security guards provide effective physical
Securify.

B. Water conveyance  Access resiricted?

7 ft. chain linked fance with | ft V-shaped outrizgers and concertina wire
at mahe structure l_dd_t_orl.a]l\ [::em:net_r rencJ1= iz equp[:ed with anti-

and boats approaching intake stru.ctuJe 1 PTZ camera wivideo analyties
to wiew vaching persoms/vehicles at outlets works.

9. Iz ernitical parformance monitoring
aquipment secured azainst tamperne?

Al piezomaters capped and locked. Instrumentation locked i jimetion
hoxes,

Field Obzervations

Comments

EESPONSE
10. Are law enforcement phone mumbers
postad?

Amy County Sheriff' s Officas for amergency and non-emergency phons
rmmbers posted in control rocen, stored on speed dizl on telephone and
emploves cell phonas.

11. Are there redundant commmicationsT

X zmart phones, 2-way radios, land lines, and satellite phones are redndant
means of commmmication

3. Is the frequency of walking inspactions
appropriate {zafety and/or secunty)7

Parzommel control ID badzes used”

X Mot tha frequency of these inspactions: Walking mspections are
conducted once daily as part of secunity guard post orders. Mininmm of 3

guards on post per shift Third shift inspects development perimeater and
zll crificzl assats prtor to relieving ‘ec:md shift. Second shift reports amy
finding: 3 le

d guards are i‘etted prior to i&suan.ce. ID badzes must
ble, on-site.

12. How long 1t takas the operator if
detected to respond to manthorized

How 1= detection made? Detection on oceurs through video analyfic system. motion
sensors, BMS, and roving guards for all crifical assets.

| Emmediate response from on-site armed gouards when detections made.

DELAY
4. Iz the dam site fancad with gates/deors
locked (if appropriate to the =its)?

E £ wrought iron fence (anti-climb mezhing) with concarting wire and
signaga around antire perimater. 7 ft. chain linked fence with 1 ft V-
shaped outrizzers and concerting wire each critical asset | spil.“a\
intzke, and powerhouse). Anti-ram vehicle zate (mechanical) af main
entrance, motor housing locked and inside perimester, guard post
inchided I.ocked at all times, access eranted with ID badee.

5.Is access resmchmtn the

Anti-climb meshing on perimeter fence with concerfina wire.

Mo boat barrier in place — boat boom on reservorr solely used for
demarcation. However, on-site guards emst and PTZ wivadeo analyties
for detection i= available

13. Can law enforcement be quickly

Estimated time for amrival?

H Idenhfy enforcement aganciles): & capabilihes: Amy City Polica
Department, Any County Sheriff's Office, Any City Police Department —

=, Amy County Shenff's Office — 45 depud ry State Police
— 10 Officers — Any City PD and Any Comnty Shenff® Office both have
SWAT team 3 Park Rangers also available o Tespond.

Ay Crty PD 5-10 numutes v County Shenff's Office — 10-20 mmutes, State Police —
20-30 punutes, Park Raneers — 5-10 mmutes

INTEGRATION & RISK MANGMT.
14. Dascribe assessment of threats,
vulnerable features and potential impacts.
Include swatchyards & transmizzion lmes,
et Also comsider elements of opamhuns
that could be subject to cyber-attack.

Threat Aszeszment conducted with State Fusion Center on September 1, 2020, The Cyber
Davision mdicated that hydroelectric pro in the area are being targeted as a
muovement in support of #Tumoffihelizhiz. New Dommion Energy Pariners have worked
in collaboration with DEHS CISA and the FBI Cyber Division fo d.ece]r_\p mutigatmg,
measuras agamst cyber-attack to the ICS for Boulder Lake Dam. Based on the threat and
generation capacity (potentially mopact 100,000 customers), New Dominion has
implemented additionzlly enhancements to merease the effectrveness of our cyber
security program with expert gmdance from faderal agencies. The ISC 1= air gapped,
black and white hsting protocol are in place, enhanced detection softwars has been
implemented, and we are closely momtoring all cyber activity in and out of our network.
Mo phy=ical treat is kmown at this current time. A follow-up consultation with CISA and
the FBI 15 scheduled for December 1, 2020.

Aftachment 3
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3 — FERC Physical Security CheckliSt

Last time consultation with law enforcament was made to detenmima threat:

5. Steps taken to improve

Long term plans:

Upgraded camera system to inclede video analytics, installed fiberoptic wire, mereased
nu.r:ber cf—uarda per L_'u.ﬁ from J.ua.rm=d to ::n.'ned Eu_'l.a.\:ud sacurity :J[:erah.r_z

_prah

20 znalytics tJ-J_o shout perimater. _n;t .f'euce

disturbance sensors on cham linked fence. Install card aceess on interior vehicle gates.

Project Security Summary Information — Form 2

Security Information

Comments
(Provide detailed information on separate sheet, if neceszal

16a. I thera 2 Security Flan
(Group 1 or 2)

Ara thera differant site-spacific
response levels coverad in the
Secunity Plan for varving threat?

Ara the measuras on the day of
mspection consistent with the
current threat level?

If “Yes™ 1o it acceptable? 5P has been tested and is highly effective
Iz therz a Rﬂpuua'ﬁecm ery Plan mmmnalt" Ves, effectrve, ICS,

Summmze levels/activities: DHS NT JI.S Normal, Elevated, Immiment
Threat levels determines increase in sacurity postura and procedures (.3
increase mumber of amed goards, confract with law enforcement, restrict
public zocesz, vehicle seresning, restrict deliveries and
exacute Incident Command System)
ormal threat level — normal sacurity operating
procedures and measures m place

A Numbar of security/survaillance incidants
in past year.

Dazcription (mdicate if it was it reported to FERC)

Tuly 4, 2020 - Trespassing event on dam crest (restrictad arez) —
Dinanken boaters rode up to dam and attempted to zet on crest — on-
=site secunity responded and removed them from dam site. Reported
to FER.C Atlanta Regional Office.

Tuly 4, 2020 — One ndividual operating drone over dam and eritical
assetz, law enforcamant and FER.C Aflanta Regional Office notifiad
—images deleted.

B. Owmer expressed specific secunify
concems of questions.

Yas, cyber threat tarzeting hydroslactric facilities. Collaboration
with law enforcement — mitigztion mplemented.

16b. Has Secunity plan been revizad since
last field change?

Updated secunity operating procedures for daly mspections and guards,
updated 5P to reflect secunty enhancements, scresning procedures for
visitors, updated 30C contacts (11/152020)

When it was last exercised & what type? Tuly 29, 2019 — Full Scals with
Local and State PD) — Active threat scenario starting at camp site, then
moving to powerhouse.

C. Mumber (deseription) of data requests or
site visits by DHE PSA or other
assazzment groups. 1

Yas — DHS PSA assessment conducted Apnl 15, 2019
Fecommendations developed.

17. Is thera a Vulnerability Assessmant?
(Group 1)

If “Yes™ iz it compliant? VA 15 compliant. SDBTs assaszed for sach
critical asset to capture consequence, vulnersbibity, and likelihood of
attack (updat (w dated 10/162020%

13. I= thare a Seeunty Asseszment?
(Group 1 or 2)

I “Yes" iz it compliant? Ves, assessed security effectivensss against
SDBT= Fecommendations for additional improvement developed —
October 17, 2020 — plan and schedule for Tune 30, 2021

15. Are all actions and plans fully
mtegrated?

Full 360-dagree protaction — Deter, Detect, Azsess Delay, Respond.

20. Do any security measures conflict
with any licenza raquiramantsT

All racreation areas open to public, no known security concams at this time.

21. Is thare HAZMAT frel storage on-

If so_ 15 access secured”

Dascribe: Dizsel generator firel, oil, and oxygen tanks stored in lockad climate-

Card reader access'maglock

22, Are cnitical drawings plansrecords
secured from wauthonized access?

Located m locked file cabinets in control room. Emplovees mmst zet
supervisor approval to access criical drawings/plansTecords. Copy of 5P
also locked m cabinet. Digital copies stored in sacured network drive at
the Corporate (Hfice.

D. Changes made to secunty smee last

Following changes weare made
to phyzical site security:

Following changa
threat level increasze additions,
emplovee actions, ete.):

Following changes/additions
made to cyber/3CADA
operations:

Indicate “Mene™ by checlang hera;

Do previous studies show pricr poshwre was ad.equate"f} my
Mesadeguate _ _ __________________________]|
If =0, describe changes: Upgradad camera system (from DVE to
IVE, instzlled fiberoptic) and software, installed anti-climb mesh,
increased mumber of guards per chift

If s0, deseribe changes: Increased site mepections,
background sereening policy for visitors, temporary badge for
contractors (deactvate Teactive daily only when working on =ite),
incTeasmg commumty outreach and relationships wath law
enforcement. Mandatory anmual security awarensss training, third
party trainmng for dams, attend conference, jomn sector coordinating
council and InfraCard.
If 50, describe changes: Cumently crifical cyber asset due to remote
operations. However, measures for crifical cyber assefs
irnplamentad with zdditional anhancements based on CISA and FBI
recommendations. Enhanced detectionmonitoring technology.
Whitelist'blacklist software, air gapped netwrork, dual factor
authentication Cyber sscunty traming for ICS (Idaho National Lab

23, We h:ueno comments abcru‘l the 3 | If po comments, check “Me™; if comments needed, check “Ves". Sacumty — DHE). Fufure plans to upgrade RTUs and PLCs.
measures ara effective. however additional improvements are planned

List potential remadiation discussed: Install additional cameras wividao analytics, fonce
actions will be made and tracked | disturbance sensors st critical sssets. card access at interior vehicls sates,

Crverall Risk to security
reduced dus to above
modifications becanse of:

{Cita eritical pre-modification ASE value(s) and show if
modifications dacreazed the ASE Rizk value). Fizk 15 moderate,
ASE valne 426, Security enhancements redoce ASE to 185

E. A diseussion was made with site persormal | Yes, discussion was mads (check ifzo):_ 3 not e-file
regardmz no security materials submitta] to and security related documents mehoding the aymual security
eLibrary, and electronic mail (PW protectad) | compliance certification letter.

only subrmittal of anrmal secunfy comphance

certification letter. Mo, discnssion was not made (reason why).
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(W) ATCH 3 — FERC Physical Security Check

« Attachment 3; Example 2: Filled out V5a
form for an SG2 Development.




Attachment 3 FERC Security Checklist(z)

FERC SECURITY CHECKLIST (v5a)
Field Security Inspection Form 1

Project-Development Nao.: 19399-01 ProjDev Name:_Oranse Lake Licenzee: New Dominion Fnergy Parmers

Security Group:_2 Date:_11/30/2020 T

{ Attend Todd Smith (Security Specialist); Jobhn Jones (CDSE)

bvpazzed sinee no detection axists at those

Field Obzervations: (Provide detailed
snpplemental information to the right)

Comments
N | NA | (Provide additional detail: — especially any “INo™ anzwers — here and
rate if m . Indicate NA if not iate to site,

DETECTION AND ASSESSMENT
1. Is the site manned?

Daysweek

. Water conveyance  Access resmcted?

Permmeter fem:u= around nahe tower —resincted area signs postad.
; s to overhead penstock dus to the

to view panstock due to lack of commmmication capabilities in roral area.
Penodic physical walkthronsh/inspections conducted alons penstock

9. Is cotical performance monttorng
aquipment sacured aganst tampering?

All prezometers capped and locked. Instnumentation locked m pmetion
homes.

Field Ohzervations

Co itz

RESPONSE
100 Are law enforcement phone mumbers
postad?

Any County Sheniff's Offices for emergency and non-emergency phone
sted n control room, stored on spead dizl on telephone and
empl phomes.

2. Are there surveillance

How are they viswed checked?

2 PTZ cameras on dam crest, left and right abutment covering entire crest

1 fixad camera on northwest comer of powerhonze buildng o view mam
entrance door, 1 fixed camera on southwest comer of powerhouse to

‘Cameras are viewad from the powerhouss control room on a separate monitor by operator
during work hours. Dhiring after hours, cameras are viewad from the Energy Control
Center (ECC) which iz staffad 24/7.

11. Are there redundant commmicationsT

-way radios, and land lines are redundant means of

12. How long it takes the operator if
de‘tmd to re=pond to mauthorized

TWhat i= that respones’

How 15 detection made? Dietection at powerhouse s made through Intrusion Detection
System (IDS). Powsrhouse doors are protected with BAS — when the magnatic field is
broken from a foreed entry, an alarm notification will be sent to the control room, ECC,
and Secunity vendor. Detection for all other cnbical assets cannot be achieved, unless
1snally detected at the time of an event. Operators Iive on site — response time i= less

respond to ncident. It the event 1s not urgent, apera:m will rEp:nrt to Supervisor to
determine whether law enforcement iz 1 5.]1.1.1:51. then write an intermal report of meident
for record keepmgz and trend tracking.

3. Is the frequency of walking inspections
appropriate (zafety and'or secunty)?

Perzommel control/ 1D badzes nsed?

Note the frequaney of these inspections: Walking m=pections are
conducted onee a "‘ee'k_ every I\im]da\; to check for weakend

are kept on person

DELAY
4_TIs the dam site fanced with gates/doars
locked (if appropriats to the site)”

7 Ft perimeter fancing and 1 £t 3 strand barbed wiring around each
critical asset (dam, 'pl]]lu -, intake and powerhouse). Viehicle gates ara
locked with chain and pad lock, all doorz zre locked and mctected with
latch guards. Locked at all times.

ils access restm:t.cm tn the Foot?

Mz o*'Lh of perimater fancing 15 intact and with mmimal gaps for intruder
access, however, erosion did occur indemeath perimeter fence on
side of powerhouse allowing for o miruder to crawl under —
be :.ddrenﬂd by December 31, 2

13. Can law enforcement be quickly

Estimated time for amrival?

4 Identify enforcemant aganc(ies): & capabilities: Any County Shenff's
Offica, Any County State Police — 20 deputies, 4 stats police in area — if
neceszary, state will provide SWAT team

Any County Sheriff’s Office — 10-20 mimutes State Police — 30-43 minutes

INTEGRATION & RISK MANGMT.
14. Describe azseszment of threats,
vulnerable featuras and potential impacts.
Include switchyards & transmizsion lines,
etc. Also consider elements of operztions
that could be subject to cyber-attack.

Threat Asseszment conducted with Any County Sheriff s Office on Saptember 1, 2020.
Social Media Emvironmental Group launched 2 campaign to remove the Orange ]_:dne
Dam for concems of the salmon im. Threats were made to aftack dam using sxplosive
resources. The dam 15 an sarth embankment dam with no freshoard. If compromizad,
1,000 homes can be flocded. A moderate amount of resources can be acquired to break
the dam_ The Any County Sheniff's Office was notified and 1= working in collaboration
with the FBI to investigate the threat posted on socdal media. Our corporate security is
also closely monitoring social media feeds and trends. Bo far, no amrests have been mada.

Last time cutnsuliauun with law enforcement was made to determine threat:

6. Ara spillway/zate confrols secured
agamst unauthonized access?

Lockbox and padlocks on all spillway gate comtrols — power supphy
required to control gates. Power supply access in powerhouse.

7. Are powerhouse doors/

Attachment 3

Both F\'.\"\"hﬂu:e exterior doors are locked with & pm locks to melnde
deadl::clb Wi J:I.CDT\S are 20 feet ugh and opened for auwflow. Roof hatch

Eioth exterior powerhouse doors are protected with balanced magnetic
switches (BIVS) and are monitored by ECC during afterhours. Redundant
monitoring is *om.du" o | I.utrus.l.am Detaction Inc. Mo motion detection
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15. Steps taken to improve Past year:

Long term plans:

Strenzthened security epemLc:Lal plccedu:ea by mereasing site m;pe:hm& stringent
increasing presence, ncreasing commumity outreach and relationships

with law enforcement. Hired additiomal persomnel solaly responsible for

monitoring reporting suspicious activities. Developed in-house security awarensss

Tramin, anendthndparh am_ce ahcateru'almnz =fﬁec‘m‘ep m ae"unt\ trammg for

Lp_ adz camera systemy saﬂuate to mxeg'at= “with mirusion detection system. [nstall
additional cameras with detection capabilities aroumd powerhouse/dam and rec area

16a. I= there a Security Flan
(Group 1 or 2)

Ara thera differant sita-spacific
response levels covered in the
Security Plan for varying threat?

3

Attachment 3

If “Yes™ is it acceptable? SF has been tasted and iz effective
I there a Response Recovery Plan component? Ves, Fesponse only;

Sinmarize levels/activities: DHS NTAS — Normal, Elevated, Inmiment

Threat levels determines increase m secunty poshure and procedures (2.2

confract guards, restrict public access, increass liaizon with LE, wehicls
delivenes and vendors/contractors, exacuts Incident
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Are the measures on the day of
mepection consiztant with the
current threat level?

3 — FERC Physical Security Checklist

" explain: Normal threat level — normal sacurity operating
procedures and meacores in place.

16%b. Has Security plan been revizad sines
last field changa?

Updated screening procedures for new employess, updated security
oparational procadures, updated training policy/procedures, and updated
contacts (tevized 113020200

When it was last exercized & what type? June 1, 2018 — Tabletop in
conjunction with EAP

17. Is thers a Vulnerahility Assessmant?
(Growp 1)

I “Yes" is it compliant? VA not required for Group 2

13. Iz thare 2 Secunty Assessment?
(Group 1 or 2)

If“Yes” is it compliant? Yez, assessed secunity effectivensss agaimst
1marmed infruder with no specialized tools or weapons.
Eecommmendations for improvement developed — Sa ber 15, 2020

19 Are all actions and plans fully
mtegrated?

Mo 360-degree detection capahlities, mimmal delay —recommendations
for mmprovement developed — September 15, 2020

20 Do any szcurity measures conflict
with any licen=a requitamantsT

All recreation areas open to public, no known security concems at this time.

21. I= there HAZAAT fuel storage on-

If 5o, 15 access securad?

Diescribe: Diesel generator fiuel, cil, and oxygen tanks stored in locked climate-

Dioar lock and deadbolt on storags shad

22. Are critical drawings plans/tecords
secured from mmanthorized access?

Located in locked fila cabinets in control room. Employees mumst gat
suparvisor approval to access crifical drawing=/plans’records. Copy of SP
alzo locked m cabinet. Digttal copies stored m secured network drve at
the ECC.

Project Security Summary Information — Form 2

Security Information

Comments
(Provide detailed information on separate sheet, if neceszai

A Number of security/surveillanes meidants
in past year.

Dazcription (mdiczte if it was it raportad to FERC)

Tune 24, 2020 - Traspassing event on dam crest (Testricted area) —
hiker was lost — operator confronted hiker and hiker laft the site.
E-vent reported to FERC Fegional Office

B. Owmer expressed spacific security
concems of quastions.

Yas, Environmeantal Group potentially targeting dam. Law
enforcement notified — mvestization inderway.

C. Wumber (description) of data request= or
site vizits by DHS PSA or other
aszazzment SToups.

Heone — Fuhare plans to request PRA assesement

D. Changes mads to security smce last

Indicate “None™ by chacking hera:
Do previous studies show prior posture was a.d.equate"(} my
Pncr pcsh.me 15 inadequate du.e to lack of detection — plans for

T_fsa dmcn'be dla.nzes Hired additional per,au.r_ll solaly
re;[:\m_mh for monitoring ‘reporting suspicions activities.

25, We have no comments zbout the X
Security Measures ohserved:

If no comments, check “No™; if comments needed, chack “Yeas™. Devalopmg a
plan and scheduls to meraasa detection capabilities and delzy features for
infesrated system

Fallowing changes mads to If =0, describe changes: Increazad site mepections, stringent

actions will be mada and trakad

Lizt potential remadiation dizenssad: Install senzors/intesrated with camera system
upgrade camera system software, mstall additional security cameras with defection

capabilities around the development.

Attachment 3
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procedural operations (inel
threat level merease additions,
employes actions, etc.):

g change:
ma.d.et_u cybar/SCADA

Crerall Rizk to sacurity
reduced dns to abova
modifications becauze of:

increased prasence, increasing commumity
omtreach and elationships with law enforcement. D =101Jed m-
house secunity awareness fraining, attend third party active shooter
training, affective ‘Jh'“sl.ca_ zec mr\ ua.Lr_Luz for dar; dlli Joined

of §; and pai\a'rh.ou.e afl 0 umits). Project iz cpa'rated Fom our
Hy dro Center. Employees mmst utilize dual factor anthentication to
access SCADA data. Additional cyber-security measures are in
placs for the spillway gates as raquired by FERC and the
powerhouze controls fall under NERC.
(Cita eritical pre-modification ASE valua(s) and show if
modifications decraaszad the ASE Risk value). Fisk is farly lowe,
ASE valoe is curmently at 124, Increasing detection capabilities m
the near firture will dirve the risk dowm halfto 062,

E. A dizcussion was made with site per=ormal
regardmz no secunty matenials submuttal to
elibrary, and electronic mail (FW protectad)
only submittal of anmual security comphance
cartification letter.

Ves, discussion was made (check if so):_ 3 Wil not e-file
and secunity related documents melodimz the annual security
compliance certification letter.

Mo, discussion was not made (reason why).

Attachment 3
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ATCH 4 — Security Correspondence

 ATCH 4 on New optional ASCC Letter

e Reason for the new Attachment:

— Clarifies security contact data and provides
definitions of the three roles.




Security related correspondence for the referenced Developments listed in Aftachment 1-Security

umentation Table can be ¢ i gh: (the Primary Security Contact and Secondary
Security Contact are required per Development; Le. 2 contacts at a minimum and 5 contacts at
a_maximum per Development; It is important to note that the formal contact list will be
automatically updated once a year via the annual certification. If you would like to add or
remove a person from formal contact list in between this cycle, then you must formally submit
an Annual Security Compliance ification Amendment with the Commission.)

‘Securi r ntatts for Specific Development Numbers XXXNX-XN, XXXXX-

f you have different security contacts acress your portfolio of Developments
rken vou must delineate using this sub-header and duplicate as many times as needed. If all
your Developments have the same security contacts, then delete this sub-header and the contacts
you list below will be applied to all the developments listed in Attachment 1- Security
Documentation Table):

Secondary Security Contact
Name
Title

Compary Compatyy

.-\ idre‘ .-\ idre =z

Add or delete rows as needed....

Definitions:

Primary Secu ntact: This should be the person in the organization who oversees
physical secu ¥ the applicable Development(s).

Secondary Security Contact: This should be the person in the organization who oversees
ber security for the applicable Development(s) OR the person in the organization who is
Hext in line for security velated matters for the applicable Development(s).

Alternate Contact: This should be for peaple whe want to be in the know for security matters
pertaining to the applicable Development(s), but not necessarily have a background in security
(L.e. CDSE, VP of Hydro Operations, ete.) OR additional security members that the printary
security contact » a.n.fs on ﬂte sum'iﬂ communimn'aﬂ list. “"’“Ibu may have up to three

. Alternate




8iF) ATCH 4 — Security Correspondence

e Attachment 4; Example 1: Licensee with
eight Developments with contacts the
same for all of them.
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4-Security spondence

Security related correspondence for the referenced Developments listed in Attachment 1-Security
Documentation Table can be coordinated through:




8iF) ATCH 4 — Security Correspondence

e Attachment 4; Example 2: Licensee with
eight Developments with two different
contact lists.
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Security related correspondes
Documentation Table can b

Allen Frenett
Dire

chment 4-Security spondence

e for the referenced Developments listed in Attachment 1-Security
rdinated through:




Remote Cyber Reviews

* Conducted several this year

* Received security sensitive information by:

— Licensee/exemptee FTP site (remove info after
pulling 1t off)

— FERC Sharepoint site (limited access)
— Encrypted email

— Password protection




Remote Cyber Reviews

 How we protect your information

Network

access limited to the Branch

FTP information removed after receipt

Supporting information deleted

Handling consistent with CUI Guidelines

Insider T]

hreat training

SOPs to ensure consistency




(M#) Managing Correspondence

* No more hardcopies to the Regional Office for now

* Email to D2SISecurityBranch@ferc.gov with a ¢c
to the Regional Engineer

* Encrypted email or password protected attachments



mailto:D2SISecurityBranch@ferc.gov

M) Managing Correspondence

Follow-up information requested by Branch
email will have a Security Branch contact

Email will be encrypted or password
protected

Email will include a cc to the RE




Takeaways

Old & New Optional Template emailed this week

Cyber Asset Designation Worksheet and Physical
Security Checklist included with Annual Compliance

Using D2SISecurityBranch@ferc.gov

Remote cyber reviews have been effective
Annual Compliance due Dec. 31

Email the Branch for assistance - we will all save



Questions

e Use the Q&A Chat only — to A/l Panelists

* Try and reference the slide number

 If your question 1s missed, please email us

I?
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