Federal Energy Regulatory Commission

Connecting to VPN using connect.FERC.gov




Connecting to VPN through Connect.ferc.gov:

Connecting to the FERC Virtual Private Network (VPN) allows you access to documents and drives
internal to FERC’s secure network such as your K: drive and SharePoint documents. FERC employees
should only connect to the VPN using their FERC provided laptop. The recommended way to access the

VPN is through the BIG-IP Edge client app on your desktop signified by the icon show here: '] More
information on connecting to the VPN can be found in the VPN Users Guide.

When you are unable to access the VPN through the desktop application you may connect to the VPN
using http://Connect.ferc.gov.

Please check to confirm that your BIG-IP Edge client is disconnected prior to following the steps below.
Note that this experience can be slightly different depending on the browser you use.

1. Clink on the Link https://connect.ferc.gov or copy and pasteitinto a browser. This will take you to
the Employee Information page (https://www.ferc.gov/employee-information)
2. Click on the Connectvia VPN (Virtual Private Network) link:
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3. Click the OK button to select a certificate.


https://connect.ferc.gov/
https://www.ferc.gov/sites/default/files/2020-05/VPN-user-guide.pdf
http://connect.ferc.gov/
https://connect.ferc.gov/
https://www.ferc.gov/employee-information

Windows Security

Select a Certificate

Site ssl.ferc.gov needs your credentials:

LINDA BAKER (Affiliate)
Issuer: Entrust Managed Services SSP CA

Valid From: 4/16/2018 to 4/15/2021

OK Cancel

4. Enteryour PIN number into the PIN number field231

Windows SW

Smart Card

Please enter your PIN.

PIN

Click here for more information

oK Cancel

5. Click the OK button
6. Nextclick on “Open F5 Networks Endpoint Inspector”:



Open F5 Networks Endpoint Inspector?
https://sslferc.gov wants to open this application.
Always allow ssl.ferc.gov to open links of this type in the associated app

| Open F5 Networks Endpeint Inspector m

Note: This will time out in 5 minutes if not accepted. Ifit times out, on the left of the page, go to “To
open a new session, please click here

5

Your session could not be
established.

The session reference number: cOfc0f84

Invalid Session D, Your session may have
expired.

Thank you for using BIG-IP. /

To open a new session, please click here.

7. Ifthisis your first time connecting to VPN through connect.ferc.gov you will be asked to download
and install the Endpoint Inspection app. If you have already performed this actionyou can skip to
step9.



£S Endpoint Inspection

Endpeint inspection client components required

1. Download and run the installer package.
Download

2. Click here when the installation completes.
Skip Endpoint inspection

This product is licensed from F5 Metworks. & 1828-2019 F5 Metworks. All rights reserved.

8. Click on Download andinstall the executable file (f5epi_setup.exe). This is a one-time step, and will
take less than a minute:

f3epi_setup.exe ~

9. Once installed you will have access tothe screenbelow. The five ICONS below are displayed. Select
the “HQ SSLVPN” signified by a red shield icon to connect your computer to the VPN:

Search Q
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10. A new window will appear to show that you are now connected to the VPN. This window may
disappear after connecting.



/prod/hg-sshepn-1 - https://ssl.ferc.gov - F3 VPN

() Connected
Traffic Type Sent Compression Received Compression
Network Access
- Network Tunnel 1.29 MB 0% 2.85 MB 0%
- Optimized Applications 0B 0% 0B 0%
Total 1.29 MB 0% 2.85 MB 0%
+ Show details

Disconnect |

Connection duration: 00:00:22

11. To confirm you are connected, look in the top right corner of the webpage. If thereis anicon that
says “Logout” thenyou are connected.

Welcome to F5 Networks




