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UNITED STATES OF AMERICA
FEDERAL ENERGY REGULATORY COMMISSION

Before Commissioners. Jon Wellinghoff, Chairman;
Marc Spitzer, Philip D. Moeller,
John R. Norris, and Cheryl A. LaFleur.

Western Electricity Coordinating Council Docket No. PA09-5-000

ORDER APPROVING AUDIT REPORT, DETERMINING ISSUE OF
SEPARATION OF FUNCTIONS, AND DIRECTING
COMPLIANCE AND OTHER CORRECTIVE ACTIONS

(Issued August 20, 2010)

1 In this order, the Commission approves the attached Audit Report (Report)
prepared by the Division of Auditsin the Office of Enforcement (OE), with the
assistance of staff from the Office of Electric Reliability (OER). The Report contains
staff’ s findings and recommendations with respect to the Western Electric
Coordinating Council (WECC) Regional Entity (RE) function. The audit evaluated
WECC'’s compliance with: (1) the Regional Delegation Agreement between the
North American Electric Reliability Corporation (NERC) and WECC; (2) the WECC
bylaws; and (3) other obligations and responsibilities as approved by the Commission.

2. This audit was intended to help the Commission determine whether WECC has
demonstrated a strong separation between its Compliance Monitoring and
Enforcement program (CMEP) and the reliability functions for which it is registered,
as well as sufficient independence from users, owners, and operators within the
Western I nterconnection, consistent with the requirements of Order No. 672.1 WECC
isresponsible for providing services to the members, including responsibility for the
reliability coordinator (RC) and interchange authority (IA) functions that must comply
with the applicable Reliability Standards approved by the Commission.

! Rules Concerning Certification of the Electric Reliability Organization; and
Procedures for the Establishment, Approval, and Enforcement of Electric Reliability
Sandards, Order No. 672, FERC Stats. & Regs. 131,204, order on reh’g, Order
No. 672-A, FERC Stats. & Regs. 131,212 (2006).
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3. Staff informed WECC of the audit findings and recommendations in a draft
audit report on February 2, 2010. The draft report was revised on March 10, 2010 and
April 8, 2010 to incorporate comments made by WECC. The Report found that
WECC has improved the separation between WECC and the CMEP oversight of the
RC and IA functions. Asthe Report indicated, the primary step WECC had taken was
to finalize a contractual arrangement with NERC to provide CMEP oversight of
WECC' sregistered reliability functions. However, the Report identified some
additional areas of concern that WECC must address to create the independence of
oversight and operational functions, as contemplated by Order No. 672.> These areas
included: WECC' s accounting practices; its failure to obtain Commission
authorization for its performance as the |A as a statutory function, i.e. afunction
required to be funded through NERC, as the Commission-approved Electric Power
Organization, pursuant to section 215 of the Federal Power Act (FPA)?; itslack of
creating proper safeguards for ensuring independence and data confidentiality when
establishing a Board-level Compliance Committeg; its efforts at reducing backlogsin
its CMEP; and its protocols for dealing with inappropriate communications involving
CMEP staff.

4, Although it did not agree with certain aspects of the principal findings and
conclusionsin the Report, WECC has agreed to, or has already begun to, undertake
the recommended corrective actions in the April 8, 2010 draft of the Report.

5. Based on the results of the audit and WECC' s agreement to implement the
Report’ s recommendations, as explained below, we conclude that upon
implementation of the recommendations, WECC prospectively will satisfy the
requirement that it “ demonstrate a strong separation between oversight and
operational functions.”* We condition this conclusion on WECC' stimely and
effective implementation of the Report’s recommendations, including the filing of an
implementation plan as specified below.

21d. at P 656-57 (finding that a Regional Entity may perform reliability-
related functions provided that they “do not conflict or interfere with the performance
of adelegated function” and do not “compromise the oversight role or independence
of the Regional Entity.”).

%16 U.S.C. § 8240 (2006).

* North American Electric Reliability Council, et al., 119 FERC 1 61,060, at
P 551 (2007) (Delegation Agreements Order), order on reh’g, 120 FERC 1 61,260,
order on compliance filing, 122 FERC 9 61,245 (2008), order on compliance filings,
125 FERC 161,330 (2008).
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Background

6. In Order No. 672, the Commission discussed the generic issue of whether a
Regional Entity may perform functions beyond the proposal and enforcement of
Reliability Standards. The Commission found that a*“Regional Entity may conduct
such activities, provided that they do not conflict or interfere with the performance of
a delegated function, which we view as the primary mission of a Regional Entity.”>
The Commission further found that “any additional activity must not compromise the
oversight role or the independence of the Regional Entity.”®

7. In the Delegation Agreements Order, the Commission, inter alia, approved
WECC' s Regional Delegation Agreement (RDA) and CMEP. In that order, the
Commission stated that “WECC, as a Reliability Coordinator, is a user, owner or
operator of the bulk-power system. Assuch, WECC is obligated to demonstrate a
strong separation between oversight and operational functions.””

The Audit

8. On November 13, 2008, OE staff issued a public letter to WECC in this docket
announcing the commencement of an audit to determine whether WECC wasin
compliance with: (1) the Delegation Agreement between NERC and WECC; (2) the
WECC bylaws; and (3) other obligations and responsibilities as approved by the
Commission.? In particular, in the ensuing audit, OE staff examined the relationship
between WECC RE and WECC Member Services division, which consists of users,

® Order No. 672 at P 656.
°d.
’ Delegation Agreements Order at P 453,

® The November 13, 2008 audit commencement |etter inadvertently stated that
the audit was being conducted pursuant to section 301 of the FPA. 16 U.S.C. 8 825
(2006). Commission staff conducted this audit pursuant to section 215 of the FPA.
See 16 U.S.C. 8§ 8240(b)(1); see also Order No. 672 at P 773 (stating that while the
“Final Rule eliminates the proposed periodic Commission audit of each Regional
Entity,” the Commission “retains authority . . . to conduct its own compliance audit in
response to particular circumstances that may warrant Commission participation or
intervention”).



20100820- 3026 FERC PDF (Unofficial) 08/20/2010

Docket No. PA09-5-000 4

owners, and operators of the Western Interconnection. NERC has delegated to
WECC the following major program functions:®

Develop regiona and national Reliability Standards,

Administer the compliance enforcement program and organization
registration and certification;

Conduct reliability readiness evaluations;

Provide training, education and operator certification;

Conduct reliability assessment and performance analysis,

Conduct situational awareness and infrastructure security; and
Provide administrative services.

N

No o,k

9. In addition to those functions delegated by NERC, WECC sought and was
granted statutory funding for an expanded list of functions, such as. (1) Compliance
Enforcement, which includes activities under the WECC Reliability Management
System; (2) Training and Education; (3) Reliability Assessment and Performance
Analysis, which includes WECC' s Transmission Expansion Planning Program, and
data gathering activities; and (4) Situational Awareness and Infrastructure Security,
which includes WECC' s Reliability Coordinator functions. Thelist of designated
statutory activities is contained in Exhibit E to the RDA between NERC and WECC.

10. Inthe course of the audit, OE staff issued data requests, conducted analytical
work, performed site visits, examined emails, and held many meetings and interviews
with WECC officials and staff. Subsequently, on February 2, 2010, OE staff sent
WECC adraft audit report and, at the request of WECC, staff granted WECC an
extension of time until March 12, 2010, in which to respond to the audit findings and
recommendations. On February 16, 2010, OE and OER staff conducted an extended
phone conference with WECC to assist them in their review of the draft report. After
ameeting with WECC on February 24, 2010, OE staff conducted an additional
follow-up teleconference on March 1, 2010, to discuss the draft audit report. Then on
March 5, 2010, OE staff sent WECC arevised draft audit report with a March 25,
2010 deadline for WECC' sresponse. Based on further discussion, OE staff sent a
revised draft report to WECC on April 8, 2010. WECC' s response to the draft audit
report is attached to this order.

The Audit Report

11.  Asdiscussed more fully below, the Report reveals five areas of concerns
involving: (1) WECC' s accounting practices and procedures and its inability to

¥ North American Electric Reliability Corporation, 117 FERC 1 61,091, at
P 20 (2006), order onreh’'g, 119 FERC 1 61,059 (2007).
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segregate statutory and non-statutory monies and track statutory and non-statutory
costs; (2) the WECC' s registration asthe | A for the Western I nterconnection without
prior Commission review and approval; (3) the need to ensure the independence of
the Regional Entity’s performance of CMEP functions and the protection of
confidential information with respect to the oversight of the WECC Compliance
Committee (WCC); (4) potential problems that WECC has yet to address regarding
reducing its current caseload of compliance matters and verifications of the
completion of mitigation plans; and (5) the lack of a procedure to address
inappropriate communication that may occur between WECC staff and the registered
entities.

12.  Thefirst concern involves the adequacy of WECC' s accounting system to

(1) properly segregate monies received for statutory and non-statutory functions, and
(2) track costs related to non-statutory functions to prevent cross-subsidies from
occurring. For example, the Report found that WECC did not segregate monies
associated with the Interchange Authority (IA) function and that WECC used
statutory monies to pay for employee time and expenses of carrying out this
function.® The cost incurred by shared employees (i.e., employees who perform
statutory and non-statutory tasks) who worked on Western Renewable Generation
Information System, a non-statutory activity, was not accurately tracked to prevent
cross-subsidization.™* These concerns with the accounting system raise additional
concerns of how WECC will segregate and account for grant moniesit is expected to
receive for activities not funded with section 215 monies. In thisregard, the Report
cites several concerns with the accounting system functionality to accurately account
for the expected grant funds.™

13.  Thesecond concern is about WECC being registered as the Interchange
Authority for the Western Interconnection. The ERO Certification Order requires that
the roles, responsibilities, functions and everything else that an RE does be
incorporated in the RDA and identified as either statutory or non-statutory.’® Thisis
to allow sufficient detail for the Commission or stakeholders to determine the

1914d. at 19.
1d. at 19-20.
121d. at 17-19.

'3 North American Electric Reliability Corporation, 116 FERC { 61,062, at
P 173, 184 and 580 (2006), order on reh’g and compliance, 117 FERC 61,126
(2006).
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complete scope of statutory activities.™* The Report found that Exhibit E of WECC's
RDA did not include the IA function. Further, although WECC has been performing
the |A function as a statutory duty, it has not sought Commission approval for the
performance of this reliability function within its statutory duties.™

14.  Thethird concern is the safeguards that need to be in place to prevent the
WECC Compliance Committee (WCC) from exercising undue influence over the
independence of the Regional Entity’ s performance of its CMEP activities, and that
confidential CMEP information may be inappropriately disclosed. The Report
describes evidence collected during the audit about the motivation on the part of some
parties in seeking the creation of the WCC. This evidence suggests that certain
WECC members had concerns about the CM EP being too independent of members
and also that the members had a need to have greater access to confidential
information from the CMEP and NERC.™

15.  Thefourth area of concern relates to WECC' s attempts in 2008 to reduce a
backlog in its CM EP program by accepting mitigation plans for self-reported
violations without verifying the successful completion of the mitigation plans.
WECC proposed that its verification would be conducted when the entity was next
subject to audit and that if any problemsin the mitigation plan were disclosed at that
time, any penalties would be assessed commencing with the completion of the audit
process, rather than at the time of theinitial report of violation. Although WECC
terminated its backlog reduction plan upon receiving an unfavorable opinion from
NERC, the Report cites several issues that WECC must address.”” For instance,
WECC does not have a policy or procedure to address a potential situation in which a
mitigation plan was accepted pursuant to the backlog reduction plan, but later found
to be incomplete (i.e., the mitigation did not occur despite aregistered entity officer's
attestation that it did.)™®

16. Thelast area of concernisthat WECC does not have a procedure to address
inappropriate communication between WECC staff involved in the CMEP process

“d.

> Report at 22-25.
°1d. at 26-34.

7 1d. at 35-38.

8 1d. at 38.
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and the registered entities.’® The Report identifies concerns about WECC staff not
having adequate training or procedures to protect the CMEP process from undue
influence. WECC has been reorganizing its CMEP program staff during the course of
thisaudit and certain key positions are filled with individuals who are inexperienced
in their roles and responsibilities. This concern is exacerbated by the hybrid nature of
the WECC governance, which includes market participants in oversight roles for the
CMEP. For these reasons, thereisarisk that WECC employees may not know how
to respond if inappropriately contacted by a member, user, owner, or operator in
WECC' sregion, and in particular, by a market-participant Board member during a
compliance audit of that person’s registered entity.®

WECC Response

17. Initsresponse, WECC maintains that it adequately segregated monies for
statutory and non-statutory functions.”* Further, WECC disagrees with the Report’s
concerns that WECC may not have properly identified and funded activities that it
performs on behalf of its members, such asthe |A function.”? Regarding the IA
function, WECC contends that the Report “appears to assume that previously funded
activities no longer qualify if compliance registration is required.”* WECC also
asserts that the Report’ s concern regarding the treatment of grant moniesis
premature.?*

18. WECC disagrees with the Report’ s findings regarding the WCC and states that
the Report’ s concerns “ appear to suggest an antagonism toward a hybrid Board of
Directors.”® Further, in the event of a conflict of interest, WECC maintains that its
Standards of Conduct specifically require recusal by a Board member.?®

9 1d. at 39-41.

201d. at 40.

2l WECC Response at 4.
22 1d.

21d. at 6.

*1d. at 5.

®1d. a9, 11.

26 1d. at 10.
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Notwithstanding its disagreement with the findings, WECC states that it “ accepts the
recommendations as away to strengthen WECC' sinternal controls.” 2 WECC
asserts that if audit staff’s approval is required for the WCC to continue, WECC does
not agree with the recommendation. Similarly, WECC maintains that “internal
governance issues such as [that in Recommendation No. 10] do not require
Commission approval asthey relate to performance and management of corporate
personnel.” %

Discussion

19. The Commission accepts the audit findings. With regard to the concerns raised
in the Report concerning the WCC, WECC has agreed to implement the Report’s
recommendations, provided that the WCC recommendations do not interfere with
WECC'sinternal governance as it relates to performance and management of
corporate personnel. This audit was conducted pursuant to Section 215 of the FPA
and was intended, among other things, to examine WECC' s ability to independently
perform its responsibilities as a Regional Entity. Accordingly, the Report cites
concerns about the WCC'’ s ahility to impede the RE’ s independent operation of the
CMEP and the protection of confidential information, and sets forth several
recommended actions to address those concerns. We require WECC to comply with
the recommended actions in the Report.

20. Regarding WECC' s accounting for the |A function, WECC statesin its
response that it “will segregate costs for performing the [IA] function from other
section 215 functions until FERC has an opportunity to review and approve the
function as statutory.”? In the past, WECC in fact accounted for the A function asa
statutory function without the Commission having the opportunity to determine
whether WECC' s performance of this function should receive such treatment.*

"1d. at 9 - 10.
8 WECC Response at 15.
? WECC Response at 4.

% The question of whether the WECC IA function itself may be treated as a
statutory activity for funding purposesis not currently before this Commission.
However, its April 22, 2010 filing in Docket No. RR10-9-000 for its amended 2010
business plan and budget, WECC requested that the WECC Interchange Tool, which
WECC uses to perform the | A function, be considered as a statutory activity under the
Situation Awareness and Infrastructure Security Program. We will address that issue
in that proceeding.
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Without such Commission approval, we find that the Report correctly recommends
that WECC segregate the costs associated with performing the A function from
section 215 funding. Therefore, we accept the Report’ s recommendation regarding
WECC' s accounting of the |A function.

21. Wealso are not persuaded by WECC' s argument that the Report’ s concerns
regarding the treatment of yet to be received grant moniesis premature. The Report
found that WECC did not have policies and procedures to ensure proper classification
of and accounting for future grant costs and funding. Aswe have previously held:

“ Statutory and non-statutory activities must be properly accounted for and segregated
to ensure that funds are appropriately collected under section 215 to the Federal
Power Act.”* WECC must ensure that section 215 funding does not include current
or future non-statutory activities. Thus, we direct WECC to comply with the
accounting recommendations in the Report.

22.  Asnoted above, while WECC did not agree with certain aspects of the
principal findings and conclusionsin the Report, it has agreed to (and in some cases
has already begun to) implement the recommended actions in the Report. Based on
the results of the audit and WECC'’ s agreement to implement the Report’s
recommendations, we conclude that upon implementation of the recommendations,
WECC will prospectively satisfy the requirement that it demonstrate a“strong
separation between oversight and operational functions,” as Order No. 672 specifies
for Regional Entities that perform functions beyond the proposal and enforcement of
Reliability Standards. This conclusion is conditioned on WECC' stimely and
effective implementation of the Report’s recommendations, including the submission
of an implementation plan as specified below.

23.  The Report requires WECC to design an implementation plan that includes
procedures to implement the recommendations that are described in the audit report.
The plan isto be submitted to OE staff for review and approval within 60 days from
the date of issuance of thisorder. Thereafter, WECC must make non-public quarterly
submissionsin Docket No. PA09-5-000 to OE staff detailing WECC' s progressin
implementing the actions set forth in the Report until all the actions are compl eted.
The submissions are to be made not later than 30 days after the end of each calendar
guarter, beginning with the first quarter after the submission of the implementation
plan and continuing until WECC completes all the recommended actions. We direct
OE staff to conduct a post-audit site visit when WECC states that it has completed all
of the recommendations to ensure that all of the corrective actions taken as aresult of

3 North American Electric Reliability Corporation, 126 FERC 61,123, at P9
(2009).
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implementing the recommendations were properly completed. We aso direct OE
staff to conduct another audit of WECC in FY 2012.

The Commission orders:

(A) The attached Report is approved as explained in the body of this order.

(B) WECC isdirected to implement the actions recommended in the Report
as clarified in the body of this order.

(C) WECC isdirected to submit an implementation plan outlining the steps
it will take to implement the recommendations in the Report within 60 days from the
date of issuance of the final report in this docket.

(D) WECC must make non-public quarterly submissions in Docket
No. PA09-5-000 detailing its progress in implementing the corrective actions until al
the corrective actions are completed. The submissions must be made not later than
30 days after the end of each calendar quarter, beginning with the first quarter after
the submission of the implementation plan and continuing until WECC completes all
the recommended corrective actions.

By the Commission.

(SEAL)

Nathaniel J. Davis, Sr.,
Deputy Secretary.
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. Executive Summary

A. Overview

The purpose of this audit isto address the ability of the Western Electricity
Coordinating Council (WECC) to independently perform its responsibilities as a
Regional Entity (RE) and the RE’ sindependence from all reliability functions for
which WECC hasregistered itself. WECC isregistered as the Reliability
Coordinator (RC)* and as the sole Interchange Authority (IA) for the Western
Interconnection. The overall objective of the audit is to determine whether WECC
was operating in compliance with (1) the Regiona Delegation Agreement (RDA)
between the North American Electric Reliability Corporation (NERC) and
WECC,* (2) the WECC Bylaws,* and (3) other obligations and responsibilities as
approved by the Commission. The audit covered the period from May 18, 2007 to
the present.

B. Western Electricity Coordinating Council

Under section 215(e)(4) of the Federal Power Act (FPA),* the Commission
may approve NERC' s delegation of authority to RESs to propose and to enforce
reliability standards. Asan RE, WECC oversees 469 registered entities, including

%2 WECC had initially funded through section 215 of the Federal Power Act
(FPA) three RC centers: the California Mexico Reliability Coordinator, Rocky
Mountain Desert Southwest Reliability Coordinator, and Pacific Northwest
Security Center. Beginning January 2009, WECC consolidated its RC functions
to centersin Loveland, CO, and Vancouver, WA.

% North American Electric Reliability Council, et al., 119 FERC 1 61,060
(2007) (Delegation Agreements Order), order onreh’g, 120 FERC { 61,260, order
on compliance filing, 122 FERC 9 61,245 (2008) (Second Delegation Agreements
Order), order on compliance filings, 125 FERC ] 61,330 (2008) (Third Delegation
Agreements Order).

3 d.

%16 U.S.C. § 8240(a) (2006).
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1,252 registered functions in the Western Interconnection.*® Within WECC's
footprint, NERC has delegated to WECC the following major program elements:*’

Develop regional and national reliability standards;

Administer the Compliance Monitoring and Enforcement Program
(CMEP) and organization registration and certification;

Conduct reliability readiness evaluations;

Provide training, education, and operator certification;

Conduct reliability assessment and performance anaysis;

Conduct situational awareness and infrastructure security; and
Provide administrative services.

NP

Nogkr®

However, inits application to the Commission for approval of the RDA,
WECC sought and was granted funding through the NERC and WECC budget
pursuant to FPA section 215 (statutory funding) for an expanded list of functions.
The complete list of designated statutory activities was contained in Exhibit E to
the RDA dated October 16, 2007. The scope of the additional activities funded
includes:

. Compliance Enforcement - This category was expanded to include
activities under the WECC Reliability Management System;

. Training and Education - This category includes WECC’s Training
Program;

. Reliability Assessment and Performance Analysis - This category
includes WECC' s Transmission Expansion Planning Program, and
L oads and Resources Area, including necessary data gathering
activities; and

. Situational Awareness and Infrastructure Security - This category
includes WECC' s Reliability Coordinator Functions.

% As of November 30, 2009.

3" North American Electric Reliability Corporation, 117 FERC { 61,091, at
P 20 (2006) (Business Plan and Budget Order), order onreh'g, 119 FERC
161,059 (2007).
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Aswill be discussed in more detail later in the audit report, WECC has
interpreted this expansion of the scope of funded activities as encompassing all of
its activities, except for a special program, the Western Renewable Energy
Generation Information System (WREGIS), which tracks renewabl e resources
within the region.

The WECC region encompasses a vast area of nearly 1.8 million square
miles. It isthelargest and most diverse of NERC' s eight regional entity areas.
WECC' s footprint extends from Canadato Mexico. It includes the Canadian
provinces of Alberta and British Columbia, the northern portion of Baja
California, Mexico, and all or portions of fourteen western states in the United
States. Transmission lines span long distances, connecting the Pacific Northwest,
with its abundant hydro-electric resources, to the Southwest, with its large coal -
fired and nuclear power plants.

WECC isthe RE for the entire Western Interconnection. In addition to its
duties as the RE, WECC has registered, on behalf of its members, as the RC and,
subsequent to the execution of the RDA, asthe sole IA.*® This structure creates a
conflict of interest in that the entity that administers compliance with the NERC
reliability standards (i.e., WECC) is the same entity whose compliance to the
standards must be monitored and enforced (i.e., WECC). This conflict of interest
was of concern to the Commission and was a major impetus for the
commencement of this audit.** In order to deal with this lack of separation,
WECC entered into contract negotiations with NERC for NERC to perform all
compliance reviews of the reliability standards for which WECC is the registered
entity. Thiswas done in response to the Second Delegation Agreements Order,
which conditionally approved the RDA.*® On February 17, 2009, after the
commencement of the audit, the Director of the Office of Electric Reliability
approved the NERC-WECC CMEP Agreement by an unpublished delegated | etter
order in Docket No. RR06-1-018 et al.

% The Commission has not yet approved this latter registration as being a
statutory function under section 215, as discussed later.

% North American Electric Reliability Council, et al., 122 FERC ] 61,245
(2008).

1d. at P 226.
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C. Commission Orderson Regional Entity | ndependence

Pursuant to FPA section 215,*" the Commission issued an order in July
2006 certifying NERC as the Electric Reliability Organization (ERO).* Pursuant
to FPA section 215(e)(4), the ERO is authorized to delegate authority to an RE for
the purpose of proposing reliability standards to the ERO and enforcing
mandatory, Commission-approved reliability standards. NERC’s pro forma
Delegation Agreement, including the CMEP to be used by NERC and the RE to
monitor, assess, and enforce compliance within the United States with NERC's
Commission-approved reliability standards, was approved by the Commission in
April 2007 in the Delegation Agreements Order.

The Commission approved the pro forma Delegation Agreement in
accordance with FPA section 215, which authorizes the Commission to approve
delegation of the ERO’ sresponsibilitiesif: (i) the RE is governed by an
independent Board, a balanced stakeholder Board, or a combination of the two;
(i) the RE otherwise satisfies the criteriarequired for certification of the ERO;
and (iii) the proposed agreement promotes effective and efficient management of
the Bulk-Power System. Asrelevant here, the Commission observed:

Composition and Election of the Board (Criterion 1): WECC
represents that it will be governed by a combination independent and
balanced stakeholder Board. WECC asserts that its Board will be
balanced because, as explained below, it will have an equal number
of representatives from each of WECC' s six member classes as well
as nonaffiliated directors and a Mexican director. WECC refersto
the following provisions of the WECC bylaws:

Section 6.2: Section 6.2 provides that the Board is made up
of thirty-two directors. Twenty-four directors are elected by
WECC' s six member classes, i.e., sectors, with each sector
entitled to elect four directors. Seven non-affiliated directors

*116 U.S.C. § 8240 (2006).

2 North American Electric Reliability Corp., 116 FERC { 61,062, order
on reh’g and compliance, 117 FERC 61,126 (2006), order on compliance,
118 FERC 161,030, order on compliance, 118 FERC 61,190, order onreh’g,
119 FERC 161,046 (2007).
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are elected by WECC' s members as awhole. One director
may be elected from WECC' s Mexican delegation. At Board
meetings, a quorum requires the presence of seventeen
directors, including three non-affiliated directors and one
director from each of any four member classes. Board
business calls for an affirmative majority of director votes
when aquorum is present.®?

The Commission concluded:

We find that the WECC bylaws and the representations made in
Exhibit B of the WECC Delegation Agreement satisfy the
governance requirements of FPA section 215 and the pro forma
Exhibit B governance criteria. We also identify modifications to be
addressed by NERC and WECC. The WECC Board will be
independent because it will be comprised of directors chosen from
al industry segments, with no two sectors able to control avote. No
single sector will be able to veto a measure, given WECC’ s quorum
and voting protocols. Assuch, WECC's Board composition and
voting protocols are designed to ensure that WECC will be
independent of industry sectors and be governed by an appropriate
balance of unaffiliated directors and stakeholder interests.”

D. Organizational Structure

As noted above, WECC is governed by a Board comprised of 32 directors,
24 of which are Member Class Directors selected by members of their respective
class, along with seven non-affiliated directors elected by the members as awhole
and one director from Mexico. The Board conducts its regularly scheduled
meetings on a quarterly basis.

To assist the Board in its administration, WECC has three standing member
committees. Each standing committee deals with a particular WECC activity area
and makes recommendations to the Board regarding those activities. The Planning
Coordination Committee deals with issues related to generation and load balance,

3 Delegation Agreements Order at P 446.

* Delegation Agreements Order at P 452.
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and the adequacy of the infrastructure of the Bulk-Power System (BPS). The
Operating Committee considers the operation and security of the BPS. The
Market Interface Committee considers the impact of reliability standards and
practices of commercial electricity markets on the reliability of the BPS.

On April 30, 2009, the WECC Board approved the creation of the
Compliance Committee, which is intended to provide more effective oversight of
the CMEP. Therole of thisnewly created committee will be discussed in greater
detail later in this audit report.

WECC' s complex RE structure demonstrates the expansive duties that were
appended to the scope of the activities that are funded pursuant to section 215
under the RDA. These include the RC function (alarge division within WECC' s
operations), a large planning department to deal with the expanded transmission
study duties, and additional training staff to incorporate the extended operations
training provided by WECC.

The complexity and diversity of activitiesin which WECC is engaged
presents challenges in administration. When the scope of activitiesis coupled
with aBoard the size of WECC's (i.e., 32 directors), the challenges become even
more difficult. When the fact that the Board only meets quarterly is considered,
the administrative challenges become even more severe.

E. Summary of Compliance Findings

Audit staff’ s concerns are summarized below. A detailed discussion of the
audit concernsisincluded in section Il of thisreport. Audit staff found five areas
of concern:

« WECC’'s Accounting Practices

The Audit staff found alack of specificity in the accounting practices of
WECC. Thislack of specificity makesit difficult to determine if appropriate
costs are being funded under section 215. In addition, WECC' s record keeping
for employee tasks does not allow costs to be adequately identified to
determine the appropriateness for funding under section 215. Finally, Audit
staff is concerned with WECC' s potential handling of grant money under
section 215 funding.
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F.

« WECC's Assumption of the I nter change Authority Function

Audit staff has concerns regarding WECC' s registration as the |A for the
Western Interconnection without prior Commission review and approval of the
registration. Performance of the A function is not included in WECC' s RDA,
and WECC has not sought Commission approval for either the performance of
thisreliability function within its statutory duties, or statutory funding for the
|A function.

« WECC's Compliance Committee

Audit staff has concerns about WECC' s creation of the WECC Compliance
Committee (WCC). Audit staff has concerns that the WCC may reduce the
independence of the RE’s performance of its CMEP activities and that
confidential CMEP information may be inappropriately disclosed. If WECC
desires to create more effective oversight for the CMEP, it needs to better
ensure independence of the CMEP function and protection of the
confidentiality of the CMEP data.

« WECC'sMitigation Backlog Reduction Plan

Audit staff believes that issues remain from the plan WECC devel oped and
implemented to reduce its compliance mitigation backlog during the summer
of 2008. Although WECC terminated the backlog reduction plan upon
receiving an unfavorable opinion from NERC, WECC needs to address the
potential problems that resulted from itsinitial implementation of the plan.

e Procedures and Protocolsfor Reporting | nappropriate
Communications

WECC does not have a procedure to address inappropriate communication
between WECC staff and the registered entities. WECC' s hybrid Board
structure presents increased risks of inappropriate communication between
Board members and WECC staff during CMEP activities.

Recommendations

To ensure WECC is correctly accounting for statutory and non-statutory

activities, Audit staff recommends that WECC perform the following actions:
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* |dentify how WECC intends to segregate grant money received for
statutorily funded tasks being performed by WECC and funded under
section 215;

» Segregate the costs of performing the IA function from section 215 funds
unless, and until, FERC has approved these costs for section 215 recovery;

* Provideadetalled list of all activities performed by WECC that are not
specifically included as statutory or non-statutory activitiesin the RDA
Exhibit E, including details of any expansion of previously approved
functions;

* Reviseits existing accounting system to properly classify and track
statutory and non-statutory activities, and funding for these activities; and

* Adopt commonly accepted policies and procedures used to track actual
expenditures for shared service costs, overhead costs, WECC RE staff
hours, and associated costs for statutory and non-statutory functions.

Aslong as WECC isregistered to perform the | A function, the Audit staff
recommends that WECC:

» Submit arevised Exhibit E of the NERC-WECC RDA to the Commission
requesting areview of whether WECC' s performance of the |A function is
a statutory function.

Regarding the WCC, Audit staff recommends that WECC:
* Revisethe WCC charter to ensure independence of the CMEP function;
* Revisethe WCC charter to ensure the confidentiality of CMEP data;

e Submit to the Audit staff for its review the Board-approved WCC charter
along with details of how the WCC relates to RDA activities to ensure the
independence and confidentiality of the CMEP;

* Provide awritten narrative explaining how WECC intends to maintain or
enhance the independence and confidentiality of the CMEP when
considering any proposed changes to the WCC charter, including a process
whereby WECC will inform the Commission of such impacts; and
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» Develop aprocedure to prevent the disclosure of confidential information.
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Regarding WECC' s backlog reduction plan, Audit staff recommends that

WECC:

Work with NERC and the Commission to develop and implement plans to
properly quantify and address WECC' s current caseload, and work towards
preventing future backlogs; and

Contact the registered entities which had completed mitigation plans which
were accepted under the initial backlog reduction plan, and inconsistent
with WECC’s CMEP and inform these entities that the violation period will
start from the date of the original self-report or June 18, 2007, whichever is
later, if the entity is later found to still be out of compliance.

Regarding procedures and protocols for reporting inappropriate

communications, Audit staff recommends that WECC:

Develop and enact a procedure for WECC employeesto follow if they
believe they have been inappropriately contacted by any member of WECC
that would apply, unless and until, WECC oversight of the CMEP process
Is conducted by non-affiliated parties;

Implement aformal plan to address the performance of CMEP actionsto
avoid undue influence when a WECC Board member isa participant in an
action, or, in the alternative,

Enforce a mandatory recusal process for affiliated Board members who
would otherwise participate in CMEP actions involving their employers,
and

Present the plans and processes to avoid actual or perceived conflict of
interests to the Commission Audit staff for itsreview.

10
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G. Compliance and | mplementation of Recommendations

WECC should design a compliance plan that includes procedures to
implement the exception-specific recommendations that are described in this
report. The plan should be submitted to Audit staff for review within 60 days
from the date of issuance of the final report in this docket. Thereafter, WECC
must make non-public quarterly submissions in Docket No. PA09-5-000 to Audit
staff detailing its progress in implementing the corrective actions set forth in this
report until al the corrective actions are completed. The submissions should be
made not later than 30 days after the end of each calendar quarter, beginning with
the first quarter after the submission of the compliance plan, and continuing until
WECC completes all the recommended corrective actions.

11
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Il. Introduction

A. Objectives

The purpose of thisaudit isto address WECC' sresponsibilities as a
Regional Entity (RE) and the RE’ s independence from the function of the RC and
the lA. The audit’s overall objectives are to determine whether WECC complies
with (1) the RDA between NERC and WECC, (2) the WECC bylaws, and (3)
other Commission-approved obligations and responsibilities.

B. Scope and M ethodology

Audit staff reviewed and observed practices, procedures, and controls, as
well as analyzed selected data and documents to review whether WECC complied
with requirementsin (1) the delegation agreement between NERC and WECC, (2)
WECC bylaws, and (3) other Commission-approved obligations and
responsibilities. Audit staff completed the following steps to ensure a thorough
and coordinated review was conducted:

* Used publicly available information and resources to obtain a baseline
understanding of WECC' s organizational structure and relationship with
the RC, registered entities, NERC, and other organizations that impose
Independent functioning concerns as they relate to the RDA, bylaws, and
other obligations and responsibilities approved by the Commission.
Further, Audit staff gathered and reviewed information and data that could
support the independent functioning of WECC (e.g., budgets, annual
reports, presentations, and reported news, etc.);

* Reviewed e-Library for filings and Commission orders involving WECC,
» Reviewed Enforcement Hotline for complaints made against WECC,

* Reviewed financia information providing budgetary and actual costs
incurred by the RE (e.g., annual reports, yearly budgets, etc.);

* Reviewed relevant public and member-only access web sites to research

information relevant to audit objectives (e.g., the web sites of WECC,
NERC and the Commission);

12
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Monitored local newspapers, trade media, and academic journals to identify
significant developments that arose during the audit period,;

Issued a commencement |etter initiating the audit followed up by an
opening conference to introduce Audit staff, meet WECC' s senior
management, provide an overview of the audit, and answer questions
WECC may have about the audit;

Conducted on-site visits to observe and learn about WECC business
practices and procedures, and internal controls related to audit objectives.
During the site visit, conducted interviews of the following:

Chief Executive Officer;

Chief Operating Officer;

Members of the Board of Directors including the Chairman;
Genera Counsel;

Vice President of Compliance;

Director of Operations;

Managing Director of Reliability Coordination;
Director of Standards;

Managing Director of Compliance;

Managing Director of Planning and Standards;
Controller;

Director of Market — Operations Interface; and
Manager of Compliance Administration.

O O0OO0OO0OO0O0OO0OO0OO0OO0OO0OO0o0OOo

Collected documentation (e.g., data, written procedures, invoices, email,
voice recordings) through written data requests to perform technical
analyses, as well as to support findings of compliance/non-compliance with
audit objectives;

Reviewed the actions of the RE, RC, and NERC in dealing with a major
reliability event to assess the role(s) played and compliance with stated
practices, procedures, and controls,

Conducted telephone interviews throughout the course of the audit to
clarify and understand WECC practices, procedures, and controls relevant
to the audit. Also, used interviews to corroborate evidence already gathered
through other means; and

Reviewed approximately 100GB of WECC staff emails.

13
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Specifically, Audit staff:

Accounting of Non-statutory Activities

Interviewed WECC's Controller;
Interviewed Director of WREGIS;
Reviewed current, past, and draft budgets;

Reviewed charters and meeting minutes of WECC member committees;
and

Reviewed Commission orders addressing WECC' s functions.

Assumption of the I nter change Authority Function

Reviewed correspondence between WECC and NERC related to the
registration of WECC asthe |A for the Western Interconnection;

Reviewed contracts between WECC and Balancing Authorities;
Reviewed WECC' s budget for costs related to the IA function; and

Reviewed WECC staff email to understand the process used to determine
how WECC chose to register asthe IA.

Creation of the WECC Compliance Committee

Reviewed minutes of WECC Board and committee meetings,

Reviewed draft and Board approved charters as well as meeting minutes for
the WCC;

Interviewed WECC management and WECC Board membersinvolved in
the formation of the WCC; and

Reviewed emails of WECC staff for any inappropriate contact with
registered entities.

14
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Backlog Reduction Plans

Reviewed WECC staff emails dealing with development of the plans,
internal deliberations, and correspondence with NERC staff;

Interviewed WECC staff involved in the development of the backlog
reduction plans,

Obtained and reviewed copies of completed mitigation plans accepted
using the backlog reduction plans; and

Reviewed correspondence between WECC and NERC relating to WECC's
backlog reduction plans.

Proceduresto Address | nappr opriate Communication

Interviewed WECC staff to identify risk areas of inappropriate
communication;

Reviewed Governance and Nominating Committee meeting minutes to
determine the progress of WECC' s plan to address inappropriate
communication; and

Reviewed emails to determine the flow of confidential CMEP information
within WECC.

15
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[11. Findings and Recommendations

A. WECC’'s Accounting for Section 215 Funding

Audit staff found the following deficiencies in WECC' s accounting
practices in support of its section 215 funded activities under the RDA:

WECC did not adequately segregate monies in its books and records
received for statutory and non-statutory functions. For example,
WECC did not segregate monies associated with the IA function from
statutory functions;

Although the Commission did not approve WECC' s performance as an
|A as astatutory function, WECC used statutory monies to pay its
employees for time and expenses associated with carrying out the |A
function;

The ability to fund the costs associated with the |A function that
WECC is carrying out is not clearly specified Exhibit E to the RDA.
In addition, Audit staff has concerns that WECC may be including
funding for other functions and activities that WECC may consider
statutory, but for which WECC has not yet received Commission
approval for such treatment; and

Costs for the Western Renewable Generation Information System
(WREGIS), an acknowledged non-statutory activity, were not
accurately tracked to prevent cross-subsidies from occurring.

Pertinent Guidance

The Commission rejected “as inconsistent with FPA section 215, WECC's

proposal to assess members for the costs of non-statutory activities.

145

The Commission also found that it “would be improper to require interested
stakeholders to fund other activities as a condition to their membership in WECC.
WECC may collect funds through other means (such as user fees), or may charge
special membership fees to those who either choose or are required to participate

> Delegation Agreements Order at P 458.

16
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in non-FPA section 215 activities, however, it may not require contributions from
those who do not.”*®

Provision 5, Non-Statutory Activities, of Exhibit E to the WECC-NERC
Delegation Agreement provides that:

WECC will maintain accounts for funding and expenses associated
with al non-statutory activities that are separate from the funding
and expenses associated with statutory activities. Currently, the only
non-statutory activity relates to the Western Renewable Generation
Information System (“WREGIS"), a system to identify and track
renewable energy credits. WECC maintains separate accounts for
the funding and expenses of WREGIS, and the program is currently
funded through the California Energy Commission. WECC agrees
that no costs of non-statutory activities are to be included in the
calculation of WECC' s dues, fees, and other charges for its activities
pursuant to this Agreement. Instead, as provided in Bylaws section
12.3, any feesto fund non-statutory activities are voluntary and not a
condition for membership.

Background

The concerns of the Audit staff on thisissue fall into two major areas. The
first concern relates specifically to recent Federal grant monies WECC applied for,
and expects to receive, for member-service activities that appear to be beyond the
scope of approved statutory funding. Audit staff believes that proper accounting
policies and procedures need to be put into place to segregate the costs for these
member-service activities funded by the grants from the costs for those activities
that have received Commission approval to be included under section 215 funding.
For these reasons Audit staff believes that WECC needs to conduct a thorough,
detailed breakdown of all of its activities to properly identify and fund both its
statutory and non-statutory activities.

The second concern relates to the transparency of activities that WECC
performs on behalf of its members (i.e., member-service functions) that go beyond
the specific activities that the Commission has approved for statutory funding
purposes. Aswill be discussed in more detail under Findings, section B of this

4 1d. at P 459.

17
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Audit Report, the issue of WECC performing the IA function fallsinto this
category. Audit staff is concerned with the lack of specificity in identifying such
activitiesin Exhibit E to the RDA, aswell asin the budgets presented to the
Commission.

The Commission allowed WECC to charge user fees to those members who
either choose, or are required, to participate in non-section 215 activities. Audit
staff determined that WECC has construed this permission to allow it to charge
user feesfor such activities as specialized training (i.e., operator training beyond
the normal training offered to all members under the RDA), but not to require
conducting any true-up accounting to ensure that any cross-subsidies are not
occurring. Audit staff is concerned that WECC has applied the Commission’s
authorization to include some specifically identified non-FPA section 215
activities (i.e., non-statutory activities) too broadly and may result in member-
service activities receiving section 215 treatment without appropriate Commission
approval.

Although WECC is now implementing an accounting system that uses the
NERC system of accounts, at the time the audit commenced, WECC did not
segregate accounts pursuant to that system. However, WECC performed a
trandation of its accounting codes into NERC’ s system of accounts for budget
filings.

Federal Grant Monies

WECC has submitted proposals in response to two separate Funding
Opportunity Announcements (FOA) issued by the Department of Energy (DOE).
The America Recovery and Reinvestment Act of 2009 (ARRA) directed the DOE
to facilitate interconnection-wide transmission analysis and planning. WECC,
thinking it was in the best position to respond in the Western Interconnection,
formed a Transmission Expansion Policy and Planning Committee (TEPPC) task
forcein March 2009 in anticipation of the FOAs. After the first FOA was
announced, the TEPPC task force prepared a white paper for review by the WECC
Board of Directors. After presentation of TEPPC' s proposal, WECC' s Board
approved authority for WECC to apply for funding from the DOE for transmission
expansion planning. WECC submitted its proposal to the DOE on August 13,
2009, and announced on December 18, 2009, that WECC was awarded $14.5
million in funding.

WECC views the proposal as a meansto:
» Expand the capability of planning processesin the West;

18
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» Extend the current TEPPC processes,

* Improve coordination of sub regional groups and WECC planning
processes,

* Provideinput to other critical processes (siting, rating, cost allocation);
and

» Keep decision authority over transmission planning with TEPPC and
WECC.

WECC' s proposal provided a breakdown of possible budgets for the groups
that will be responsible for the transmission planning studies. For the duration of
the funding available through the DOE, WECC' s budget related to the FOA was
forecasted to be $6,146,800; the budget for Sub-regiona Planning Groups would
be $2,140,000; the budget for Scenario Planning Steering Group would be
$2,833,600; the budget for Non-Governmental Organizations would be
$2,452,800; the budget for the Western Region University budget would be
$2,601,000; and the budget for the Western I nterconnection Resource Planner
Forum would be $160,000. WECC stated in its proposal that it intends to
“designate a full-time administrator to manage the day-to-day operations of
activities funded by the FOA.” WECC aso stated in its proposal that it “will use a
Government Accounting Office (GAO) approved accounting firm to manage the
disbursement of all funds.” The FOA specifies that deliverables from the funding
are due in June 2011 and June 2013. The funding ceases after 2013.

Audit staff has questions regarding how the tracking of costs and payments
for the expansion in transmission planning activities will be segregated from the
costs of Commission-approved activities included in WECC' s RDA. Currently,
the costs for the TEPPC activities are included in WECC' s RDA as a part of its
Reliability Assessment and Performance Analysis responsibilities. Further, Audit
staff has concerns about whether the funds will be separated from current activities
being performed by WECC through its TEPPC. Specifically, Audit staff questions
the treatment of funds allocated to WECC as section 215 funding and how funding
for the audits of the DOE funds and the administrator of the fundswill be
allocated.

The second FOA issued by the DOE relates to the Western Interconnection
Synchrophasor Project (WISP). WECC announced on October 27, 2009, that it
received funding for this project. The project involves the commitment of
$53,888,000 by entities in the Western Interconnection to be matched by the DOE
FOA to facilitate investment in “ Smart Grid” technologies. Thetotal estimated
spending would be $107,776,000 and includes the following entitiesin the
Western Interconnection in addition to WECC: Bonneville Power Administration,
Cdifornial SO/California Energy Commission/Electric Power Group, Idaho

19
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Power Corporation, NV Energy, Southern California Edison, and Salt River
Project. Asstated in DOE’s second FOA, the goals of WISP include large-scale
outage avoidance, increased transmission use, increased use of intermittent
renewabl e generation, reduced capacity firming costs for intermittent generation
and improved cyber security. The project isintended to enhance the situational
awareness of WECC' s Reliability Coordination Offices. WECC'srole asthe RC
has been approved in the RDA, but Audit staff has concerns about the accounting
for the WISP grant funds that are similar to its concerns about WECC's
application for funds for transmission expansion planning as detailed above.

WECC Accounting Treatment of the | A Activities

Despite WECC' s initial assertions to Audit staff that WREGIS is the only
non-statutory activity WECC performs, the Audit staff’s analysis revealed that
WECC has expressed internal concerns regarding how the 1A function
would/should be funded (i.e., whether it qualified for statutory funding). WECC's
CEOQ indicated (in the minutes of the October 2008 Operating Committee meeting)
that she believed that funding for the primary tool needed to perform the A
function, the WECC Interchange Tool (WIT), may not be afunding issue for
2009, but could be for 2010. Further, a position paper, identified in an email sent
among WECC management on October 31, 2008, addressed the question of
whether the A function if performed by the WECC Reliability Coordinator
(WECC RC) would be covered by section 215 funding. The document noted that
it isimpossible for WECC to know the likelihood of the I A function being covered
by section 215 funding, observing that FERC had been reluctant to designate the
RC function as a statutory activity to be funded through the WECC and NERC
budgets pursuant to FPA section 215, and that resistance to funding for the 1A
function isto be expected. Another |etter exchanged among WECC management
in early October 2008 indicated that WECC intended to move funding for the 1A
function from section 215 to the Balancing Authorities (BAs) in 2010, but that it
could happen sooner if NERC or FERC take regulatory action.

During the Audit staff site visit to WECC in June 2009, interviews were
conducted to determine whether WECC accurately accounts for the 1A function.
WECC's CEO said that WECC intends to continue treating the A function as
statutory, and that the amount was small compared to WECC' s budget and only
requires the equivalent labor of half afull-time equivalent employee. However,
WECC' s accounting system did not reflect the allocation of time spent on this
function.

20
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WREGI S Accounting | ssues

Audit staff also has concerns regarding the process by which WECC
accounts for resources dedicated to non-statutory functions. WECC contends that
its only non-statutory activity is WREGIS, its system to identify and track
renewable energy credits.*” Audit staff reviewed the accounting treatment for
WREGIS and believes the current accounting methodology for WREGIS, whichis
based upon rough estimates, could be refined without significant costs. The
current allocation of overhead costs of WECC to WREGI S should be subject to
periodic review and true-up to avoid any cross-subsidies. Prior to the
commencement of the audit, WECC did not have an accounting system that could
be used for this purpose. WECC' s Bylaws in Exhibit E state that WECC shall
follow NERC' s prescribed system of accounts; however, WECC staff indicated
during the Audit staff’s January 2009 site visit that WECC' s current process was
not consistent with the NERC accounting process. On December 10, 2009 WECC
notified Audit staff that WECC has recently put a more accurate accounting
system in place. The new system, which is also used by NERC and several other
REs, had a go-live date of July 1, 2009.

The Audit staff has concerns regarding the funding of amyriad of WECC's
activities on behalf of its members, including whether WECC will put into place
accounting policies and procedures that allow WECC to identify the costs of each
of these new or expanded activities, and ensure that the costs and grant funding are
properly allocated between statutory and non-statutory activities. Unless and until
the RDA is modified by the Commission to identify costs and funding for new or
expanded activities as statutory, WECC should have policies and procedures to
ensure that the section 215 funding mechanism does not include any non-statutory
activities and that there are not any cross-subsidies.

Recommendation

We recommend that WECC:

1. |dentify how WECC intends to segregate grant money received for
statutorily funded tasks being performed by WECC and funded
under section 215;

“" WREGIS is currently funded by the California Energy Commission.
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2. Segregate the costs of performing the IA function from section 215
funding unless, and until, FERC has approved these costs for section
215 recovery;

3. Provide adetailed list of all activities performed by WECC that are
not specifically included as statutory or non-statutory activitiesin the
RDA Exhibit E, including details of any expansion of previously
approved functions;

4, Revise its existing accounting system to properly classify and track
statutory and non-statutory activities, and funding for these
activities; and

5. Adopt commonly accepted policies and procedures used to track
actual expenditures for shared service costs, overhead costs, WECC
RE staff hours, and associated costs for statutory and non-statutory
functions.

22
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B. WECC’s Assumption of the | nter change Authority Function

WECC assumed the | A function as a statutory function without
Commission approval.

Pertinent Guidance

In Order No. 672, the Commission stated that: “section 215 of the FPA
provides for federal authorization of funding limited to the development of
Reliability Standards and their enforcement, and monitoring the reliability of the
Bulk-Power System. However, the ERO or a Regional Entity is not precluded
from pursuing other activities, funded from other sources.” **

The ERO Certification Order requires that a Regional Entity engaged in
non-statutory activities list these activities in Exhibit E of its Delegation
Agreement.”® Asthe Commission explained in the Delegation Agreements Order:
“Theidentification of non-statutory activities performed by a Regional Entity is
necessary to ensure that such activities do not compromise the Regional Entity’s
oversight role or independence or present a conflict of interest regarding its
oversight of transmission operators.” >

In Order No. 672-A, the Commission found that the ERO can collect a
Commission-approved assessment of dues, fees or charges for al activities
performed pursuant to section 215 of the FPA.>* The Commission also stated that
it will consider what a permissible statutory activity is when shown a specific
proposal.>2

8 Rules Concerning Certification of the Electric Reliability Organization;
and Procedures for the Establishment, Approval, and Enforcement of Electric
Reliability Sandards, Order No. 672, FERC Stats. & Regs. 131,204 at P 202,
order onreh’'g, Order No. 672-A, FERC Stats. & Regs. 1 31,212 (2006).

¥ North American Electric Reliability Corporation, 116 FERC 1 61,062, at
P 173 and P 184 (2006), order on reh’g and compliance, 117 FERC 61,126
(2006).

*0 Delegation Agreements Order at P 532.
> Order No. 672-A at P 65.
>21d.

23



20100820- 3026 FERC PDF (Unofficial) 08/20/2010

Western Electricity Coordinating Council PA09-5-000

Background

On July 14, 2008, NERC’ s Manager of Organization, Registration, and
Certification notified the Regional Entity Managers that |nterchange Authority
(1A)® had been added as a Registered Entity function on February 5, 2008.
NERC’s July 14, 2008 letter stated that a software developer (i.e., OATI) had
previously performed the function now designated as the IA function. However,
OATI wasineligible to register asthe | A, because that company was not an owner,
operator, or user of the Bulk-Power System. NERC delegated the responsibility
for identifying the organizations to be registered to the eight Regional Entities. On
September 4, 2008, WECC sent aletter to NERC’ s Vice President and Director of
Compliance requesting an extension to comply with the | A registration timeline.

In this letter, WECC stated that Balancing Authorities (BAS) in the Western
Interconnect are the owners, operators, and users of the Bulk-Power System that
benefit from the OATI tool, but they do not use the tool to perform the A
functions. Further, the BAs do not have direct contractual authority over the |1A
functions OATI performed, and consequently are not involved in the performance
of the IA functions. On the other hand, WECC holds the contract with OATI for
the Western Interconnection and is therefore responsible for the oversight of
OATI’ s performance under the contract. Based upon this fact pattern, WECC
found it difficult to determine what entity(ies) should have final responsibility to
register asthe lA.

On September 18, 2008, NERC denied WECC' srequest for an extension.
NERC response to WECC' s request included, among other things, language from
Order No. 693 where the Commission found there was “sufficient clarity
regarding the nature and responsibilities [for the IA] function for it to be
implemented].]”>* Further, NERC observed that the Commission found in Order

>3 The A function coordinates the requests by Purchasing and Selling
Entities to arrange transmission service reguests by interacting with the Balancing
Authorities and the Transmission Service Providers as well asthe Reliability
Coordinator.

> Mandatory Reliability Standards for the Bulk-Power System, FERC Stats.
& Regs. 131,242, at P 802 (2007) (Order No. 693), order onreh’g, 120 FERC
161,053 (2007) (Order No. 693-A).
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No. 693 that “withholding approval of INT Reliability Standards pending further
clarification on this matter would create an unnecessary gap in the coverage of the
Reliability Standards that potentially could threaten the reliability of the Bulk-
Power System.” >

NERC dismissed WECC' s claim that an extension of time would not
damage reliability due to OATI’ s handling of 1A-required functions on the ground
that the OATI software is only one tool used by the BAsfor performing IA tasks.
NERC said if OATI software were unavailable, the BAs could still perform 1A
functions manually. Also, since OATI isnot aregistered entity, no registered
entity would be accountable as an A within WECC during an extension of time.
NERC told WECC that if it did not receive IA registration documents within 30
days of the date of the letter (September 18, 2008), NERC would begin registering
the appropriate entities in the WECC region as IAS.

On October 6, 2008, WECC sent NERC another request for an extension of
time to register one or more entities asthe | A in the Western Interconnect.
WECC' s Board of Directors met and decided that WECC would register asthe A
and execute agreements with BAs governing the relationship between WECC and
the BAsasto the | A function. On October 13, 2008, NERC approved WECC's
request for an extension of time, provided that WECC diligently complete
contracts between WECC and the BAs in the Western Interconnection, submit a
registration for WECC asthe |A when the first agreement is completed, submit
notices of any BAs that choose not to sign an |A agreement with WECC, and send
updates to NERC on the first days of November and December of 2008.

In November and December 2008, WECC executed contracts with 32 of
the 33 BAsin the WECC region. The remaining contract was executed in
February 2009. WECC began functioning as the |A for the Western Interconnect
on December 9, 2008. In a January 16, 2009 letter from NERC, NERC informed
WECC that it was listed in the NERC Compliance Registry as the |A within the
WECC footprint and had assumed compliance responsibility for the BAswith
whom WECC signed contracts.

Audit staff has concerns about WECC' sregistration asthe IA. The
Commission granted WECC authority to perform the functions delegated to it as
stated inits RDA with NERC. In addition, the Commission provided express

>d.
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exceptionsto allow recovery of additional costs for specific programs listed in
Exhibit E to the RDA. ThelA function was neither listed in that exhibit asfiled,
nor had WECC sought to amend the RDA to include this activity as a statutory
activity or to identify it as a non-statutory activity. Therefore, it isimproper for
WECKC to be performing the IA function as a statutory activity and to recover its
costs for performing this function under section 215, absent explicit approval by
the Commission.

Recommendation

We recommend that WECC:
6. Submit arevised Exhibit E of the NERC-WECC RDA to the

Commission requesting areview of whether WECC' s performance
of the A function is a statutory function.
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C. WECC’'s Compliance Committee

During the audit period, the structure of the WECC Compliance Committee

(WCC) did not provide sufficient safeguards to ensure the independence of
WECC'’s compliance program and the protection of confidential compliance
information against improper disclosure. WECC did not seek guidance from the
Commission on this issue, despite the concerns the Commission previously raised
regarding compliance committees.

Pertinent Guidance

that:

Section 403.1, Independence, of the NERC Rules of Procedure provides

Each regional entity’ s governance of its compliance
enforcement program shall exhibit independence, meaning
the compliance enforcement program shall be organized so
that its compliance monitoring and enforcement activities
are carried out separately from other activities of the
regional entity. The program shall not be unduly influenced
by the bulk power system owners, operators, and users being
monitored or other regional entity activities that are required
to meet the reliability standards.

Section 403.6.2 of the NERC Rules of Procedure states:

Regional entity compliance enforcement program staff shall
have the authority and responsibility to investigate, audit
(with the input of industry experts or regional members),
make initial determinations of compliance or
noncompliance, and levy penalties and sanctions without
interference or undue influence from regional entity
members and their representatives or other industry entities.
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Section 6.12 of the WECC bylaws provides that the Board can
delegate authority to the Chief Executive Officer or any Board committee
through a resolution.*

Sections F and G of the Committee Composition and Governance,
Membership section of the WCC charter state:

F. To alow Committee members to receive confidential information
related to ongoing compliance cases, each Committee member shall
sign a non-disclosure agreement with WECC that specifies the
member’ s responsibilities with respect to confidential information
and indicates how written confidential materials will be marked for
ease of identification by members of the Committee and disposal of
the materials.

G. Committee members who are employed by or receive
income from Registered Entities which are subject to
enforcement under the CMEP must disclose those

rel ationships to the Committee and update that disclosure
quarterly.

The WCC charter states that:

The purpose of the Committee isto provide Board of Directors
(Board) oversight of the WECC Compliance function under the
delegation agreement from the North American Electricity
Reliability Corporation (NERC). The WECC Compliance
Committee (WCC) assists WECC Compliance staff in carrying out
its responsibilities under the NERC — WECC Delegation Agreement.
WCC has not been created to direct the day to day work of the
WECC Compliance staff but rather to provide WECC Management,
particularly the Vice President of Compliance, the opportunity to
maintain healthy communication with the WECC Board concerning
the challenges and the policy issues that staff must addressin the
implementation of the Compliance Monitoring and Enforcement
Program (CMEP), which is part of the Delegation Agreement.

*® WECC Bylaws section 6.12. See also section 7.7.3 and Appendix A1-
A3.
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This communication between staff and the WCC may include
sharing confidential information with members of the WCC, subject
to agreements requiring those members to maintain the
confidentiality of such information as required by NERC Rules of
Procedure, the Delegation Agreement, or FERC Orders. WECC's
General Counsel ensures that such agreements adequately inform
members of the WCC of their responsibilities regarding the use of
any such information and the length of time that such information
must be kept confidential.

Background

On May 1, 2009, WECC notified Audit staff by telephone that WECC's
Board approved the creation of the WCC as a Board committee. WECC provided
Audit staff with material related to the Board' sinitial action. Upon reviewing the
charter and supporting materials (which included the minutes of relevant
committee meetings), Audit staff expressed to WECC serious concerns about the
impacts that the creation and operation of this committee might have upon
independence of the WECC compliance staff and the disclosure of confidential
CMEP information to inappropriate parties.

According to the WCC charter, the WCC is composed of seven members,
all of which are members of the WECC Board of Directors. The WCC charter
states that the ideal mix of representation on the WCC would be: two members
who are Non-Affiliated Directors, one each from the three Electric Line of
Business Classes (i.e., classes 1, 2, and 3), and one each from the End-User
representatives and the State or Provinces. However, the WCC charter clearly
indicates that this representation “is a guideline rather than arequirement.” The
chair and the Vice Chair of the Compliance Hearing Body are ex officio members.
The charter for the WECC Compliance Hearing Body indicates that the Chair and
the Vice Chair could be either non-affiliated Board members or Board members
that are affiliated with membersin the electric line of business. Currently the
WCC Chair is a State regulator and the Vice Chair is arepresentative from a
public utility district (i.e., an affiliated member). However, the affiliations of
these positions are not fixed.

During the April 2009 WECC Board of Directors meeting, when the WCC
charter was approved, there was discussion as to how the WCC should address
NERC' s desire for compliance functions to report to independent directors.
However, it is unclear how the WCC charter is consistent with section 403 of the
NERC Rules of Procedure. As mentioned below, this concern prompted at |east
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one WECC Board member to vote against the creation of the WCC in its present
form.

Audit staff acknowledges that this committee composition may hold some
potential for oversight of CMEP activities by a more independent body. However,
Audit staff maintains that its concerns regarding the current structure need to be
addressed.

After itsinitial review of materials provided by WECC, Audit staff
conducted a conference call with WECC to disclose its concerns in the following
areas.

* A non-affiliated WECC Board member led a discussion during the
February 2009 meeting of the Governance and Nominating Committee
(GNC) in which he presented the registered members' case for the creation
of a Compliance Committee. The justification was to address the concerns
of registered entities in the Western Interconnection. In particular these
registered entities wanted:

0 A greater control over the Reliability Standard Audit Worksheets used in
the compliance audits;

0 Anincreased role in the interpretation of reliability standards when
assessing compliance findings; and

0 A lessening of confidentiality in the CMEP program.

*  The minutes of the March 2009 GNC meeting reiterated some of these
same concerns, stressing the perceived need for less confidentiality and the
other aforementioned registered entity concerns. In addition, the minutes
raised issues of the authority that the proposed Compliance Committee
would have to resolve “disagreements’ and “interpretations’ between the
proposed Committee and the WECC RE staff responsible for the CMEP.

» The WECC CEO counseled to defer the creation of the committee until
“the completion of FERC' s audits of TRE and SPP.” However, the reasons
for such deferral were not provided in the minutes.

In response to arequest by the Audit staff regarding the need, or
appropriateness, for WECC to consult NERC or FERC for guidance prior to
creating this new committee, WECC replied:

WECC is not aware of aneed to seek approval of agovernance
committee that does not alter the terms of the delegation agreement.
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The WECC Board is the governing authority for WECC and
responsible for the implementation of the Delegation Agreement.
The WECC Compliance Committee (WCC) was not created to direct
the day to day work of the Compliance Staff. The WCC was created
to provide better communication between Compliance Staff and the
Board on challenges and policy issues related to the implementation
of the Compliance Monitoring and Enforcement Program (CMEP).
The WCC will monitor Compliance Staff’ s performance relative to
the expectations outlined in the CMEP, provide policy guidance and
assistance to the Regulatory Subcommittee regarding comments to
NERC and FERC, and make recommendations to the Board, as
necessary. All of these activities are related to the Board' s current
responsibilities under the Delegation Agreement.

WECC' sresponse did not adequately address Audit staff’s concerns.
WECC did not address the issue of registered entities' desire for direct
involvement in the CM EP process, clearly expressed in the GNC meeting minutes.
Nor was the issue of possible disclosure of confidential CMEP data mentioned.
The explanation of the manner in which the WCC will “monitor” the CMEP was
vague. Further, WECC responded that “monitoring” was anticipated to require as-
yet unspecified, conflict of interest procedures for WCC members that are
currently not required of other Board members. Thus, it appears that while
“current responsibilities’ may stay constant, the manner in which the
responsibilities are exercised may be significantly altered, with consequent
Impacts upon independence concerns.

In a conference call with WECC, Audit staff stressed its concerns related to
the need for WECC to maintain its independence from the registered entities while
performing its functions as NERC'’ s agent under its RDA. Audit staff pointed to
the GNC February and March 2009 meeting minutes with the clear statements that
the WCC was intended to satisfy the goals of the registered entities with respect to
the WECC compliance program as posing, at the very least, athreat to its
Independence from the registered entities within WECC' s footprint. Audit staff
pointed WECC to the Commission’s concern regarding the involvement of the
FRCC stakeholder Compliance Committee in the activities of the FRCC
compliance staff.>” Audit staff discussed the process by which the Commission
has sought to reduce the role of, and ultimately seek the elimination of, the FRCC

> Second Delegation Agreements Order at P 252.
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Compliance Committee' s review of compliance staff’sfindings.® These
directives were intended to bring the FRCC CMEP into a position of greater
independence from the registered entity stakeholders. Unlike the FRCC
stakeholder Compliance Committee, the WCC is composed of WECC board
members. Nonetheless, Audit staff indicated that the current charter of the WCC
may lack sufficient measures to protect against the problems of WECC
compliance staff’ s independence of the RE and confidentiality of CMEP
information.

A subsequent site visit by Audit staff revealed that the manner in which
WCC will perform its dutiesis aconcept in flux. At times, WECC portrayed the
WCC as merely ahigh-level advisory body, with a smaller number of members
than the Board and therefore capable of meeting more frequently than the Board.
However, at other times WECC presented the WCC as having a more expansive
purpose, enhanced authority, and access to confidential information.

A WECC presentation made to Audit staff during the second site visit and
interviews with WECC Board members and RE staff members, revealed several
areas of concern:

» A Board member relayed concerns that the RE had acted on NERC-
related matters without the pre-approval of the members. The Board
member further elucidated his concerns by stating that such
independence needed to be curbed. The Board member indicated that
members felt the RE did not seek sufficient input or approval before
submitting materialsto NERC. The Board member viewed WCC as a
means of achieving these ends.

» Another Board member expressed concern that segments of the
registered entities desired to “punish” the compliance staff for not
adequately “pushing back” against NERC directives. He stated that
this desire motivated registered entities to seek the establishment of the
WCC.

These perceptionsillustrate a significant desire by some registered entity
members to limit the ability of the WECC RE from exercising a strongly
independent CMEP program. Consequently, Audit staff inquired whether WECC
had sufficient safeguards. In response to these concerns, WECC' s general counsel

%8 d.
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stated that its bylaws prohibit a committee from acting independently of the
Board. However, WECC's bylawsin section 6.12 demonstrate that it is possible
for the WCC to have specifically delegated authority granted it to act
autonomously from the Board. The WCC charter itself indicates the same
potential transfer of authority. The Purpose/Responsibilities section of the WCC
charter concludes with the summary provision that the WCC can “perform such
other functions as the Board delegates.”

With regard to Audit staff concerns related to the improper disclosure of
confidential CMEP information, the evidence reviewed by Audit staff was
troubling. The relevant language of the WCC charter isambiguous. In particular,
the WCC charter indicates that enhanced confidentiality requirements were being
sought for WCC members. However, the WECC staff was unable to explain to
Audit staff the nature of the confidential data that would be encompassed by the
term “confidential information.” Audit staff expressed concerns that the WCC
might result in the compromise of confidential CMEP data. In fact, the minutes
of the October 21, 2009 WCC meeting reflected that WECC's Managing
Director of Compliance provided an update of settlements approved by NERC.
It is not clear from the minutes whether she presented an overview of these
settlements or discussed the provisions of specific settlements. Nor do these
minutes indicate whether the WCC will be active in overseeing settlements
(something that would be inappropriate given the functions of the WCC). Itis
also not clear whether she divulged confidential information.

The WCC charter contains a disclosure of conflicts provision. However,
other than providing that all members comply with the WECC Standards of
Conduct, the charter does not state what action, if any, may be required to address
area or perceived conflict. Rather section 3(g) of the WCC charter merely states
that “the WCC chair may ask members of the WCC not to participate.” (Emphasis
added.) Whilethe WECC Standards of Conduct provide guidelines for Directors
with real or perceived conflicts of interest, there are no required actions when such
conflicts arise.

Audit staff recognizes that the WCC will be composed of WECC Board
members. However, Audit staff believes that the WECC compliance program
must have independence in fact and independence in appearance. Since some
members of the WCC are, and will be, affiliated with users, owners and operators
of the Bulk-Power System, Audit staff maintains that safeguards to address
Independence concerns are appropriate.
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During the June 2009 site visit, in response to Audit staff questions about
the WCC, the CEO gave verbal assurances that there would be:

* No company-specific compliance information conveyed to the WCC;

* No confidential data conveyed to the WCC that was not already being
conveyed to the full Board; and

» Only advice and no direction provided by the WCC.

However, the language in the Purpose/Responsibilities section of the WCC
charter provides that confidential information, requiring confidentiality
agreements not required by other Board members, will be provided to the WCC.
Furthermore, Audit staff notes of interviews conducted during the same site visit
indicate that at other times the CEO used vague language, shifted her position
severa times, and hedged her commitments. Audit staff has no reason to believe
that the CEO was seeking to dissemble in any manner. Audit staff is of the
opinion that the ambiguity arises due to the as-yet undefined role that the WCC
may eventually play. Nevertheless, Audit staff is unable to reconcile the stated
need to have greater confidentiality protection for information provided to the
WCC than for information provided to the Board with the CEO’ s statement that no
confidential information will be presented to the WCC than is presented to the
WECC Board. Moreover, given the strong sentiments expressed by WECC
membersin the GNC, Audit staff believes it isimportant to make strong and clear
statements in the charter to maintain CM EP independence and to protect
confidential data.

While on asite visit to WECC in June 2009, Audit staff discovered in an
interview with an independent member of WECC' s Board of Directors that (i) the
Board’' s vote to create the WCC was extremely close and (i) that all Class 1
members (i.e., large transmission system owners) voted against the formation of
the WCC. When neither the WECC staff nor the independent Board member
could shed any light on the reasons for the dissent, Audit staff conducted an
independent survey of the Class 1 Board members.

In response to the Audit staff request for information, Audit staff identified
the following areas of concern:

» One Board member voted against the WCC so WECC’ s compliance
staff could have the opportunity to mature and work through its
compliance backlog. He noted that WECC' s compliance staff had
struggled to keep up, but had begun to reduce its backlog. The Board
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member also noted the belief that the WCC would probably be more of
an obstacle than a help.

* A second Board member voted against the WCC due to confusion about
the scope of the WCC. The concern was that the WCC would be
involved in reviewing specific CMEP actions before they were
approved by the WECC Compliance Officer. This Board member voted
against the proposed WCC charter and recommended that the charter
undergo an additional review.

» A third Board member contended that the WCC charter lacked clear
scope and characterized WECC committee structure as difficult at best.
The Board member thought the WCC charter needed to be defined more
clearly and address whether the WCC will have any involvement over
penalties or compliance issues.

» Another Board member expressed two reasons for not supporting the
formation of the WCC at the time it was brought to avote. Thefirst
reason was that the reorganization of the compliance staff at WECC
should be given the opportunity to perform so concerns that led to the
drafting of the WCC charter might make the formation of the WCC
moot. Secondly, the Board member felt that more clarity was needed as
to whether the WCC addressed NERC'’ s desire to have compliance
programs report to independent directors.

Based upon this survey, within WECC'’ s Board there were concerns that the
creation of WCC may involve problems regarding confidentiality of CMEP data,
possible adverse involvement in CMEP activities, and sensitivity to addressing the
WECC compliance program’ s independence in the WCC’ s oversight of the
CMEP. In an effort to address these concerns, WECC had the members of the
WCC execute confidentiality agreements between July 30, 2009 and August 23,
2000.

During phone interviews conducted during the June 2009 site visit, in
response to Audit staff’s expressions of concern in these areas, one Board member
argued that the proposed initial chair of the WCC would be a person above
reproach. Audit staff believes that to trust in the integrity of a person currently
occupying a position of authority, when important structural concerns have not
been addressed, is not a prudent course of action. Therefore, despite the degree of
comfort that the current chair of the WCC may bring, Audit staff believes that
steps must be taken to ensure that the WCC cannot adversely impact the
independence of the CMEP process and the confidentiality of the CMEP data.
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The audit team recogni zes the benefits that having a more manageable
entity provide oversight of the CMEP program would provide. However, in order
to provide such oversight, information may be needed that may raise issues if
shared with users, owners and operators of the Bulk-Power System. Therefore,
adequate measures to ensure independence and confidentiality need to bein place
to alow the WCC to function as an effective oversight entity.

Recommendation

We recommend that WECC:

7. Revise the WCC charter to ensure independence of the CMEP
function;

8. Revise the WCC charter to ensure the confidentiality of CMEP data;

9. Submit the Board-approved WCC charter along with details of how
the WCC relatesto RDA activities to ensure the independence and
confidentiality of the CMEP to the Audit staff for itsreview;

10.  Provide awritten narrative explaining how WECC intendsto
maintain or enhance the independence and confidentiality of the
CMEP when considering any proposed changes to the WCC charter,
including a process whereby WECC will inform the Commission of
such impacts; and

11. Develop aprocedure to prevent the disclosure of confidential

information.
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D. WECC's Backlog Reduction Plan

WECC developed and implemented a plan to reduce its backlog of
mitigation plans during the summer of 2008. This plan was not approved in
advance by NERC. NERC's subsequent review indicated that the plan was not
consistent with its CMEP. Although WECC terminated the plan upon receiving
an unfavorable opinion from NERC, potentia problems that resulted from its
initial implementation have not been addressed.

Pertinent Guidance

In Order No. 693, the Commission provided guidance to NERC and the
industry on determining penalties during the first six month period of mandatory
and enforceable reliability standards (i.e., June 18, 2007 — December 31, 2007):

The Commission believes that the goal should be to ensure
that, at the outset, the ERO and Regional Entities can assess a
monetary penalty in a situation where, for example, an
entity’ s non-compliance puts Bulk-Power System reliability
at risk. Requiring the ERO and Regional Entitiesto focus on
the most serious violations will alow the industry time to
adapt to the new regime while a so protecting Bulk-Power
System reliability by allowing the ERO or a Regional Entity
to take an enforcement action against an entity whose
violation causes a significant disturbance. Our approach
strikes a reasonabl e balance in ensuring that the ERO and
Regional Entities will be able to enforce mandatory
Reliability Standardsin atimely manner, while still allowing
users, owners and operators of the Bulk-Power System time
to acquaint themsel ves with the new requirements and
enforcement program. In addition, our approach ensures that
all users, owners and operators of the Bulk-Power System
take seriously mandatory, enforceable reliability standards at
the earliest opportunity and before the 2007 summer peak
Season.

Order No. 693 at P 224. Nonetheless, WECC' s processing of violations during the
first six months of mandatory and enforceable reliability standards was not timely.
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NERC itself acknowledges that the backlog of alleged reliability standard
violations to be processed remains problematic.>

WECC’'s CMEP section 6.3, Timetable for Completion of Mitigation Plans,
provides in pertinent part that:

If the Mitigation Plan extends beyond the next applicable
reporting/assessment period, sanctions for any violation occurring
during the implementation period will be held in abeyance and will
be waived if the Mitigation Plan is satisfactorily completed.

Background

A letter to NERC dated November 20, 2008 from the then-Vice President
of Compliance (VPC) at WECC states that WECC had 3,359 pre-June 18, 2007
violations and 1,557 post-June 18, 2007 violations. Audit staff had aMarch 24,
2009 tel ephone conversation with the former VPC in which he stated that the
backlog resulted from WECC' s extremely effective outreach program to the
registered entities before the reliability standards became mandatory in the
United States. Many entities made self-reports of possible violationsto WECC
and submitted mitigation plans under which they would take steps to come into
compliance. Asaresult of the significant backlog, the former VPC stated that
WECC'’s CEO told him that they were “betting WECC” on their ability to reduce
the backlog in mid-2008.

Corresponding to the timeframe indicated by the VPC, WECC' s then-
Manager of Compliance Audits drafted a proposal to reduce the backlog of
mitigation plans that needed WECC' sreview. The proposal was submitted to the
VPC for review on August 6, 2008. Theinitial draft of the plan detailed the
process by which WECC would accept completed mitigation plans based on the
attestation of the registered entities officers and verify compliance at the next
scheduled audit, spot check, or investigation. This process departed somewhat
from CMEP section 6.5 relating to mitigation plans, which provides that an RE
reviews a submitted mitigation plan and may reject it or suggest changesto it.
CMEP section 6.6 provides that, upon receiving a certification of aregistered

> North American Electric Reliability Corp., 129 FERC 161,040 at P 56
(2009) (referencing NERC'’ s 2010 business plan and budget filed in Docket No.
RR09-9-000).
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entity that it had completed a mitigation plan, an RE shall request data and
information as it deems necessary to verify that all required action in the
mitigation plan have been completed and that the registered entity isin compliance
with the subject Reliability Standard.

The backlog reduction plan would apply to al self-reported violations
reported on or before December 31, 2007, except violations of Reliability
Standards FAC-003, PER-002, PER-003, PRC-005, PRC-008, and PRC-017, and
certified mitigation plans that were late. The plan was implemented during the
week of August 8, 2008, and WECC intended to use the plan for al violations
included in the stated criteria.

The then-Manager of Compliance Audits sent an email to compliance staff
outlining the backlog reduction plan on August 14, 2008, stating the first set of
violations accepted under the plan were to be sent out the next day, and that “this
was thoroughly reviewed” by WECC's General Counsel.

On September 4, 2008, WECC received a letter from NERC's Vice
President and Director of Compliance as a result of a meeting between NERC and
WECC staff in Washington, DC, on August 27, 2008. The letter stated concerns
about the plan, including a statement that it was a departure from current approved
practices and that other Regional Entities had inquired if WECC' s plan was
acceptable. NERC requested that, by September 12, 2008, WECC provide
clarification of what mitigation plans were included in the plan (whether the
backlog reduction plan would apply to mitigation plans submitted before June 18,
2007 and/or those submitted after June 18, 2007), the period over which the plan
will be implemented, and the criteria used to select entities and standards included
in the plan.

WECC received the letter from NERC after reviewing some 550 self-
reported violations using the plan. An email between WECC managers on the
same day WECC received the letter from NERC read “...this all went a bit too
smooth.” Also, the email inquired whether WECC' s then-Manager of Compliance
Audits had heard from FRCC. Someone from FRCC had indicated that an email
would be coming because FRCC expressed interest in the plan.

WECC' sresponse to NERC provided a detailed rationale for its backlog
reduction plan. WECC concluded that “based on the discretion directed by the
Commission and offered by the CMEP, it iswithin WECC' s authority to accept
the certification of compliance by the registered entities' certifying officer as
evidence that all required actions in the subject mitigation plan have been
completed and that the entity isin compliance.” WECC's response clarified that it
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would verify compliance at the next scheduled compliance monitoring activity. If
evidence did not support compliance at that time, the violation period would begin
at that time.

WECC indicated to NERC that the plan would include both pre-June 18
and post-June 18 self-reported viol ations reported to WECC on or before
December 31, 2007.

On October 8, 2008, NERC issued aresponse to WECC' s explanation of its
backlog reduction plan that recommended modifications to ensure the plan would
be consistent with FERC requirements. Specifically, NERC questioned WECC's
treatment of violation periods associated with its backlog reduction plan. WECC's
plan would have the violation period start at the time the registered entity failed to
successfully complete its mitigation plan. NERC correctly contended that the
violation period should start from the time of the original self-report, since the
violation was not properly mitigated. On November 21, 2008, WECC issued its
final response to NERC regarding the backlog reduction plan. WECC' sresponse
informed NERC that, “ After careful analysis of the actions required to implement
the proposed modifications WECC has decided to abandon the proposal.”

Based on Audit staff’s review of the WECC mitigation plans, WECC' s use
of the mitigation response form letter associated with the backlog reduction plan
ceased on September 12, 2008. This was the date NERC requested a response
from WECC about its backlog reduction plan. After September 12, 2008, WECC
returned to using the previous mitigation plan form letter, developed prior to the
implementation of the backlog reduction plan. However, during the Audit staff’s
June 2009 site visit, WECC staff indicated that there is not a plan in place to
address how to treat a situation where a mitigation plan was accepted under the
backlog reduction plan, but later found to have not been successfully mitigated.
During Audit staff’s June 2009 site visit, WECC staff indicated that it had not
contacted any of the registered entities that had received mitigation plan approval
letters during the time period related to the backlog reduction plan to inform them
how any future violations would be treated, in accordance with the guidance
contained within the correspondence with NERC.

During the June 2009 site visit, WECC expressed concern when asked to
explain continuing perceptions of ongoing problems in meeting its current
caseloads. WECC staff members said they believed that they are “current on
current” and that, in their view, the backlog was decreasing and not increasing.
WECC said it does not consider aviolation to be a part of abacklog solong asitis
being addressed within the timelines specified in its CMEP. WECC expressed
concern that different definitions were casting a bad light on its current CMEP
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activities. WECC continues to work toward reducing its prior backlog and has
approached the Commission with a new proposal to review violations in the
future.

Recommendation

We recommend that WECC:

12.  Work with NERC and the Commission to develop and implement
plans to properly quantify and address WECC' s current casel oad,
and work towards preventing future backlogs; and

13.  Contact the registered entities which had completed mitigation plans
which were accepted under theinitial backlog reduction plan, and
inconsistent with WECC’'s CMEP and inform these entities that the
violation period will start from the date of the original self-report or
June 18, 2007, whichever islater, if the entity is later found to still
be out of compliance.
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E. WECC Policiesfor Averting and Reporting | nappr opriate
Communications

WECC did not have policies and procedures to ensure against, or report
any, inappropriate communication between Board members and WECC staff.
Therefore, senior WECC officials did not know how to address such inappropriate
communications.

Pertinent Guidance

As noted previously, section 403.1, Independence, of the NERC Rules of
Procedure provides that:

Each regional entity’ s governance of its compliance
enforcement program shall exhibit independence, meaning
the compliance enforcement program shall be organized so
that its compliance monitoring and enforcement activities
are carried out separately from other activities of the
regional entity. The program shall not be unduly influenced
by the bulk power system owners, operators, and users being
monitored or other regional entity activities that are required
to meet the reliability standards.

Section 403.6.2 of the NERC Rules of Procedure, states:

Regional entity compliance enforcement program staff shall
have the authority and responsibility to investigate, audit
(with the input of industry experts or regional members),
make initial determinations of compliance or
noncompliance, and levy penalties and sanctions without
interference or undue influence from regional entity
members and their representatives or other industry entities.

Background

During the June 2009 site visit to WECC, Audit staff conducted several
interviews of newly appointed senior members of WECC’ s compliance staff.
During the course of these interviews, it became apparent that there was
insufficient implementation of, or failure to properly train staff in, procedures
related to how WECC employees should respond if inappropriately contacted by a
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member, user, owner, or operator in WECC’ sregion, and in particular, by a Board
member during a compliance audit.

Interviews with WECC' s Vice President of Compliance, and Managing
Director of Compliance, indicated an inability to articul ate the appropriate
procedures to report inappropriate contact. Further, the Managing Director of
Compliance indicated that she did not know of any manner in which a member
could exercise undue influence on an employee at WECC. Audit staff believes
that thisindicates a serious lack of awareness of concerns for the independence of
the CMEP program. Given the senior positions of these staff members, thiswas a
matter of serious concern to Audit staff.

WECC'’s Manager of Enforcement was asked about hisrolein the
settlement process and his concerns about inappropriate influence by Board
membersin the process. He indicated that there had been occasions where a
Board member had been a participant in the settlement process for his employer.
The Manager of Enforcement stated that he felt that this was inappropriate. When
guestioned whether Board members should participate in the settlement process,
he responded that he thought it would be more appropriate for the Board member
to recuse themselves from the process to prevent any actual or perceived undue
influence.

WECC' s General Counsel informed the Audit staff that WECC had taken
bids from companies that would operate a hotline to provide WECC compliance
staff members a means to report any contact they believe is inappropriate.
WECC' s General Counsel also indicated that WECC' s Governance and
Nominating Committee (GNC) had discussed these issuesin its April 2009
meeting. The GNC meeting minutes indicate that WECC' s General Counsel
thought WECC should “push back” on any requests for a member of the Board to
participate in the settlement process. Further, the meeting minutes indicate that if
aregistered entity were to insist on the participation of adirector in the
negotiations, WECC would consider whether the Director was:

» A chair or vice chair of the Board or acommittee;

* A member of an influential committee;

* A participant in routine reliability related job duties; and
* Involved in the audit process.

If, based on the above criteria, WECC determines there is an appearance of

impropriety, WECC has discussed raising the issue to the entire Board of
Directors for final determination.
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Asindicated in the meeting minutes of the July 2009 GNC meeting,
WECC'’s Genera Counsel and Managing Director, Human Resources and
Administration were developing a proposal to address the issue of inappropriate
communications to be presented to the Board of Directors at the October 2009
meeting; however, WECC staff was not able to develop aproposal. A
comprehensive proposal is slated to be presented at the April 2010 meeting of the
Board of Directors, if not sooner.

On July 22, 2009, WECC entered into an agreement with a hotline vendor.
The hotline is nearly ready to berolled out. The hotline has been developed to
provide staff a confidential way to voice concerns relating to the following

situations;

Fraudulent or negligent accounting;

False financial reporting;

Violation of the WECC Delegation Agreement;
Conflicts of Interest;

Breaches of confidentiality;

Violations of antitrust laws;

Violations of reliability standards by WECC,
Inappropriate gifts or gratuities;

Bribes or kickbacks,

Harassment or discrimination; and

Safety or security hazards.

Recommendation

We recommend that WECC:

14.

15.

Develop and implement a procedure for WECC employees to follow
if they believe they have been inappropriately contacted by any
member of WECC that would apply unless, and until, WECC
oversight of the CMEP process is conducted by non-affiliated
parties;

Implement aformal plan to avoid undue influence on WECC
compliance staff when a WECC Board member is a participant in an
action, or, in the aternative;
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16. Enforce amandatory recusal processfrom all compliance actions for
affiliated Board members who would otherwise participate in CMEP
actions involving their employers; and

17.  Present the plans and processes to avoid actual or perceived conflict
of interests to the Commission Audit staff for itsreview.
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