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UNITED STATES OF AMERICA
FEDERAL ENERGY REGULATORY COMMISSION
Before Commissioners: Cheryl A. LaFleur, Chairman;

Philip D. Moeller, Tony Clark,
and Norman C. Bay.

Physical Security Reliability Standard Docket No. RM14-15-000

ORDER NO. 802
FINAL RULE
(Issued November 20, 2014)
1. Pursuant to section 215 of the Federal Power Act (FPA), the Commission
approves Reliability Standard CIP-014-1 (Physical Security).! The North American
Electric Reliability Corporation (NERC), the Commission-certified Electric Reliability
Organization (ERO), submitted Reliability Standard CIP-014-1 for Commission approval
in response to a Commission order issued on March 7, 2014.% The purpose of Reliability
Standard CIP-014-1 is to enhance physical security measures for the most critical Bulk-
Power System facilities and thereby lessen the overall vulnerability of the Bulk-Power
System facilities against physical attacks. In addition to approving Reliability Standard

CIP-014-1, as discussed below, the Commission directs NERC to submit an

116 U.S.C. 824o0.

2 Reliability Standards for Physical Security Measures, 146 FERC { 61,166 (2014)
(March 7 Order).
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informational filing and, pursuant to FPA section 215(d)(5), directs NERC to develop a

modification to Reliability Standard CIP-014-1.°

l. Background

A. Section 215 and Mandatory Reliability Standards

2. Section 215 of the FPA requires the Commission to certify an ERO to develop
mandatory and enforceable Reliability Standards, subject to Commission review and
approval. Once approved, the Reliability Standards may be enforced in the United States
by the ERO, subject to Commission oversight, or by the Commission independently.*

B. March 7 Order

3. In the March 7 Order, the Commission determined that physical attacks on the
Bulk-Power System could adversely impact the reliable operation of the Bulk-Power
System, resulting in instability, uncontrolled separation, or cascading failures. Moreover,
the Commission observed that the then current Reliability Standards did not specifically
require entities to take steps to reasonably protect against physical security attacks on the
Bulk-Power System. Accordingly, to carry out section 215 of the FPA and to provide for
the reliable operation of the Bulk-Power System, the Commission directed NERC,

pursuant to FPA section 215(d)(5), to develop and file for approval proposed Reliability

316 U.S.C. 8240(d)(5).

*1d. 8240(e).



Docket No. RM14-15-000 -3-

Standards that address threats and vulnerabilities to the physical security of critical
facilities on the Bulk-Power System.

4. The March 7 Order indicated that the Reliability Standards should require owners
or operators of the Bulk-Power System to take at least three steps to address the risks that
physical security attacks pose to the reliable operation of the Bulk-Power System.
Specifically, the March 7 Order directed that the Reliability Standards should require:

(1) owners or operators of the Bulk-Power System to perform a risk assessment of their
systems to identify their “critical facilities”; (2) owners or operators of the identified
critical facilities to evaluate the potential threats and vulnerabilities to those identified
facilities; and (3) those owners or operators of critical facilities to develop and implement
a security plan designed to protect against attacks to those identified critical facilities
based on the assessment of the potential threats and vulnerabilities to their physical
security.

5. The March 7 Order stated that the risk assessment used by an owner or operator to
identify critical facilities should be verified by an entity other than the owner or operator,
such as by NERC, the relevant Regional Entity, a reliability coordinator, or another
entity.® In addition, the March 7 Order indicated that the Reliability Standards should

include a procedure for the verifying entity, as well as the Commission, to add or remove

> March 7 Order, 146 FERC 1 61,166 at P 11.
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facilities from an owner’s or operator’s list of critical facilities.® The March 7 Order
further stated that the determination of threats and vulnerabilities and the security plan
should be reviewed by NERC, the relevant Regional Entity, the reliability coordinator, or
another entity with appropriate expertise.

6. The March 7 Order stated that, because the three steps of compliance with the
contemplated Reliability Standards could contain sensitive or confidential information
that, if released to the public, could jeopardize the reliable operation of the Bulk-Power
System, NERC should include in the Reliability Standards a procedure that will ensure
confidential treatment of sensitive or confidential information but still allow for the
Commission, NERC and the Regional Entities to review and inspect any information that
is needed to ensure compliance with the Reliability Standards.’

7. The Commission directed NERC to submit the proposed Reliability Standards to
the Commission for approval within 90 days of issuance of the March 7 Order

(i.e., June 5, 2014).

C. NERC Petition

8. On May 23, 2014, NERC petitioned the Commission to approve Reliability

Standard CIP-014-1 and its associated violation risk factors and violation severity levels,

"1d. P 10.
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implementation plan, and effective date.® NERC maintains that the Reliability Standard
IS just, reasonable, not unduly discriminatory, or preferential, and in the public interest.
In addition, NERC asserts that the proposed Reliability Standard complies with the
Commission’s directives in the March 7 Order.

9. NERC explains that Reliability Standard CIP-014-1 “serves the vital reliability
goal of enhancing physical security measures for the most critical Bulk-Power System
facilities and lessening the overall vulnerability of the Bulk-Power System to physical
attacks.”® NERC maintains that the “appropriate focus of the proposed Reliability
Standard is Transmission stations and Transmission substations, which are uniquely
essential elements of the Bulk-Power System.”'® The Reliability Standard is applicable

to transmission owners that satisfy the Applicability Sections 4.1.1.1, 4.1.1.2,4.1.1.3, or

8 NERC explains that, to meet the 90-day deadline in the March 7 Order, the
NERC Standards Committee approved waivers to NERC’s Standard Processes Manual to
shorten the comment and ballot periods for the Standards Authorization Request and draft
Reliability Standard. NERC Petition at 13-14. Reliability Standard CIP-014-1 is not
attached to this Final Rule. The complete text of Reliability Standard CIP-014-1 is
available on the Commission’s eLibrary document retrieval system in Docket No. RM14-
15-000 and is posted on the ERO’s web site, available at http://www.nerc.com.

® NERC Petition at 15-16.

191d. at 18. NERC states that, although the terms “Transmission stations” and
“Transmission substations” are sometimes used interchangeably, Reliability Standard
CIP-014-1 uses the term “Transmission substation” to refer to a facility contained within
a physical border (e.g., a fence or wall) that contains one or more autotransformers. 1d.
According to NERC, the term “Transmission station,” as used in Reliability Standard
CIP-014-1, refers to a facility that functions as a switching station or switchyard but does
not contain autotransformers. Id. at 18-19.


http://www.nerc.com/
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4.1.1.4, and to transmission operators. NERC states that the transmission facilities
covered by Applicability Sections 4.1.1.1 through 4.1.1.4 match the “Medium Impact”
transmission facilities listed in Attachment 1 (Impact Rating Criteria), specifically, the
“Medium Impact” facilities described in Sections 2.4, 2.5, 2.6, and 2.7, of Reliability
Standard CIP-002-5.1,"* According to NERC, the “standard drafting team determined
that using the criteria for “Medium Impact’ Transmission Facilities set forth in Reliability
Standard CIP-002-5.1 is an appropriate applicability threshold as the Commission has
acknowledged that it is a technically sound basis for identifying Transmission Facilities,
which, if compromised, would present an elevated risk to the Bulk-Power System.”*?

10.  Reliability Standard CIP-014-1 has six requirements. Requirement R1 requires
applicable transmission owners to perform risk assessments on a periodic basis to identify
their transmission stations and transmission substations that, if rendered inoperable or
damaged, could result in widespread instability, uncontrolled separation, or cascading
within an Interconnection. Requirement R1 also requires transmission owners to identify
the primary control center that operationally controls each of the identified transmission
stations or transmission substations.

11.  Requirement R2 requires that each applicable transmission owner have an

unaffiliated third party with appropriate experience verify the risk assessment performed

1 1d. at 25 (citing Reliability Standard CIP-002-5.1 (Cyber Security —
BES Cyber System Categorization), Attachment 1 (Impact Rating Criteria)).

124,
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under Requirement R1. Requirement R2 states that the transmission owner must either
modify its identification of facilities consistent with the verifier’s recommendation or
document the technical basis for not doing so. In addition, Requirement R2 requires each
transmission owner to implement procedures for protecting sensitive or confidential
information made available to third-party verifiers or developed under the Reliability
Standard from public disclosure.

12.  Requirement R3 requires the transmission owner to notify a transmission operator
that operationally controls a primary control center identified under Requirement R1 of
such identification to ensure that the transmission operator has notice of the identification
so that it may timely fulfill its obligations under Requirements R4 and R5 to protect the
primary control center.

13.  Requirement R4 requires each applicable transmission owner and transmission
operator to conduct an evaluation of the potential threats and vulnerabilities of a physical
attack on each of its respective transmission stations, transmission substations, and
primary control centers identified as critical in Requirement R1.

14.  Requirement R5 requires each transmission owner and transmission operator to
develop and implement documented physical security plans that cover each of their
respective transmission stations, transmission substations, and primary control centers
identified as critical in Requirement R1.

15.  Requirement R6 requires that each transmission owner and transmission operator
subject to Requirements R4 and R5 have an unaffiliated third party with appropriate

experience review its Requirement R4 evaluation and Requirement R5 security plan.
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Requirement R6 states that the transmission owner or transmission operator must either
modify its evaluation and security plan consistent with the recommendation, if any, of the
reviewer or document its reasons for not doing so. In addition, Requirement R6 requires
each transmission owner to implement procedures for protecting sensitive or confidential
information made available to third-party reviewers or developed under the Reliability
Standard from public disclosure.

D. Notice of Proposed Rulemaking

16. OnJuly 17, 2014, the Commission issued a Notice of Proposed Rulemaking
proposing to approve Reliability Standard CIP-014-1 as just, reasonable, not unduly
discriminatory or preferential, and in the public interest.*® In addition, the NOPR
proposed to direct NERC to develop two modifications to the Reliability Standard. First,
the NOPR proposed to direct NERC to develop a modification to allow applicable
governmental authorities (i.e., the Commission and any other appropriate federal or
provincial authorities) to add or subtract facilities from an applicable entity’s list of
critical facilities under Requirement R1.'* Second, the NOPR proposed to direct NERC
to modify the Reliability Standard to remove the term “widespread” as it appears in the

phrase “widespread instability” in Requirement R1."™ The NOPR also proposed to direct

13 physical Security Reliability Standard, Notice of Proposed Rulemaking, 79 Fed.
Reg. 42,734 (July 23, 2014), 148 FERC { 61,040 (2014) (NOPR).

% 1d. p 23.
% 1d. P 29.
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NERC to submit two informational filings, one addressing the protection of “High
Impact” control centers and the other addressing resiliency measures, to be submitted,
respectively, within six months and one year following the effective date of a final rule in
this proceeding.*

17.  Inresponse to the NOPR, the Commission received 33 sets of initial comments
and six sets of reply comments. We address below the issues raised in the NOPR and
comments. The Appendix to this final rule lists the entities that filed comments in
response to the NOPR.

1. Discussion

18.  Pursuant to FPA section 215(d)(2), we approve Reliability Standard CIP-014-1 as
just, reasonable, not unduly discriminatory or preferential, and in the public interest. The
Commission also approves the associated violation risk factors, violation severity levels,
implementation plan, and effective date proposed by NERC (i.e., the “first day of the first
calendar quarter that is six months beyond” the effective date of the final rule in this
proceeding).!” As discussed below, the Commission determines that Reliability Standard
CIP-014-1 satisfies the directives in the March 7 Order concerning the development and

submittal of physical security Reliability Standards.

%1d. PP 35, 57.

" NERC Petition, Exhibit B (Implementation Plan) at 1.
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19.  In addition to approving Reliability Standard CIP-014-1, the Commission adopts
in part the NOPR proposal directing NERC to develop and submit modifications to the
Reliability Standard concerning the use of the term “widespread” in Requirement R1.
The Commission determines that the term “widespread” is unclear with respect to the
obligations it imposes on applicable entities; how it would be implemented by applicable
entities; and how it would be enforced. Accordingly, the Commission directs NERC,
pursuant to FPA section 215(d)(5), to remove the term “widespread” from Reliability
Standard CIP-014-1 or, alternatively, to propose modifications to the Reliability Standard
that address the Commission’s concerns. We direct that NERC submit a responsive
modification within six months from the effective date of this final rule.

20.  The Commission does not adopt the NOPR proposal that would have required
NERC to develop and submit modifications to Reliability Standard CIP-014-1 to allow
applicable governmental authorities (i.e., the Commission and any other appropriate
federal or provincial authorities) to add or subtract facilities from an applicable entity’s
list of critical facilities under Requirement R1. We determine that the Commission’s
enforcement authority under FPA section 215(e), and particularly the use of targeted
auditing following implementation of Reliability Standard CIP-014-1, will allow us to
address the concerns raised in the NOPR.

21.  With respect to the informational filings proposed in the NOPR, the Commission
adopts the proposal to direct NERC to make an informational filing addressing whether
Reliability Standard CIP-014-1 provides physical security for all “High Impact” control

centers, as that term is defined in Reliability Standard CIP-002-5.1, necessary for the
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reliable operation of the Bulk-Power System. However, the Commission extends the
deadline for that informational filing until two years following the effective date of
Reliability Standard CIP-014-1. The Commission, at this time, does not adopt the NOPR
proposal to direct NERC to make an informational filing addressing resiliency. Instead,
the Commission will continue to consider ways for industry to best inform the
Commission of its current and future resiliency efforts, which could take the form of
reports and/or technical conferences to address specific areas of concern (e.g., spare parts,
fuel security, and advanced technologies).

22.  We address below the following issues raised in the NOPR and in the comments:
(A) removal of the term “widespread”; (B) applicable governmental authorities’ ability to
add or subtract facilities from an entity’s list of critical facilities; (C) informational filing
on “High Impact” control centers; (D) informational filing on resiliency; (E) third-party
verification and review; (F) exclusion of generators from the applicability section of
Reliability Standard CIP-014-1; (G) confidentiality; (H) other issues raised in comments;
(1) violation risk factors and violation severity levels; and (J) implementation plan and

effective date.



Docket No. RM14-15-000 -12 -

A. Removal of the Term “Widespread”

March 7 Order

23.  The March 7 Order stated that a critical facility is “one that, if rendered inoperable
or damaged, could have a critical impact on the operation of the interconnection through
1118

instability, uncontrolled separation or cascading failures on the Bulk-Power System.

NERC Petition

24.  Reliability Standard CIP-014-1 states that its purpose is to “identify and protect
Transmission stations and Transmission substations, and their associated primary control
centers, that if rendered inoperable or damaged as a result of a physical attack could
result in widespread instability, uncontrolled separation, or Cascading within an
Interconnection.”*® Requirement R1 states that the “initial and subsequent risk
assessments shall consist of a transmission analysis or transmission analyses designed to
identify the Transmission station(s) and Transmission substation(s) that if rendered
inoperable or damaged could result in widespread instability, uncontrolled separation, or
Cascading within an Interconnection.”

NOPR
25.  The NOPR proposed to direct NERC to modify Reliability Standard CIP-014-1 to

remove the term “widespread” as it appears in the phrase “widespread instability.” The

8 March 7 Order, 146 FERC 1 61,166 at P 6.

19 NERC Petition at 17.
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NOPR stated that the phrase “widespread instability” is undefined by NERC and is
inconsistent with the March 7 Order’s explanation of “critical facility” and the definition
of “reliable operation” in FPA section 215(a)(4).?
26. The NOPR stated that the use of “widespread instability” in Requirement R1
could, depending on the meaning of “widespread,” narrow the scope (and number) of
identified critical facilities under Reliability Standard CIP-014-1 beyond what was
contemplated in the March 7 Order. The NOPR also stated that the use of the term
“widespread” could potentially render the Reliability Standard unenforceable or lead to
an inadequate level of reliability by omitting facilities that are critical to the reliable
operation of the Bulk-Power System.

Comments
27. NERC comments that it does not oppose the NOPR directive but that the
modification should be developed through NERC’s standards development process and
NERC should be allowed to propose alternative clarifying language “to ensure the

proposed Reliability Standard remains focused on Interconnection impacts and not local

20 «I A facility] that, if rendered inoperable or damaged, could have a critical

Impact on the operation of the interconnection through instability, uncontrolled
separation or cascading failures on the Bulk-Power System.” March 7 Order, 146 FERC
161,166 at P 6; 16 U.S.C. 8240(a)(4) (“The term ‘reliable operation’ means operating the
elements of the bulk-power system within equipment and electric system thermal,
voltage, and stability limits so that instability, uncontrolled separation, or cascading
failures of such system will not occur as a result of a sudden disturbance, including a
cybersecurity incident, or unanticipated failure of system elements.”).
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impacts.”? NERC states that the term “widespread” was used to focus applicable
entities’ security efforts on facilities whose loss would have more than a local area
impact.

28.  SIA, ldaho Power, Pa PUC, SmartSenseCom, Foundation and Pepco support the
NOPR proposal because they believe that the term “widespread” is vague or inconsistent
with the definition of “reliable operation” in FPA section 215.% Pepco, for example,
states that the term “widespread” is ambiguous, will require requests for clarification or
interpretation and will expose applicable entities to “second-guessing” from auditors.
KCP&L, while it does not state that it supports the proposal, acknowledges that the term
“widespread” is vague and that the term “introduces interpretive language that may be
problematic for compliance and enforcement interpretations as well as unintentionally
narrow the scope of facilities.”%

29.  Other commenters do not support the proposed directive largely because they

contend that the proposal may have the unintended consequence of expanding the scope

of Reliability Standard CIP-014-1 to include localized events that have no impact on an

2 NERC Comments at 19.

22 See SIA Comments at 2; Idaho Power Comments at 2; Pa PUC Comments at 5;
Pepco Comments at 4-5; SmartSenseCom Comments at 7-8; Foundation Reply
Comments at 7.

2 KCP&L Comments at 4.
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Interconnection.”* APS, SCE, SDG&E, and G&T Cooperatives also maintain that while
the term “widespread” is not defined by NERC, it appears elsewhere in the Reliability
Standards, including in NERC’s definition of “Cascading” and in the TPL Reliability
Standards, and is understood by industry. Associations also state that the Commission
should withdraw the NOPR proposal; however, Associations state that, in the alternative,
the Commission should clarify that removal of the term “widespread” is not intended to
bring within the scope of Reliability Standard CIP-014-1 *“a substation or station unless
the applicable Transmission Owner determines through technical studies and analyses
that include the application of engineering judgment and practice that the loss of such
facility would have a critical impact on the operation of the [bulk electric system] in the
event the asset is rendered inoperable or damaged.”” NARUC states that the proposal
will add costs without necessarily improving reliability.

30. ITC, while agreeing that the term “widespread” is not well-defined and would
render the Reliability Standard vague, contends that the definition of critical facility in

Requirement R1 should be replaced by defining as critical all physical facilities that

24 See APS Comments at 3; SCE Comments at 3; SDG&E Comments at 4-5; TVA
Comments at 9-10; Tallahassee Comments at 1; Oncor Comments at 3-4; Ohio PUC
Comments at 4-5; BPA Comments at 3; NARUC Comments at 11; G&T Cooperatives
Comments at 8-11; Southern Comments at 7-10.

25 Associations Comments at 14-15; see also APS Comments at 3-4, Southern
Comments at 11.
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contain “High Impact” or “Medium Impact” BES Cyber Systems as those terms are
defined in Reliability Standard CIP-002-5.1.

Commission Determination

31.  The Commission adopts the NOPR proposal in part and directs NERC to remove
the term “widespread” from Reliability Standard CIP-014-1 or, alternatively, to propose
modifications to the Reliability Standard that address the Commission’s concerns. The
differing views expressed in the comments validate the concern raised in the NOPR that
the meaning of the term “widespread” is unclear and subject to interpretation.

32.  We stated in the March 7 Order that “the Reliability Standards that we are
ordering today apply only to critical facilities that, if rendered inoperable or damaged,
could have a critical impact on the operation of the interconnection through instability,
uncontrolled separation or cascading failures on the Bulk-Power System.?® We affirm the
March 7 Order’s statement that “[m]ethodologies to determine these facilities should be
based on objective analysis, technical expertise, and experienced judgment.”?’

33.  However, incorporating the undefined term “widespread” in Reliability Standard

CIP-014-1 introduces excessive uncertainty in identifying critical facilities under

Requirement R1.% As the Commission stated in the March 7 Order, only an instability

26 March 7 Order, 146 FERC 1 61,166 at P 6 n.5.
2I'1d. P 6.

28 See Version 5 Critical Infrastructure Protection Reliability Standards, Order
No. 791, 78 Fed. Reg. 72,755 (Dec. 3, 2013), 145 FERC 1 61,160, at P 67 (2013), order

(continued ...)
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that has a “critical impact on the operation of the interconnection” warrants finding that
the facility causing the instability is critical under Requirement R1. The March 7 Order
did not intend to suggest that the physical security Reliability Standards should address
facilities that do not have a “critical impact on the operation of the interconnection.” This
understanding is, we believe, unintentionally absent in Requirement R1 because the
requirement only deems a facility critical when, if rendered inoperable or damaged, it
could result in widespread instability, uncontrolled separation, or Cascading within an
Interconnection. The definition in Requirement R1 should not be dependent on how an
applicable entity interprets the term “widespread” but instead should be modified to make
clear that a facility that has a critical impact on the operation of an Interconnection is
critical and therefore subject to Requirement R1.

34.  While some commenters contend that the meaning of the term “widespread” is
well-understood by industry, we find that there is ample evidence in the record to support
the conclusion that the term is susceptible to different interpretations by applicable
entities. Notably, KCP&L states that, while it was a participant in the standards drafting
process for Reliability Standard CIP-014-1, it agrees that the term requires interpretation.

Moreover, KCP&L and Pepco share our concern that compliance enforcement authorities

granting clarification in part and denying rehearing, Order No. 791-A, 146 FERC
161,188 (2014) (directing removal or clarification “identify, assess and correct”
language).
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may find it difficult to consistently enforce compliance with Requirement R1 without a
clear understanding of the term’s meaning.

35.  Accordingly, pursuant to FPA section 215(d)(5), the Commission directs NERC to
develop a modification to Reliability Standard CIP-014-1 that either removes the term
“widespread” from Requirement R1 or, in the alternative, proposes changes that address
the Commission’s concerns. Further, we direct that NERC submit a responsive
modification within six months from the effective date of this final rule. We recognize
that certain entities commented on how NERC could modify Reliability Standard CIP-
014-1 to address the Commission’s stated concerns.”® However, we conclude that it is
appropriate to allow NERC to develop and propose a modification in the first instance.
With respect to ITC’s more general comments regarding the scope of critical facilities in
Requirement R1, we address the potential for applying the impact designations in
Reliability Standard CIP-002-5.1 to Reliability Standard CIP-014-1, Requirement R1 in
the section below regarding the NOPR’s proposed informational filing on “High Impact”

control centers.

29 See, e.g., BPA Comments at 2; Ohio PUC Comments at 5; TVA Comments at 9,
ITC Comments at 9.
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36.

37.

B. Applicable Governmental Authority’s Ability to Add or Subtract
Facilities from an Entity’s List of Critical Facilities

March 7 Order

In the March 7 Order, the Commission stated that:

[T]he risk assessment used by an owner or operator to identify critical
facilities should be verified by an entity other than the owner or operator.
Such verification could be performed by NERC, the relevant Regional
Entity, a Reliability Coordinator, or another entity. The Reliability
Standards should include a procedure for the verifying entity, as well as the
Commission, to add or remove facilities from an owner’s or operator’s list
of critical facilities....*

NERC Petition

Reliability Standard CIP-014-1 does not include a procedure that allows the

Commission to add or subtract facilities from an applicable entity’s list of critical

facilities under Requirement R1. Instead, NERC states that the Commission has the

existing authority to enforce NERC Reliability Standards pursuant to FPA section

215(e)(3).** NERC explains that a transmission owner must be able to demonstrate that

its method for performing its risk assessment under Requirement R1 “was technically

sound and reasonably designed to identify its critical Transmission stations and

Transmission substations.”*> NERC maintains that if “in the course of assessing an

entity’s compliance with the proposed Reliability Standard, NERC, a Regional Entity or

%0 March 7 Order, 146 FERC 1 61,166 at P 11.
31 NERC Petition at 37.

%2 4.
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[the Commission] finds that the entity’s transmission analysis was patently deficient and
the Requirement R2 verification process did not cure those deficiencies, they could use
their enforcement authority to compel Transmission Owners to re-perform the risk
assessment using assumptions designed to identify the appropriate critical facilities.”*®
NOPR
38. The NOPR stated that Reliability Standard CIP-014-1 does not include a
procedure that allows the Commission to add or subtract facilities from an applicable
entity’s list of critical facilities. The NOPR stated that if the Commission determined
through an audit of an applicable entity, or through some other means, that a critical
facility does not appear on the entity’s list of critical facilities, there is no provision in
Reliability Standard CIP-014-1 to allow the Commission to require its inclusion. In the
NOPR, the Commission proposed to direct NERC to modify the physical security
Reliability Standard to “include a procedure that would allow applicable governmental
authorities, i.e., the Commission and any other appropriate federal or provincial
authorities, to add or subtract facilities from an applicable entity’s list of critical

facilities.”*

4.

% NOPR, 148 FERC { 61,040 at P 23.
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Comments
39. NERC asserts that the Commission should not adopt the NOPR proposal. NERC
maintains that the proposal is unnecessary because it duplicates existing Commission
compliance monitoring and enforcement authority.*> Moreover, NERC contends that the
NOPR’s concerns surrounding the use of existing compliance and enforcement methods
to ensure compliance with Requirement R1 are unsubstantiated. NERC states that if the
NOPR proposal is adopted, then the Commission must better justify the reasons for the
directive and limit and clarify the scope and content of the proposed directive.
40. PaPUC, Foundation, SmartSenseCom and Paschall state that they support the

NOPR proposal.®

Other commenters do not oppose the proposal but maintain that it
should be clarified or modified if adopted by the Commission.*
41.  The majority of commenters do not support the NOPR proposal for various legal

and policy reasons.®® Associations’ comments are representative of this viewpoint in that

% NERC Comments at 8 (“the Commission can use its broad enforcement
authority to make certain that the applicable entity re-performs the risk assessment on
whatever timeline the Commission deems appropriate or face penalties or sanctions under
the FPA”).

% pa PUC Comments at 5: Foundation Comments at 3; SmartSenseCom
Comments at 6; Paschall Comments at 2.

37 See G&T Cooperatives Comments at 3-8; ITC Comments at 12; NYPSC
Comments at 5-7; Pepco Comments at 5-7; Idaho Power Comments at 1-2.

% See Southern Comments at 2-7; Trade Associations Comments at 5-12;
GridWise Comments at 3-9; Duke Comments at 3-5; NARUC Comments at 4; KCP&L
Comments at 2-4, SDG&E Comments at 3-4;, Oncor Comments at 2-3; Entergy

(continued ...)
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they address: (1) the statutory authority to modify critical facility lists or otherwise allow
the Commission (or any other governmental authority) an operational role in the
performance of a Reliability Standard; (2) how the Commission would afford entities due
process in determining whether to direct the addition or removal of facilities while still
maintaining confidentiality; and (3) what constitutes “any other appropriate federal or
provincial authorities” and the legal authority and advisability of delegating responsibility
to another government entity. Like NERC, Associations contend that the Commission
already possesses the compliance and enforcement authority to ensure that applicable
entities comply with Requirement R1.*® Specifically, Associations state that the
“Commission has sufficient existing enforcement authority under the FPA to take actions
to address concerns raised in the NOPR regarding the sufficiency of decisions made to
identify critical facilities under CIP-014-1 ... includ[ing] the use of traditional

enforcement authority under Section 215(e)(3), including audits and investigations,

Comments at 1; TAPS Comments at 3-9; APS Comments at 2-3; BPA Comments at 2;
SCE Comments at 2; Ohio PUC Comments at 3-4; TVA Comments at 6-9; CEA
Comments at 3-9; NU Utilities Comments at 1.

% Associations Comments at 9; see also TAPS Comments at 5 (“If the
Commission finds a Registered Entity’s risk assessment study to be inadequate because it
lacks a critical facility, the Registered Entity will be in violation of [Requirement] R1 of
the Physical Security standard ... [tjhe Commission could then direct a specific method
of compliance ... and impose daily penalties until the Registered Entity complies. If
despite the threat of penalties, the Commission were concerned about the need for timely
action, it could order the Registered Entity to come into compliance within a specified
reasonable timeframe.”).
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which it has used on several occasions.”*® Associations also request a technical
conference in two years that addresses the implementation of Reliability Standard CIP-
014-1.

Commission Determination

42.  Based on our review of the comments, we determine not to adopt the NOPR
proposal.

43.  We are persuaded by commenters that the NOPR directive would present NERC,
as the entity that would have to develop the proposed modification, and the Commission,
which would have to approve any NERC proposal, with a number of substantial policy
issues. Ultimately, we believe that the NOPR proposal would require NERC and the
Commission to expend resources that could be better applied elsewhere.

44.  The Commission, instead, will focus its resources on carrying out compliance and
enforcement activities to ensure that critical facilities are identified under Requirement
R1. Inits comments, NERC indicated that NERC staff will submit to the NERC Board
of Trustees a report three months following implementation of Requirements R1, R2 and
R3 concerning the scope of facilities identified as critical, including the number of

facilities identified as critical and their defining characteristics.** NERC also committed

40 Associations Comments at 9.

“ NERC Comment at 27-28. NERC'’s post-implementation reports are further
discussed below.
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to sending this report to Commission staff.*> Based on the results reported by NERC, we
expect Commission staff to audit a representative number of applicable entities to ensure
compliance with Reliability Standard CIP-014-1. Depending on the audit findings, the
Commission will determine if there is a need for any further action by the Commission
including, but not limited to, directing NERC to develop modifications to Reliability
Standard CIP-014-1 to provide greater specificity to the methodology for determining
critical facilities. At this time, we will not direct Commission staff to convene a technical
conference on implementation of Reliability Standard CIP-014-1 in two-years’ time, as
requested by Associations. We may revisit that proposal at a later time.

C. Informational Filing on “High Impact” Control Centers

March 7 Order

45.  The March 7 Order stated that a “critical facility is one that, if rendered inoperable
or damaged, could have a critical impact on the operation of the interconnection through
instability, uncontrolled separation or cascading failures on the Bulk-Power System.”*

The March 7 Order, while not mandating that a minimum number of facilities be deemed

critical under the physical security Reliability Standards, explained that the “Commission

2 1d. at 28.

3 March 7 Order, 146 FERC 1 61,166 at P 6.
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expects that critical facilities generally will include, but not be limited to, critical

substations and critical control centers.”*

NERC Petition

46. NERC states that Reliability Standard CIP-014-1 addresses the protection of
primary control centers, which NERC defines as facilities that “operationally control[] a
Transmission station or Transmission substation when the electronic actions from the
control center can cause direct physical actions at the identified Transmission station or
Transmission substation, such as opening a breaker.”*

47.  NERC maintains that “[c]ontrol centers that provide back-up capability and
control centers that cannot operationally control a critical Transmission station or
Transmission substation do not present similar direct risks to Real-time operations if they
are the target of a physical attack,” and thus they are not covered by Reliability Standard
CIP-014-1."* NERC explains that the destruction of a back-up control center would
“have no direct reliability impact in Real-time as the entity can continue operation ...
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from its primary control center.”*" With respect to control centers that do not physically

operate Bulk-Power System facilities, such as control centers operated by reliability

“1d. P 6, n.6.
% NERC Petition at 19.
4.

*71d. at 20.
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coordinators, NERC states that, while “certain monitoring and oversight capabilities
might be lost as a result of a physical attack on such control centers, the Transmission
Owner or Transmission Operator that operationally controls the critical Transmission
station or Transmission substation would be able to continue operating its transmission
system to prevent widespread instability, uncontrolled separation, or Cascading within an
Interconnection.”*®
48. NERC acknowledges that certain control centers categorized as “High Impact” or
“Medium Impact” under Reliability Standard CIP-002-5.1 (Cyber Security —
BES Cyber System Categorization) would not be covered control centers under
Reliability Standard CIP-014-1.% NERC explains that this situation:

reflects the different nature of cyber security risks and physical security

risks at control centers ... [a] primary cyber security concern for control

centers is the corruption of data or information and the potential for

operators to take action based on corrupted data or information ... [and]

[t]his concern exists at control centers that operationally control Bulk-

Power System facilities and those that do not. As such, there is no

distinction in CIP-002-5.1 between these control centers ... however, such
a distinction is appropriate in the physical security context.

49. NERC points out that Reliability Standard CIP-006-5 already requires physical

security protections that are “designed to restrict physical access to locations containing

8 1d. at 20-21.

* Reliability Standard CIP-002-5.1 (Cyber Security — BES Cyber System
Categorization), Attachment 1 (Impact Rating Criteria).

% NERC Petition at 22 n.55.
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High and Medium Impact Cyber Systems,” which include control centers and backup
control centers for reliability coordinators, balancing authorities, transmission operators
and generation operators irrespective of their ability to operationally control Bulk-Power
System facilities.*

NOPR
50. The NOPR proposed to direct NERC to make an informational filing within six
months of the effective date of a final rule in this proceeding indicating whether the
development of Reliability Standards that provide physical security for all “High Impact”
control centers, as that term is defined in Reliability Standard CIP-002-5.1, is necessary
for the reliable operation of the Bulk-Power System.
51. The NOPR stated that primary and back-up control centers of functional entities
other than transmission owners and operators identified as “High Impact” may warrant
assessment and physical security controls under this Reliability Standard because a
successful attack could prevent or impair situational awareness, especially from a wide-
area perspective, or could allow attackers to distribute misleading and potentially harmful
data and operating instructions that could result in instability, uncontrolled separation, or
cascading failures.
52.  The NOPR stated that the proposed informational filing should address whether

there is a need for consistent treatment of “High Impact” control centers for cybersecurity

1 d. at 21.
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and physical security purposes through the development of Reliability Standards that
afford physical protection to all “High Impact” control centers. The NOPR also stated
that the development of physical security protections for all “High Impact” control
centers would not be without precedent because, as noted above, Reliability Standard
CIP-006-5 already requires that “High Impact” control centers have some physical
protections, including restrictions on physical access, to protect BES Cyber Assets.
However, the NOPR further stated that the security measures required by Reliability
Standard CIP-006-5 may not be comparable to those required by Reliability Standard
CIP-014-1, and thus may not be sufficient to “deter, detect, delay, assess, communicate,
and respond to potential threats and vulnerabilities” as required in Requirement R5 of
Reliability Standard CIP-014-1. Further, the NOPR stated that Reliability Standard CIP-
006-5 does not require an “unaffiliated third party review” of the evaluation and security
plan required by Reliability Standard CIP-014-1.

Comments
53.  NERC states that it does not oppose submitting an informational filing to address
whether “High Impact” control centers warrant assessment and physical security controls
under Reliability Standard CIP-014-1. However, NERC requests that the Commission
modify the NOPR proposal to give NERC at least 12 months from the effective date of a

final rule in this proceeding to submit the informational filing.
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54.  Other commenters, while not necessarily agreeing that all “High Impact” control
centers should be subject to Reliability Standard CIP-014-1, support the NOPR proposal
for various reasons.® Associations state that the informational filing “will provide a
more granular mapping of the strategic considerations embedded in the CIP standards ...
as well as consideration of the issues relating to control centers not covered by CIP-014-
1.7°* MISO and SDG&E state that the informational filing could be a useful way for
identifying areas of possible improvement in the future. Some commenters, including
Associations, recommend that the Commission direct NERC to submit the informational
filing as critical energy infrastructure information (CEII).

55.  ITC supports the proposed informational filing but states that the Commission
should widen the scope of the informational filing to assess the benefits of extending
Reliability Standard CIP-014-1 to all “High Impact” and “Medium Impact” BES Cyber
Assets. ITC states that the definition of “critical” assets is insufficiently comprehensive
because it fails to provide physical security for facilities that contain crucial Cyber
Assets. ITC further states that identifying critical facilities under Requirement R1 is
unnecessary because applicable entities already have a list of facilities containing “High

Impact” and “Medium Impact” Cyber Assets, which could also serve as the list of critical

52 5pe Associations Comments at 16; KCP&L Comments at 4; Foundation
Comments at 7; SDG&E Comments at 5; Pa PUC Comments at 6; SCE Comments at 4;
MISO Comments at 6-7.

%3 Associations Comments at 16.
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facilities for the purposes of Reliability Standard CIP-014-1. SIA agrees that
Requirement R1 should be modified to include all “High Impact” control centers.

56. Commenters opposed to the NOPR proposal contend that the informational filing
is unnecessary or would be burdensome.>* Trade Associations state that Reliability
Standard CIP-014-1 correctly focuses on the protection of primary control centers that
operationally control transmission stations or substations identified under Requirement
R1. ldaho Power states that Reliability Standard CIP-006-5 contains enough physical
access controls to meet the expectations of “deter, detect, delay, assess, communicate,
and respond” because there are extensive monitoring and alerting requirements that must
be applied to all “High Impact” control centers. Reclamation states that Reliability
Standard CIP-014-1 will capture all “High Impact” control centers as currently drafted.
Pepco states that an informational filing would divert resources from implementation and
compliance with Reliability Standard CIP-014-1.

Commission Determination

57.  The Commission adopts the NOPR proposal and directs NERC to submit an
informational filing that addresses whether there is a need for consistent treatment of
“High Impact” control centers for cybersecurity and physical security purposes through
the development of Reliability Standards that afford physical protection to all “High

Impact” control centers. The Commission, however, modifies the NOPR proposal and

* Trade Associations Comments at 12; Pepco Comments at 7.
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extends the due date for the informational filing to two years following the effective date
of Reliability Standard CIP-014-1.

58.  While we approve Reliability Standard CIP-014-1 in this final rule, including the
Reliability Standard’s treatment of control centers, the Commission, for the reasons set
forth in the NOPR, finds that NERC should assess whether all “High Impact” control
centers should be protected under Reliability Standard CIP-014-1.>> We recognize that
NERC and applicable entities will be in a better position to provide this assessment after
implementation of Reliability Standard CIP-014-1 and Reliability Standard CIP-006-5,
the latter of which provides some physical protection to “High Impact” control centers.
Accordingly, the Commission directs NERC to submit the informational filing two years
following the effective date of Reliability Standard CIP-014-1. The Commission, while
not directing NERC to submit the informational filing as CEIl, recognizes the concerns
raised by commenters regarding confidentiality. The Commission expects NERC to
prepare the informational filing and submit it in such a way as to protect any critical
information from public disclosure.

59. At this time, the Commission will not direct NERC to address in the informational
filing whether all “High Impact” and “Medium Impact” BES Cyber Assets should be
considered critical for the purposes of Reliability Standard CIP-014, Requirement R1.

We are sympathetic to several points raised in ITC’s comments, which echo some of the

% See NOPR, 148 FERC 1 61,040 at PP 35-39.
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statements in the NOPR. However, as stated in the NOPR, the basis for directing an
informational filing regarding control centers is found in the March 7 Order, where the
Commission stated that it “expects that critical facilities generally will include, but not be
limited to, critical substations and critical control centers.”*® While NERC explained
why not all “High Impact” control centers may be critical for the purposes of Reliability
Standard CIP-014-1, we conclude that this issue requires close attention and should be
addressed in the informational filing. The broader concerns raised by ITC regarding the
scope of Requirement R1 can be evaluated by NERC and industry as part of the
implementation process. As we noted above, the Commission will devote resources to
compliance with and enforcement of Reliability Standard CIP-014-1 to ensure that all
critical facilities are identified pursuant to Requirement R1. Should the Commission find
through these efforts, or through the post-implementation reports and informational filing
that NERC will submit, that Requirement R1 as currently written is not capturing all
critical facilities, then the Commission will act upon that information.

D. Informational Filing on Resiliency

March 7 Order

60.  Inthe March 7 Order, the Commission stated that the development of physical
security Reliability Standards “will help provide for the resiliency and reliable operation

of the Bulk-Power System. To that end, the proposed Reliability Standards should allow

% NOPR, 148 FERC { 61,040 at P 44 (quoting March 7 Order, 146 FERC
161,166 at P 6 n.6).
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owners or operators to consider resiliency of the grid in the risk assessment when
identifying critical facilities, and the elements that make up those facilities, such as
transformers that typically require significant time to repair or replace. As part of this
process, owners or operators may consider elements of resiliency such as how the system
Is designed, operated, and maintained, and the sophistication of recovery plans and

157

inventory management.

NERC Petition

61. Reliability Standard CIP-014-1 mentions resiliency in Requirement R5, stating in
Requirement R5.1 that the physical security plans that entities develop shall include,
among other attributes: “Resiliency or security measures designed collectively to deter,
detect, delay, assess, communicate, and respond to potential physical threats and
vulnerabilities identified during the evaluation conducted in Requirement R4.” The
NERC petition describes Requirement R5.1, with regard to resiliency, as referring to
“steps an entity may take that, while not specifically targeted as hardening the physical
security of the site, help to decrease the potential adverse impact of a physical attack ...
including modifications to system topology or the construction of a new Transmission

station ... that would lessen the criticality of the facility.”>®

" March 7 Order, 146 FERC ] 61,166 at P 7.

% NERC Petition at 42.
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NOPR
62. The NOPR stated that the NERC petition describes resiliency measures that could
be included in the required physical security plans. The NOPR also stated, however, that
specific resiliency measures are not required by Reliability Standard CIP-014-1, which is
consistent with the March 7 Order. Instead, the NOPR noted that Reliability Standard
CIP-014-1 allows the security plans to be flexible in order to meet different threats and
protect varying Bulk-Power System configurations.
63. The NOPR stated that resiliency is as, or even more, important than physical
security given that physical security cannot protect against all possible attacks. The
NOPR also stated that, in the case of the loss of a substation, the Bulk-Power System may
depend on resiliency to minimize the impact of the loss of facilities and restore blacked-
out portions of the Bulk-Power System as quickly as possible. The NOPR further stated
that some entities may implement resiliency measures rather than security measures, such
as by adding facilities or operating procedures that reduce or eliminate the importance of
existing critical facilities, which could significantly improve reliability and resiliency.
64. The NOPR stated that the NERC petition indicated that the NERC Board of
Trustees expects NERC management to monitor and assess the implementation of
Reliability Standard CIP-014-1 on an ongoing basis, which would include: the number of
assets identified as critical under the Reliability Standard; the defining characteristics of
the assets identified as critical; the scope of security plans (i.e., the types of security and
resiliency measures contemplated under the various security plans); the timelines

included in the security plan for implementing the security and resiliency measures; and



