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Introduction:
Good morning, ladies and gentlemen.  I am Susan Court from the Federal Energy Regulatory Commission (FERC or Commission) in Washington, D.C.  I’m pleased to participate today in the discussion on Homeland Security Two Years Later: Evaluating Predictions and Performance.      

I have been asked to join this particular program because in a small way I have been able to work at my federal agency and with other federal agencies on steps the federal government has taken or is in the process of taking to protect our nation’s infrastructure.  That is a challenge on several levels, especially because it implicates a change to the government’s increasing openness with the public since the passage of the Freedom of Information Act (the FOIA) in 1966 and the advent of the government’s use of the internet over ten years ago.  

My focus this morning will be access to information at U.S. government agencies – what was predicted two years ago and what has happened since then.  This in turn entails a discussion of the Critical Information Act of 2002 (CII Act), which is Title II of the Homeland Security Act, and its implementation by the Department of Homeland Security. I will also discuss activities at other agencies, in particular at the FERC.   

The debate surrounding and leading up to the passage of the CII Act was predictable.  Certain interests wanted to ensure that critical infrastructure information would be protected to the greatest extent possible.  Others feared that such protection would deny them access to information needed to watch what the government was doing.  The challenge for the lawmakers and bureaucrats, as is generally true, was establishing the proper balance between these conflicting interests.  The question to be addressed today is whether we have achieved that balance.  
I.
Background to the Passage of the CII Act of 2002

A. 
After 9/11, Americans quickly came to believe that the nation’s infrastructure had to be protected against future terrorist attacks. No one really debated that proposition then or debates it now.  Because an estimated 85 per cent of our infrastructure is privately owned and operated, an important consideration when the Homeland Security Act was passed a year later was cooperation between the government and those private interests.  It was seen as critical to homeland security.  As Senator Robert Bennett (R-UT) pointed out at the time, “if the private sector and the government are both targets, they should be talking to each other.”
  John G. Malcolm, the Deputy Assistant Attorney General for the Criminal Division, in testimony before the Senate Committee on Government Affairs in May 2002, stated it this way: “to better protect critical infrastructure, government and the private sector must work together to communicate risks and possible solutions.  Acquiring information about potential vulnerabilities from the private sector is essential.”

B. 
With these principles in mind, the Administration sought to encourage companies to voluntarily share information with the government.  Cooperation between government and industry, however, is easier said than done.  American industry generally distrusts the government.  Not surprisingly, prior to passage of the CII Act, industry representatives expressed concerns with (1) potential disclosures under the FOIA, (2) the lack of a defined antitrust exemption for the sharing of infrastructure vulnerabilities, (3) possible disclosure of information under state open records laws, and (4) disclosure of sensitive corporate information to competitors.  As Harris Miller, President of the Information Technology Association of America, explained before the Senate Committee on Government Affairs in May 2002: there is “uncertainty about whether existing law may expose companies and industries that voluntarily share sensitive information with the federal government to unintended and potentially harmful consequences.” 
   Accordingly, industry leaders believed that a new FOIA exemption was necessary to keep terrorists from knowing about vulnerabilities that they could use to plan an attack on the United States. The attention of Congress thus turned to passing some form of legislation, which would encourage companies to share information with the government.

C. 
In the summer of 2002, President Bush introduced a new FOIA exemption which would protect from disclosure under the FOIA “information provided voluntarily by non-Federal entities or individuals that relates to infrastructure vulnerabilities or vulnerabilities to terrorism and is or has been in the possession of the Department.” The House first inserted language into the Homeland Security bill protecting such information, along with language protecting companies from any civil liability proceeding related to that material, language to override State and local information disclosure laws, and criminal penalties for employees who disclose this information.  For its part,  the Senate added provisions to the bill that would exempt from disclosure under the FOIA, records concerning vulnerability and threats to critical infrastructure submitted voluntarily to the DHS that are not required to be disclosed by any other federal rules or regulations.  The amendment had no civil liability protections, preemption of state disclosure, or criminal penalties for disclosure.  The House version was eventually signed into law by President Bush on November 25, 2002.

D. 
Businesses concerned about sharing information with the government strongly supported the CII legislation.  Republicans also strongly supported the final CII provisions adopted into law.  Supporters of the legislation believed that these information protections would encourage companies voluntarily to submit information to DHS, which in turn would help the nation by making it less likely to be victimized by a terrorist attack.
E. 
Conversely, journalists along with open-government advocates and environmental groups opposed the CII Act.
  Many Democrats also opposed these provisions.  Senator Patrick Leahy (VT) predicted that this legislation “would allow big polluters or other offenders to hide mistakes or even criminal acts from public view, just by stamping such data ‘critical infrastructure information’ and submitting it to the Department of Homeland Security.”
  Opponents also portrayed this legislation as unnecessary and ripe for misuse and abuse due to the possibility that companies could use the Act to shield information from public access.  Rep. Jan Schakowsy (D-IL), another prominent opponent of this legislation, called the adopted language, “a loophole big enough to drive any corporation and its secrets through.”
 
II. 
Basic Provisions of the CII Act
A. 
As noted, Title II of the Homeland Security Act contains the CII Act of 2002 (codified at 6 U.S.C. §§ 131-134).  The term critical infrastructure encompasses “systems and assets, whether physical or virtual, so vital to the United State that the incapacity or destruction of such systems and assets would have a debilitating impact on security, national economic security, national public health or safety, or any combination of those matters.”
  CII is defined in the CII Act as “information not customarily in the public domain and related to the security of critical infrastructure or protected systems.” 

B. 
The CII Act also exempts information from disclosure under the FOIA, restricts using the information in civil suits, provides criminal penalties for unlawful disclosure, and preempts state and local disclosure laws.  Specifically, 6 U.S.C. § 133(a)(1)(A) provides that “critical infrastructure information (including the identity of the submitting person or entity) that is voluntarily submitted to a covered Federal agency for use by that agency regarding the security of critical infrastructure and protected systems … shall be exempt from disclosure under Section 552 of title 5, United States Code (commonly referred to as the Freedom of Information Act).”  (The only “covered Federal agency” as defined in the Act is DHS).  Moreover, information “regarding the security of critical infrastructure” provided to and validated and marked by DHS cannot be disclosed to a court if the company is involved in a civil lawsuit, nor can the government use that information to punish the company for wrongdoing.  6 U.S.C. §133(a)(1)(C).  Furthermore, a government employee who publishes, divulges or discloses critical infrastructure information can be fired, fined or imprisoned for no longer than one year. 6 U.S.C. § 133(f).  Finally, the statute explicitly provides for the "preemption" of state freedom of information laws.  6 U.S.C. § 133(a)(1)(E)(i).

III.
DHS Interim Rule
A. In February 2004, DHS promulgated regulations in a Final Interim Rule to implement the CII Act.
  While final, in the sense that it is currently in effect, it is still just an interim rule, on which DHS sought further comments.  In response, DHS received thirty-two (32) comments.
  To quote Yogi Berra, “it’s déjà vue all over again.”  Government agencies and industry/trade associations generally support the rule, while public interest organizations generally oppose it.  Many of the concerns focus on the time frame for reviewing a claim that information fits the definition of CII, use and storage issues, notification provisions, and sharing the information with foreign governments.  A controversial issue and one that implicates owners and operators of energy infrastructure facilities regulated by FERC was – and is – whether the regulations should apply to indirect submission.  In others words, the contention is whether documents submitted to other agencies (e.g., FERC), which are then given to DHS, fall within the coverage of the CII Act and its new FOIA exemption.
B. Currently, the DHS rules only apply to information submitted directly to the DHS.
 Nevertheless, the Department “anticipates the development of appropriate mechanisms to allow for indirect submissions in the final rule.”
  For that purpose, DHS specifically invited comments.
   Again, history has repeated itself.  The latest round of comments reflects a similar division on the issue of indirect submissions.  Industry organizations such as the American Gas Association, the Chamber of Commerce, and the Edison Electric Institute support protecting indirect submissions as a way to ensure that DHS receives all of the information it needs.  Public interest groups, on the other hand, such as OMB Watch, Common Cause, and the Coalition of Journalists for Open Government, oppose such indirect submissions, citing problems with managing such a system and concern that such a program could hamper the regulatory duties of certain agencies.  Critics have also pointed out that Congress rejected the concept of indirect submissions during consideration of the Homeland Security legislation.
 
C. The prospect that DHS may revise its Interim Rule to include indirect submissions in turn may implicate how other Federal agencies treat sensitive infrastructure information, and, more to the point, how they convey such information to the Department.
  To understand what impact such an expansion could have, it may be helpful to look at how other agencies currently protect sensitive infrastructure information.  
IV.
Other Agencies’ Protection of Sensitive Infrastructure Information
A. As you may know, the Federal Energy Regulatory Commission regulates the wholesale sales of natural gas and electricity, and the interstate transportation or transmission of natural gas, oil, and electric energy in interstate commerce.  It also licenses hydropower projects, certificates natural gas pipelines, and authorizes the siting of LNG facilities. Accordingly, it conducts rate and licensing proceedings in which members of the public have a right to participate, and, for that purpose, they must have access to information, even of a critical infrastructure nature, to participate meaningfully.  
1. 
Shortly after 9/11, most if not all agencies with any infrastructure or infrastructure-related information on their web pages, removed that information.  FERC, for example, removed approximately 70,000 documents 
by October 11.  For the most part, these documents were oversized maps, which we believed could give too much information to a would-be terrorist. 
2. 
FERC was not alone.  The Department of Energy, Interior’s Geological Survey, the Environmental Protection Agency, the Federal Aviation Administration, the Department of Transportation’s Office of Pipeline Safety and its Bureau of Transportation Statistics’ Geographic Information Service, the National Archives and Records Administration, the National Air and Space Administration Glenn Research Center, the International Nuclear Safety Center, the Internal Revenue Service, the Los Alamos National Laboratory, and the National Imagery and Mapping Agency denied access to information normally available on their internet sites.

3. 
At that time, we all were looking for some kind of assistance -- from Congress or the White House -- to deal with the anticipated requests for previously public documents.  We knew that the public would seek those documents under the Freedom of Information Act.  What we got primarily was a memorandum from the Attorney General on the use of what’s called the “high 2” exemption under the Act.  As it turned out, Congress and the White House were planning much more serious changes, namely, the passage of the Homeland Security Act and the establishment of the Department of Homeland Security.  

4.
To establish a reasonable balance between two inherently important goals – protection of critical energy infrastructure information (what we call CEII) 
and meaningful public participation – the Commission issued a policy statement.
  Then, the Commission promulgated new regulations, in February 2003, that established a process parallel to its FOIA regulations where a member of the public, with a demonstrated need and willingness to sign a non-disclosure agreement (both unavailable under the FOIA), could have access to CEII.
  FERC was the first Federal agency after 9/11 to develop formal rules on accessing sensitive information and records.
  

5. 
Under FERC’s rule, the information must fall under an existing FOIA exemption to be considered CEII in the first place, whereas under DHS’s rule, 
the information becomes exempt if voluntarily submitted to DHS.  FERC has relied on the following exemptions to protect CEII: (1) Exemption 2, which exempts "records related solely to the internal personnel rules and practices of an agency"; (2) Exemption 4, which protects from disclosure "trade secrets and commercial or financial information obtained from a person and privileged or confidential"; and (3) Exemption 7, which protects from disclosure certain law enforcement information, including information the disclosure of which might jeopardize a person's life or safety.
  In these CEII decisions, we have also relied on two court cases involving the protection of infrastructure information.

6. 
Also, while we may be able to develop an argument that CEII given to a state could be protected under the principles of Federal preemption, we are not so sure of that position to take the chance, and therefore will only give CEII to a state if the state can demonstrate that its disclosure laws would enable it to protect the information from being released to just anyone who asks.  To date, none of them has.  
7. 
By the way, FERC submitted comments to DHS’s notice of proposed rulemaking leading up to the Final Interim Rule, which distinguishes the two agencies’ rules, as follows “… the FERC program does not create any exempting authority that would change FOIA disclosure requirements, whereas section 214 of the Homeland Security Act, which is the basis for the Department’s CII regulations, does.”  Put another way, DHS’s rule protects 
information from disclosure whereas FERC’s rule enables a person with a 
demonstrated need to gain access to information that would otherwise be protected from disclosure under the FOIA.
B. 
Similar to what FERC has done, the Directorate of Freedom of Information and Security Review for Department of Defense (DOD) sent out a memorandum on March 25, 2003, stating that Exemptions 1, 2, 4, 7(E) and 7(F) would be used to protect CII maintained by DOD.
  This new policy was not based on a new statute or regulation.  Accordingly, the memorandum noted that the CII Act may not be used to protect information maintained by DOD.  DOD is trying to obtain FOIA exemption authority (similar to the authority DHS has) for CII information it maintains.
C. 
On September 3, 2003, the Federal Aviation Administration (FAA) issued an order designating information received by the agency from an Aviation Safety Action Program as protected in accordance with 14 C.F.R. Part 193.
  The FAA issued this order because it found that disclosure of this information (e.g., safety-related reports and general safety concerns) would inhibit entities from voluntarily providing it to the FAA.
D. 
The Transportation Security Administration (TSA) has taken steps to protect Sensitive Security Information (SSI), which is information that describes air carrier screening procedures, airport or air carrier security programs, maritime transportation security procedures, or other related transportation security matters.  The SSI concept comes from federal statutes that prohibit the disclosure of information obtained or developed in carrying out security activities if the TSA Administrator determines that such disclosure would be detrimental to the safety of passengers in transportation.
  
E. 
As of August 4, 2004, results of inspections of the physical security of nuclear facilities will no longer automatically be placed on the Nuclear Regulatory Commission’s website.  Individuals who wish to access the information will have to file a FOIA request; however, the NRC has indicated that they will attempt to use FOIA exemptions to protect this material, in particular, FOIA Exemption 2.
IV.
National Infrastructure Protection Plan (NIPP)

A. 
In addition to the CII Act, there is a Federal government initiative that was actually started before 9/11, in 1998, in Presidential Decision Directive No. 63 (PDD-63), but re-focused in the last three years.  In December 2003, President Bush issued Homeland Security Presidential Directive No. 7 (known as HSPD-7), which replaced PDD-63.  HSPD-7 established a national policy for federal departments and agencies to identify and prioritize critical and key resources and to protect them from terrorist attacks.  HSPD-7 identified certain agencies to be responsible for infrastructure protection in their respective sectors, and encouraged these agencies to continue to promote the development of information-sharing and analysis mechanisms.

B. 
Sector-specific agencies are also responsible for producing a sector-specific plan that will be incorporated by DHS into a National Infrastructure Protection Plan (NIPP).  The NIPP will consist of a unifying planning component, including national infrastructure protection goals and performance objectives, a set of individual Sector-Specific Plans, and a national-level cross sector integration plan.  Together, these elements will comprise a comprehensive National Plan for public and private sectors to work together to protect the infrastructure of the United States.   

C. 
Altogether, the NIPP will cover 13 critical infrastructure sectors and four categories of key resources.  Sector-specific agencies both internal and external to DHS will have the lead for drafting these 17 sector-specific plans, which will be integrated into the NIPP.  The private-public partnership in the NIPP is also intended to be realized through engaging the private sector in the planning process as represented by what is called their information sharing and analysis centers, sector coordinators, and other recognized sector stakeholders so that their knowledge and information will be reflected in the substance of the NIPP itself.

D. 
The NIPP is scheduled to be delivered to Secretary Ridge and the President this month.  
V.
Examination of the Predictions on Protecting Infrastructure Information 
A. 
The final question is, have the predictions swirling around the passage of the CII Act in 2002 come true?  Have the act and its special FOIA exemption contributed to the protection of the nation’s infrastructure?  Has the act resulted in the public’s being denied information which it needs?  Frankly, it is too early to tell.  DHS’s Interim Rule implementing the act is only six months old.  More to the point, relatively few companies have taken advantage of the act’s information sharing protections.  As of October 20, 2004, DHS had received only 30 submissions, 22 of which have been validated. Also, most likely for the same reason, critics of the exemption have not demonstrated that companies have used the exemption to shield an information dump.  In this regard, DHS has received only one FOIA request. The good news, of course, is that there has not been a terrorist attack on U.S. soil since the enactment of these provisions.  Can we make a connection?  Not really, any more than we can prove a negative.  
B. 
The dynamic may change if and when DHS expands the rule to cover indirect submissions.  Other Federal agencies, like my own, have significant amounts of information on the nation’s infrastructure.
  Some of these agencies, again like my own, collect most of this information as part of their regulatory oversight.  With respect to FERC, the information is primarily submitted pursuant to regulation, order, or subpoena.  Are such submissions “voluntary” or “compelled”?  That question could be the topic for another panel, as it involves a large body of FOIA law.
  Assuming the answer is “voluntary” (FERC’s general view except for subpoenaed documents or other information), the follow-up question is, will that bring the data under the CII FOIA exemption if FERC transmits it to DHS either on its own accord or upon request?  Of course, right now, the answer is no, because the current DHS regulations do not cover indirect submissions.  The answer may also be no, at least with respect to certain data, if DHS expands the coverage of the rule to indirect submissions.  As some of the commenters to the Interim Rule have pointed out, section 212(7)(B)(ii) of the CII Act excludes from “voluntary” submissions “information or statements submitted or relied upon as a basis for making licensing or permitting determinations, or during regulatory proceedings.” Therefore, to the extent an agency like FERC were to convey to DHS information collected as part of its regulatory programs, the information may not be eligible for CII protection.  The same may not be true for other agencies, like the Department of Energy, that obtain information outside any regulatory proceeding.            
C. 
FERC’s rule has been in place longer than DHS’s regulations, so we have more data to revisit the predictions made when it was promulgated.
  We had significant industry, media, and general public participation in the rulemaking, where the comments paralleled those received by DHS in response to its Notice of Proposed Rulemaking.  Industry representatives argued for greater protection and public interest organizations promoted more access.  Still, no one challenged the new rule in court, and no one has claimed that its organization or company has been unable to participate meaningfully in a FERC proceeding as a result of the new restrictions on access to information.  That is not to say, however, that we are not being watched.  We are, and we welcome the attention; indeed, the Commission has already sought further comment to see how the rule is working (and consequently amended the regulations), and plans to do that again early next year.      
D. 
At bottom, as mentioned earlier, this entire debate comes down to the ever present challenge in the development of public policy: finding the proper balance between conflicting interests.  Here, those interests are ensuring that DHS is able to obtain sufficient information to protect the nation’s infrastructure, while enabling the public to have access to information necessary to participate in government.  The challenge requires, in part, cooperation between the government and industry and the understanding of the public and public interest groups.  Trust, in other words, on all sides.  But, as John Tiritak, the Director of the Critical Infrastructure Assurance Office pointed out during the debate over the CII Act, “You can’t legislate trust….You can’t create it with the passage of law, but the goal is to encourage that relationship.”
  From the perspective of someone inside government, I know at least that the effort is being made.  
� These remarks are solely those of the author and should not be attributed to the Federal Energy Regulatory Commission.  Also, special thanks are due to Mark Hershfield, Assistant to the Chief of Staff, for his research on this paper.  
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� Prior to this act, government agencies largely relied on FOIA Exemption 4, which protects from disclosure “trade secrets and commercial or financial information obtained from a person and privileged or confidential” to protect this type of material.  See 5 U.S.C. § 552(b)(4).  


� See, e.g., “The Homeland Security exemption passed by the House would threaten the public's access to information that could have serious implications for public safety.” The St. Petersburg Times, Nov. 19, 2002 (claiming that the exemption threatens “to reduce the public’s access to information in a way that could have serious implications for public safety.”).


� Press Release, Senator Patrick Leahy, Comment of Senator Patrick Leahy on the Proposed Rule for Handling Critical Infrastructure Information at DHS (FOIA Exemption Issue, June 16, 2003, available at � HYPERLINK "http://leahy.senate.gov/press/200306/061603b.html" ��http://leahy.senate.gov/press/200306/061603b.html�.  By the way, DHS takes the position that companies may not stamp any document “CII”; rather,only the manager of the PCII program may do that.
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� PATRIOT Act, 42 U.S.C. § 5195c(e).  


� 6 U.S.C. § 5131(3).  


� In March 2003, several Democrat Senators proposed the Restoration of the Freedom of Information Act, which would have continued to exempt records that are actually part of critical infrastructure from disclosure, but would have removed criminal penalties for “legitimate whistleblowers” and denied companies protection from civil liability as it pertained to submitted information.  The legislation did not make it out of committee.


� See Procedures for Handling Critical Infrastructure Information; Interim Rule, 69 FR 8074 (Feb. 20, 2004).  


� These comments are available on the DHS’s website at � HYPERLINK "http://www.dhs.gov/dhspublic/display?theme=92&content=3765" ��http://www.dhs.gov/dhspublic/display?theme=92&content=3765�.	


� In April 2003, DHS initially proposed to cover indirect submissions.  Specifically, DHS proposed defining submissions to DHS to include information “provided to DHS either directly or indirectly via another Federal agency, which, upon receipt of CII, will forward it to DHS.” See Procedures for Handling Critical Infrastructure Information; Proposed Rule, 68 FR 18524, 18525 (Apr. 15, 2003).  In response, DHS received twenty comments opposing indirect submissions, while receiving only three comments supporting indirect submissions. See 69 FR 8074, 8075. Public interest groups and media organizations opposed the concept of indirect submissions, while industry groups supported the idea of indirect submissions, subject to further clarifications regarding the treatment of CII by other agencies. Id. at 8075.


� Id.  See also FOIA Post, "Critical Infrastructure Information Regulations Issued by DHS" (posted 2/27/04) (discussing implementation of new Exemption 3 statute).


� See id. at 8074.


� In 2002, Rep. Tom Davis (R-VA) proposed an amendment to cover submissions to other agencies; however, that amendment was defeated 233 to 195. 


� Currently, under the FOIA, if an agency or component locates entire records originating with another agency, it refers those records to their originator and that agency responds to the requester.  See FOIA Update, Vol. XII, No. 3, at 3-4; FOIA Update, Vol. IV, No. 3, at 5.  Also, under the Federal Records Act, 44 U.S.C. § 3510(b), an agency receiving information from another agency must treat the information as the originating agency does.  





� Policy Statement on Previously Public Documents, issued in PL02-1, on October 11, 2001, 66 FR 52917 (Oct. 18, 2001).


� See Order No. 630, 68 FR 9857 (Mar. 3, 2003); as amended by Order No. 630-A, 68 FR 46456 (Aug. 6, 2003) and Order No. 649, 69 FR 48386 (Aug. 10, 2004); see also Order No. 643, 68 FR 52089 (Sept. 2, 2003).   


� FERC rules define CEII as information about proposed or existing critical infrastructure that relates to the production, generation, transportation, transmission, or distribution of energy, could be useful to a person in planning an attack on critical infrastructure, is exempt from mandatory disclosure under the Freedom of Information Act, and does not simply give the location of the critical infrastructure.  Critical infrastructure, in turn, means existing and proposed systems and assets, whether physical or virtual, the incapacity or destruction of which would negatively affect security, economic security, public health or safety, or any combination of such matters.  See 18 C.F.R. § 388.113(c)(2) (2004).


� 5 U.S.C. §§ 552(b)(2), (4), (7)(F).  


� See Living Rivers, Inc. v. United States Bureau of Reclamation, 272 F. Supp. 2d 1313, 1322 (D. Utah 2003) (affirming withholding of flood maps under Exemption 7(F)); Coastal Delivery Corp. v. United States Customs Serv., 272 F. Supp. 2d 958, 964 (C.D. Cal. 2003) (finding law enforcement purpose for protecting container-inspection rates at Los Angeles/Long Beach seaport).


� FOIA Exemption 1 protects from disclosure all national security information concerning the national defense or foreign policy that has been properly classified in accordance with the substantive and procedural requirements of the current such order and FOIA Exemption 7(E) protects information, which “would disclose techniques and procedures for law enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably be expected to risk circumvention of the law.”  5 U.S.C. § 552(b)(1) and (7)(E).  


� Designation of Aviation Safety Action Program Information as Protected from Public Disclosure under 14 C.F.R. Part 193 (Sept. 3, 2003) available at � HYPERLINK "http://www.american.edu/radiowave/CII%20SITE/FAA%20order.pdf" ��http://www.american.edu/radiowave/CII%20SITE/FAA%20order.pdf�.


� 49 U.S.C. § 114(s)(1) and 49 U.S.C. § 40119(b)(1).


� As relevant to FERC, HSPD-7 designated the Department of Energy as the sector-specific agency to be responsible for energy, including the production, refining, storage, and distribution of oil and gas, and electric power except for commercial nuclear power facilities.  DOE is responsible for producing the energy sector-specific plan.  Other sector-specific agencies include Department of Agriculture (agriculture, food); Department of Health and Human Services (public health, health care); Environmental Protection Agency (drinking water and water treatment); Treasury Department (banking and finance); Department of Interior (national monuments and icons); and Department of Defense (defense industrial base).


� FERC receives approximately 60,000 submissions annually.  While most of these submissions do not contain CEII, a significant number do, e.g., detailing operational aspects of hydropower dams, natural gas pipelines, and electric transmission grids.


� See, e.g., National Parks & Conservation Assoc. v. Morton, 49 F.2d 765 (D.C. Cir. 1974); Critical Mass Energy Project v. NRC, 975 F.2d 871 (D.C. Cir. 1992).  


� As of September 30, 2004, since the rule went into effect in April 2003, FERC received 382 requests, including 139 for electric information, 181 for hydropower information, and 62 for natural gas information.  We processed 342 of those requests, all but 12 of which were granted.  The major reason we denied requests is the requesters’ refusal to sign a non-disclosure agreement.  We also denied requests because the information was not only CEII but also information which we normally withhold, e.g., information on cultural resources protected under the National Historic Preservation Act or deliberative documents.  


� Dan Caterinicchia, “Officials: Lack of Trust Undermines Security, May 13, 2002,”  available at � HYPERLINK "http://www.fcw.com/fcw/articles/2002/0513/news-trust-05-13-02.asp" ��http://www.fcw.com/fcw/articles/2002/0513/news-trust-05-13-02.asp�.





PAGE  
13

