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SESSION 6D: Sharing Information and
Security Databases — ISAC and HSIN

Panel Members: Eugene Bentz U.S. Army Corps of Engineers
John Laws DHS (No slides)

Moderator: Frank Calcagno FERC
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Background

US Army Corps A DHS Defined Key Resource
of Engineers

« Dams are a vital part of the nation’s infrastructure.

« Dams provide range of economic, environmental,
and social benefits, including hydroelectric power,
river navigation, water supply, wildlife habitat, waste
management, flood control, and recreation.

« “Dams” include conventional dams, navigation
locks, levees, canals (excluding channels) or other
similar types of water retention structures

HSPD-7

(1) This directive establishes a national policy for Federal
departments and agencies to identify and prioritize United
States critical infrastructure and key resources and to protect
them from terrorist attacks.

(2) Terrorists seek to destroy, incapacitate, or exploit critical
infrastructure and key resources across the United States to
threaten national security, cause mass casualties, weaken our
economy, and damage public morale and confidence.
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BACKGROUND
USACE Breadth of Responsibility
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Environmental
Stewardship

* US Ports & Waterways convey > 2B Tons Commerce
* Foreign Trade alone Creates > $160B Tax Revenues
« Cumulative Flood Damage Prevention >$290B

Regulatory
Responsibilities




BACKGROUND

US Army Corps USACE - HLS Analysis Cell

of Engineers

HOMELAND SECURITY

USACE Intelligence and Security Countermeasures Branch

|

What we do

» Point Analysis: Ad hoc analysis of developing trends.

» IFIP Monthly Report: Monthly production of suspicious activity seen throughout IFIP regions
of responsibility.

» Threat/Warning: Immediate investigative fact finding and summary development of impending
threat to USACE or US interests.

» CONUS Threat Assessments: General Threat assessments of international and
domestic threats for a particular region.




BACKGROUND

Brief Chronology
US Army Corps

of Engineers

November 2001.:
« USACE Built Threats and Suspicious Incident (TSI) Software

September 2003:
* Built TSI Mapper to provide location views of TSIs

March 2004
e Coordinated with other Federal Dam organizations to share TSls

November 2004
 Built IFIP C2 Site to share TSI software
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US Army Corps What is a TSI?
of Engineers

Summarized Definition

Anomalies....observations that are suspicious against the normal state of activity,
and possibly indicative of potential threats to Federal personnel and property. TSls
are raw, non-validated information, which may or may not be related to an actual
threat, and by their very nature, may be fragmented or incomplete.
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How TSI Input Works

US Army Corps
of Engineers
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IFIP C2 Site
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