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Order No. 706

e |ssued January 18, 2008
e Approved eight CIP standards
e Include 160 requirements



Order No. 706 Cont.

e Addressed cyber security of
critical assets

e Ordered iImprovements and
additional oversight



Areas Addressed by
CIP Standards

e |dentification of critical cyber
assets

e« Management involvement



Areas Addressed by
CIP Standards Cont.

e Security of sensitive
Information

e Cyber security training



Areas Addressed by
CIP Standards Cont.

e Personnel risk

e Physical security of critical
cyber assets

e Change control



Areas Addressed by
CIP Standards Cont.

e Access control

e Electronic security perimeters
e Incident response

e Recovery plans



Structural
Modifications

e Additional oversight
e Addition reporting to
Commission

e Framework for controlling
exceptions



