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Security at Hydropower Projects

Advancing the Creation of a Dam Sector ISAC

» White House Study? Identified the Need for an Information Sharing &
Analysis Center (ISAC) for the Dam Sector

» Coordinated Effort with Federal Agencies and ASDSO
* Identifying Technical Needs and Logistics for Creation
e Can be Used by all Dam Owners to Share Intelligence Information

INational Strategy for the Physical Protection of Critical Infrastructures and Key Assets (February 2003)
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Advancing the Creation of a Dam Sector ISAC

Incidents

Other ISACs
Other ISACs

Warnings/Threats

Analysts



HOW CRIMINALS/TERRORISTS COLLECT INFORMATION:

 Open Source Research

e Public Domain Technical Reports
e People

« Communications

 Photography

e Trash
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-Operations Security for Public Safety Agencies
(I0SS LC21-531389/Y19-916599)




WHAT DOES YOUR EAP DOCUMENT SHOW?

-

EAP Document

Internal
External

Agencies needing data

* Notification Charts

» Emergency Classifications
* Emergency Procedures

e Inundated Areas =~ V..

e e

« Technical Dam Information

Discuss with agencies who needs what data.
Explain prudent information management to agencies.




Security at Hydropower Projects

Increased Coordination with Emergency and Law Enforcement Agencies

 FERC Continues to Build Bridges Between Dam Owners and Emergency
Response Personnel
» Protect the Public
» Protect Downstream Infrastructure
» Protect Downstream Environment

» Coordination Between Dam Owners and Local Law Enforcement Agencies
« Dam Owners Must Rely on Local Law Enforcement for Response
 Local and Federal Law Enforcement Can Provide Threat Information
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Security at Hydropower Projects

Coordination with U.S.C.G. (COTP)

* Nov 17, 03 EEI requested Commission Assistance:
* U.S.C.G. 68 Fed. Reg. 60515-544, et al interpreted by some COTPs
» Hydropower Projects must file security assessments/plans
« U.S.G.S. accept FERC Program as Alternative Security Program (ASW)

 Dec 9, 03 Commission letter to Admiral Collins:
* Requested acknowledgement of FERC Program as an ASW
* Reinforced the need to establish coordination and communication

« Jan 5, 04 Rear Admiral Hereth letter to Commission:
« 33 CFR Part 105 does not apply to hydropower facilities
» Area Maritime Security Plan participation...

e “ ..the Area Maritime Security Plan developed pursuant to 33 CFR Part 105
may address the hydropower facilities...within the [COTPs] jurisdiction.

| encourage participation of the owners or operators of the hydropower
facilities on the Area Maritime Security Committee, which is charged with assisting

the [COTP] in the development of the Area Maritime Security Plan.”
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