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Development

10 CFR 73.54, “Protection of Digital Computer
and Communication Systems and Networks”

— Scope of Systems

— Regulatory Guide 5.71 “Cyber Security Programs For
Nuclear Facilities”

Memorandum of Agreement with FERC
Memorandum of Understanding with NERC
Bright-Line process

NEI 10-04, “Identifying Systems and Assets
Subject to the Cyber Security Rule”

— Includes scoping criteria for SSCs in the BOP
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Implementation

* Interim Milestones 1-7 (12/31/2012)

— addresses key threat vectors for all CDAs, including
BOP SSCs

— emphasis on target set equipment and associated
threats
* Milestone 8 (site specific date)
— full cyber security program implementation

— policies and procedures: training, attack mitigation,
Incident response, continuity of operations, etc.

— completion of all design remediation actions including
those that require a refuel outage for implementation.
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 Inspection Program

— Temporary Instruction

— Training
« Significance Determination Process
* Pilot process

o Full Implementation
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