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ORDER ON COMPLIANCE FILING  
 

(Issued October 1, 2010) 
 
1. On April 21, 2010, the North American Electric Reliability Corporation (NERC), 
the Commission-certified electric reliability organization (ERO), submitted a compliance 
filing in response to the Commission’s January 21, 2010 order approving NERC’s 
procedure by which a responsible entity may request and receive a technical feasibility 
exception (TFE) from strict compliance with certain Critical Infrastructure Protection 
Reliability Standards (CIP Standards).1  NERC’s compliance filing includes revisions to 
Appendix 4D, Procedure for Requesting and Receiving Technical Feasibility Exceptions 
to NERC Critical Infrastructure Protection Standards (TFE Procedure).  For the reasons 
discussed below, we accept NERC’s filing as in partial compliance with the January 21 
Order, effective as of the date of this order.  We also direct NERC to submit an additional 
compliance filing within 90 days of the date of this order.  

I. Background 

2. In January 2008, the Commission issued Order No. 706, which approved eight 
CIP Standards.2  In addition, pursuant to section 215(d)(5) of the Federal Power Act 
                                              

1 North American Reliability Corporation, 130 FERC ¶ 61,050 (2010) (January 21 
Order). 

2 Mandatory Reliability Standards for Critical Infrastructure Protection, Order 
No. 706, 122 FERC ¶ 61,040, order on reh’g, Order No. 706-A, 123 FERC ¶ 61,174 
(2008), order on clarification, Order No. 706-B, 126 FERC ¶ 61,229 (2009). 
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(FPA), the Commission directed NERC to develop modifications to the CIP Standards to 
address a number of concerns, including developing procedures for an entity that must 
comply with the CIP Standards to obtain a TFE.  Two of the approved CIP Standards 
provide for exceptions from compliance with certain requirements based on “technical 
feasibility.”3  NERC explained that “technical feasibility” refers only to engineering 
possibility and is expected to be a “can/cannot” determination and that such 
determination is to be made in light of the responsible entity’s existing equipment and 
facilities.4  In Order No. 706, the Commission proposed to allow, in the near term, 
exceptions from compliance with the CIP Standards based on the concept of “technical 
feasibility.”5  The Commission posited that the term “technical feasibility” should be 
interpreted narrowly, without reference to considerations of business judgment, but 
concluded that exceptions should allow for operational and safety considerations.6  The 
Commission specified that, due to the nature of technical feasibility issues, exceptions 
should be granted on a case-by-case basis.7  

3. Thus, the Commission directed NERC to develop a set of conditions or criteria 
that a responsible entity must follow to obtain a technical feasibility exception to specific 
requirements of the CIP Standards.8  The Commission clarified that the TFE is “an 
exception that forms an alternative obligation.”9  Thus, a central issue in individual cases 
where legacy equipment presents a technical feasibility issue is “whether an alternative 
course of action protects the reliability of the Bulk-Power System to an equal or greater 
degree” than strict compliance10 with the specific CIP Standard requirement.11  The 

                                              

 
(continued…) 

3 Order No. 706, 122 FERC ¶ 61,040 at P 157 (One requirement uses the term 
“technical limitations” to similar effect). 

4 See id. (quoting from NERC’s FAQ document its guidance on the meaning of the 
phrase “where technically feasible”). 

5 Id. P 158. 

6 Id. P 178. 

7 Id. P 179. 

8 Id. P 192. 

9 Id. P 184. 

10 NERC defines “Strict Compliance” to mean “Compliance with the terms of an 
Applicable Requirement without reliance on a Technical Feasibility Exception.”  See 
North American Electric Reliability Corporation, October 29, 2009, Petition for Approval 
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Commission specified that the TFE process must include:  mitigation steps, a remediation 
plan, a timeline for eliminating the use of the TFE unless appropriate justification 
otherwise is provided, regular review of the continued need for the TFE, internal 
approval by senior managers, and regional approval through the ERO.12   

4. On October 29, 2009, NERC filed amendments to its Rules of Procedure to 
implement the Commission’s directive in Order No. 706 that it develop and adopt a set of 
conditions or criteria that a responsible entity must follow to obtain a TFE.  Specifically, 
NERC proposed to add to its Rules of Procedure new section 412, “Requests for 
Technical Feasibility Exceptions to NERC Critical Infrastructure Protection Reliability 
Standards,” and new Appendix 4D, “Procedure for Requesting and Receiving Technical 
Feasibility Exceptions to NERC Critical Infrastructure Protection Reliability Standards.”   

5. In the January 21 Order, the Commission approved NERC’s amended Rules of 
Procedure.  The Commission also directed NERC to submit a compliance filing 
providing further information and addressing Commission concerns.13  Specifically, the 
Commission directed NERC to modify the following sections of the TFE Procedure 
contained in Appendix 4D:   

 Revise section 1.3, Scope, to designate CIP-006-1, Requirement R1.1 and  
CIP-007-1, Requirement R3 as “Applicable Requirements” subject to the TFE 
procedure. 

 Revise sub-sections 3.1(iv) and (vi), Basis for Approval of TFE, to designate:  
(i) which entity will determine under section 3.1(iv) what safety risks or issues 
outweigh the benefits of Strict Compliance with the Applicable Requirement; 
and (ii) which entity will determine under section 3.1(vi) what costs far exceed 
the benefits to the reliability of the bulk electric system. 

 Revise section 3.2, Basis for Approval of a TFE, to explicitly require any 
alternative means of compliance to achieve a comparable level of security as 
strict compliance with the requirement. 

                                                                                                                                                  
of Amendments to the Rules of Procedures at Appendix D, § 2.26 (hereinafter “NERC 
Petition”).  

11 Order No. 706, 122 FERC ¶ 61,040 at P 183. 

12 Id. P 222.  

13 January 21 Order, 130 FERC ¶ 61,050 at P 14. 
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 Revise section 4.2, Form and Format of TFE Request, and section 4.3.1, 
Required Information to Be Included in the TFE Request, to establish a 
uniform set of required information for the “Part A” portion of a TFE 

14request.  

den of establishing a valid TFE remains with 
the requesting responsible entity. 

r 
 

t fraudulent or 
bad faith TFE requests will be subject to enforcement action. 

nual Report, to include certain additional 
information in the annual report.   

hat 

e 
ity in administering the TFE process with respect to    

sub-sections 3.1(iv) and (vi).16 

                                             

 Revise section 5.2, Substantive Review of TFE Request for Approval or 
Disapproval, to ensure that the bur

 Revise section 5.3, No Findings of Violations or Imposition of Penalties fo
Violations of an Applicable Requirement for the Period a TFE Request is
Being Reviewed, to establish stricter limits and guidelines regarding the 
effective date of a TFE and to include an explicit statement tha

 Revise section 12.1, Contents of An

In addition, the Commission requested further information and clarification regarding: 
(i) the “Class-Type” TFE list;15 (ii) the manner in which NERC will quantify reliability 
benefits in order to make the determination under sub-sections 3.1(iv) and 3.1(vi) of w
safety risks outweigh the benefits of strict compliance and what costs “far exceed the 
benefits” to the reliability of the bulk electric system; and (iii) the steps NERC will tak
to ensure consistency and secur

 
14 A TFE request is composed of two parts, Part A and Part B.  Part A is a 

template form that elicits non-confidential information about the TFE request, which 
information is used by the Regional Entity for its initial screening of the TFE request.  
Part B of the TFE request contains the detailed material to support the TFE request, 
including the documents, drawings, and other information necessary to provide the 
Regional Entity the details and justification for the requested TFE.   

15 January 21 Order, 130 FERC ¶ 61,050 at P 27. 

16 Id. P 32. 
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II. NERC Compliance Filing 

6. On April 21, 2010, NERC submitted its compliance filing in response to the 
January 21 Order.  NERC’s compliance filing responds to each of the directives from th
Commission’s January 21 Order.   

7. NERC further proposes several minor revisions to the TFE Procedure that are not 
in response to specific Commission directives.  NERC explains that these additional 
amendments reflect subsequent events as well as some non-substantive corrections.  For 
example, NERC proposes the following revisions to the TFE Procedure:  (i) in section
1.3, revise the list of Applicable Requirements to refer to Version 2 of the CIP Stand
which became effective on April 1, 2010; (ii) delete from section 4.5, the outdated 
reference “if it is effective by 

e 

 
ards 

January 31, 2010;” and (iii) add to section 9.3 the reference 
d by the Regional Entity” to ensure NERC is 

aware of any early terminations of an approved TFE.  NERC states that the revisions 

III. Notice and Responsive Pleadings

“with a copy to NERC if the notice is issue

included in its compliance filing were approved by the NERC Board of Trustees on  
April 16, 2010.  NERC did not request a specific effective date for the proposed 
revisions.  

 

8. Notice of the filing was published in the Federal Register, with interventions and 
10.17  ISO New England, Inc. filed a timely motion 

to intervene.  Kansas City Power & Light Company and KCP&L Greater Missouri 
protests due on or before May 12, 20

Operations Company (collectively, KCP&L) filed timely comments.  

IV. Discussion 

A. Procedural Matters 

9. Pursuant to Rule 214 of the Commission’s Rules of Practice and Procedure
18 C.F.R. § 385.214 (2010), the timely, unopposed motion to intervene serves to make 
ISO New England, Inc. a party to this proceeding.   

,        

B. Commission Determination 

10. Except as noted below, the Commission accepts NERC’s filing and other 

                                             

amendments to the TFE Procedure.  The Commission also directs NERC to submit an 

 
17 75 Fed. Reg. 23,756 (2010). 
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additional com ssing the 
concerns deta

pliance filing within 90 days from the date of this order, addre
iled below.   

1. Section 1.3 Scope 

 1.3 of the TFE Procedure lists the specific CIP Standard requ
nsible entity may request a TFE.  Section 1.3 states: 

This procedure f

11. Section irements for 
which a respo

or requesting and obtaining approval of TFEs 

feasible, or (B) that technical 

requirements.  The designated requirem
referre

 
 

                              

is applicable only to those requirements of CIP Standards 
CIP-002 through CIP-009 that:  (i) expressly provide either  
(A) that compliance with the terms of the requirement is 
required where or as technically 
limitations may preclude compliance with the terms of the 
requirement; or (ii) FERC has directed should be subject to 
this procedure. 

Section 1.3 then lists the specific requirements that fall within the above-described 
ents that are subject to the TFE Procedure are 

d to as the “Applicable Requirements.”18 

12. In the January 21 Order, the Commission directed NERC to revise section 1.3 of 
the TFE Procedure to designate CIP-007-1, Requirement R3 as an Applicable 
Requirement.19  In its Compliance Filing, NERC revises section 1.3 to include sub-
Requirement R3.2 of CIP-007 in the list of Applicable Requirements rather than CIP-007,
R3.20  NERC states that although the Commission directed NERC to include CIP-007, R3
                

ocedure to mean “[a] 
requirement of a CIP Standard that:  (i) e ) that compliance 
with t here or as technically feasible, or (B) that 
technical limitations may preclude compliance with the terms of the requirement; or     
(ii) is f Procedure, 
Appendix 4 ty Exceptions 
at § 2.2. 

19 Ja

20 CI

R.3 

manag
 

(continued…) 

18 “Applicable Requirement” is defined in the TFE Pr
xpressly provides either (A

he terms of the requirements is required w

subject to this Appendix by FERC direction.”  See NERC’s Rules o
D, Procedure for Requesting and Receiving Technical Feasibili

nuary 21 Order, 130 FERC ¶ 61,050 at P 22. 

P-007-2, R3 through R3.2 provides: 

Security Patch Management – The Responsible Entity, either 
separately or as a component of the documented configuration 

ement process specified in CIP-003 Requirement R6, shall 
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to the list of Applicable Requirements, it instead designated R3.2 because it is R3.2 that 
could potentially require a TFE.  NERC argues that, because Requirement R3.2 
references “implementing compensating measures to mitigate risk,” R3.2 is the specific 
provision of CIP-007, R3 that allows for the possibility of not implementing the required 
security patches.21 

13. KCP&L, in its comments, raises a separate issue regarding the inclusion of      
CIP-007, R3.  KCP&L states that CIP-007, Requirement R3 should not be included as an 
eligible TFE requirement because the sub-requirements are clear regarding the 
management of software patches.  According to KCP&L, currently under Reliability 
Standard, CIP-007 Requirement R3, if a software patch becomes available that is 
applicable to a particular cyber asset, the responsible entity either implements the 
software patch or documents:  (i) the justification for not implementing the software 
patch; and (ii) the compensating measures taken in lieu of implementation of the patch.22   

Commission Conclusion 

14. The Commission recognizes that NERC has attempted to comply with our prior 
directive; however, the Commission directs NERC to revise section 1.3 of the TFE 
Procedure to include CIP-007 R3, rather than R3.2, on the list of Applicable 
Requirements.  While CIP-007 R3 establishes the requirements for implementation of a 
program for, among other things, installing applicable cyber security software patches, 
CIP-007 R3.2 is only the documentation requirement.  NERC’s proposal to designate 

                                                                                                                                                  
establish and document a security patch management program for 
tracking, evaluating, testing, and installing applicable cyber security 
software patches for all Cyber Assets within the Electronic Security 
Perimeter(s).   

R3.1  The Responsible Entity shall document the assessment of 

R3.2  ent the implementation of 
security patches.  In any case where the patch is not installed, the 

l document compensating measure(s) 
ure. 

21

security patches and security upgrades for applicability within 
thirty calendar days of availability of the patches or upgrades. 

The Responsible Entity shall docum

Responsible Entity shal
applied to mitigate risk expos

 NERC Compliance Filing at 5. 

22 KCP&L Comments at 3. 
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CIP-007, R3.2 as the “Applicable Requirement” could result in confusion among 
responsible entities because under NERC’s proposal the TFE provision would be tied to
documentation requirement rather than being explicitly identified as an “in lieu of” option
to the requirement for physical installation of the software patches.  We agree that 
documentation for a TFE is required, but documentation follows from the inability to 
install software patches, an implementation requirement set forth in R3.

 a 
 

se it is Requirement R3, 
not sub-Requirement R3.2, that carries the requirement for a responsible entity to install 

t 

L’s proposal to exclude CIP-007, Requirement R3 from the TFE 
Procedure, this issue is outside the scope of NERC’s compliance filing.  Any concerns 
with the inc ent should 

23  The 
Commission therefore directed NERC to designate CIP-007, R3 as an “Applicable 
Requirement” under section 1.3 of the TFE Procedure24 becau

applicable cyber security software patches from which a responsible entity may need a 
TFE.  Accordingly, to avoid potential future ambiguities regarding the availability of a 
TFE for the infeasibility of installing certain software patches, the Commission directs 
NERC to revise section 1.3 of the TFE Procedure to remove CIP-007, R3.2 from the lis
of Applicable Requirements and add CIP-007, R3 instead.      

15. Regarding KCP&

lusion of CIP-007, Requirement R3 as an eligible TFE requirem
have been raised earlier in this proceeding, at the time the Commission first addressed 
CIP-007, Requirement R3.  Moreover, because the Commission ruled on this issue in the 
January 21 Order, KCP&L’s argument is an impermissible collateral attack on a prior 
Commission order.25   

                                              
23 The Commission also agrees with NERC that R3.2 is the specific provision of 

CIP-007, R3 that refers to “compensating measures.”  However, “compensating 
measures” is not the language that triggers the availability of a TFE.  Pursuant to section 
1.3 of the TFE Procedure, a CIP requirement does not qualify for a TFE unless the 
requirement explicitly includes the language “technically feasible” or “technical 
limitations.”  The sole exception is if the Commission directs NERC to make a specific 
requirement subject to the TFE Procedure.  That is the case with CIP-007, R3.  Neither 
CIP-007, Requirement R3 nor any of its sub-sections include the triggering language 
“technically feasible” or “technical limitations.” 

24 January 21 Order, 130 FERC ¶ 61,050 at P 22. 

25 The Commission concluded in the January 21 Order that “NERC was given the 
discretion to allow technical feasibility exceptions to CIP-007-1 R3.  Having chosen to 
allow exceptions to CIP-007-1 R3 for technical infeasibility, however, such exceptions 
must be implemented using the TFE procedure.”  January 21 Order, 130 FERC ¶ 61,050 
at P 22. 
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2. Section 3.1(iv) and (vi) Basis for Approval of TFE 

16. Section n which a TFE may be 
requested or approved.  In other words, the asset for which the TFE is being sought must 
satisfy at least one of the six criteria in section 3.1.  The two section 3.1 criteria that 
NERC revised i), describe 
requirements 

ty 

 

the Applicable 

entity or entities will determine what safety risks or issues outweigh the benefits of strict 
compliance with the applicable requirement; (2) to designate the entity or entities 

 

 3.1 of the TFE Procedure sets forth the six bases o

 in its compliance filing, sub-sections 3.1(iv) and 3.1(v
for which strict compliance: 

(iv)  would pose safety risks or issues that, in the 
determination of the Regional Entity, outweigh the reliabili
benefits of Strict Compliance with the Applicable 
Requirement; or . . .  

(vi)  would require the incurrence of costs that, in the 
determination of the Regional Entity, far exceed the benefits
to the reliability of the Bulk Electric System of Strict 
Compliance with the Applicable Requirement, such as for 
example by requiring the retirement of existing equipment 
that is not capable of Strict Compliance with 
Requirement but is far from the end of its useful life and 
replacement with newer-generation equipment that is capable 
of Strict Compliance, where the incremental risk to the 
reliable operation of the Covered Asset, the related Facility 
and the Bulk Electric System of continuing to operate with 
the existing equipment is minimal in the determination of the 
Regional Entity.  (emphasis added) 

17. In the January 21 Order, the Commission directed NERC:  (1) to designate which 

responsible for determining what costs “far exceed the benefits” to the reliability of the 
bulk electric system; and (3) to specify the manner in which reliability benefits are 
intended to be quantified to make this determination.26  In addition, if multiple entities
are responsible for making these determinations, NERC was directed to include the steps 
that it will take to ensure consistency and security in administering the TFE process.   

NERC Filing 

                                              
26 January 21 Order, 130 FERC ¶ 61,050 at P 32. 
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18. In its compliance filing, NERC modifies sub-sections 3.1(iv) and (vi) of the TFE 
Procedure to state that the Regional Entity will be responsible for determining what 
safety risks outweigh the benefits of strict compliance and what costs “far exceed the 

ach 

TFE 

is 
egional Entity” in section 3.1.   KCP&L 

indicates that, prior to NERC’s proposed revision, sub-sections 3.1(iv) and (vi) clearly 
t it 

ntity or 

20. With respect to the Commission’s directive that NERC specify the manner in 
ded to be quantified, NERC states that “at this early 

stage of the s en able to develop 
a straightforw propriate for 
the wide rang be 
submitted.”29 he TFE 
Procedure, w he Regional 
Entities to en ities. 

21. Sectio

                                             

benefits” to the reliability of the bulk electric system.  NERC indicates that this appro
is consistent with the overall approach of the TFE Procedure, which gives the Regional 
Entities responsibility for the substantive review, and the approval or disapproval, of 
Requests.  NERC further emphasizes this approach by highlighting in new section 3.3 
that “it is the responsibility of the Regional Entity, subject to oversight by NERC as 
provided in [Appendix 4D], to make all determinations as to whether a TFE Request has 
met the criteria for approval.”27   

19. With respect to section 3.1, KCP&L takes issue with NERC’s proposal in the 
compliance filing to revise sub-sections 3.1(iv) and (vi) of the TFE Procedure to include 
the phrase, “in the determination of the Regional Entity.”  KCP&L asserts that “it 
awkward to include the subjectivity of the R 28

identified the reasons for which a TFE may be submitted.  Further, KCP&L states tha
is clear in other sections of the TFE Procedure that a Regional Entity has the 
responsibility to evaluate the basis for a TFE and the authority to accept/reject or 
approve/deny a TFE request.  KCP&L states that inclusion of the Regional Entity in the 
language of these subparts seems to presuppose the acceptance by the Regional E
implies a basis has already been agreed to between the responsible entity and the 
Regional Entity prior to TFE submission.   

which the reliability benefits are inten
ubmission and review of TFE Requests, NERC has not be
ard, formulaic approach to this quantification that would be ap
e of covered assets for which TFE Requests are being and will 
  Instead, NERC proposed to add new sections 3.3 and 11 to t
hich sections list “activities” to be carried out by NERC and t
sure consistency across TFE requests and across Regional Ent

n 3.3 provides in part:  

 
27 NERC Compliance Filing at 10. 

28 KCP&L Comments at 3. 

29 NERC Compliance Filing at 10. 
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It is the responsibility of the Regional Entity, subject to 
oversight by NERC as provided in this Appendix, to make all 
determinations as to whether a TFE Request has met the 
criteria for approval.  NERC and the Regional Entities shall 
carry out the activities described in Section 11.0 of this 
Appendix to provide consistency in the review and approval 
or disapproval of TFE Requests across Regional Entities and 
across TFE Requests. 

22. New Section 11 consists of two parts, section 11.1 and section 11.2.  Sectio
states that “NERC and the Regional Entities will engage in the activities 

n 11.1 
specified in this 

section 11.0 for the purpose of assuring consistency in the review, approval and 
disapproval o tion 11.2 sets forth the three “consistency 
activities” that NERC and the Regional Entities will undertake.  The three activities are: 

 
ered 

f TFE Requests . . . . .”  Sec

(1) NERC’s review of TFE determinations and issuance of guidance as appropriate to
achieve greater consistency; (2) the development of a catalogue of the types of cov
assets for which TFE requests have been approved or disapproved; and (3) NERC’s and 
the Regional Entities’ formation of a “consistency committee” to review 
approved/disapproved TFE Requests for consistency and provide guidance to the 
Regional Entities as deemed appropriate to achieve greater consistency. 

Commission Conclusion 

23. The Commission approves NERC’s designation of the Regional Entity as the 
person that will make the determinations under sub-sections 3.1(iv) and (vi).  We 
disagree with KCP&L that the language, “in the determination of the Regional Entity,” 
presupposes a previous agreement between a responsible entity and Regional Entity.  
NERC added the phrase “in the determination of the Regional Entity,” in direct response 

ions 
&L 

24.  not had sufficient experience 
with the TF
reliabi

 

to the Commission’s directive that NERC specify what entity or entities will be 
responsible for determining whether a safety risk or issue outweighs the reliability 
benefits of strict compliance and what entity or entities will be responsible for 
determining whether costs “far exceed the benefits” to reliability of the Bulk Electric 
System.  NERC’s added language, “in the determination of the Regional Entity,” simply 
serves to identify that the Regional Entities are responsible for making the determinat
called for in sub-sections 3.1(iv) and (vi) and does not lead to the implications KCP
suggests.  

In its compliance filing, NERC indicates that it has
E process to develop a straightforward, formulaic approach to quantify 

lity benefits.  As we stated in the January Order, “given our preference for 
consistency in granting exceptions, we believe a uniform framework for establishing
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TFEs under the criteria in Section 3.1 is necessary and appropriate to ensure the effective 
administration of the TFE process.”30  We continue to believe that it is important for 
NERC and the Regional Entities to specify a uniform framework that the Regional 
Entities will use to appraise the reliability benefits of strict compliance.31  We believe a 
uniform framework would provide guidance for and ensure consistency among Regional
Entities’ on-going evaluation of pending TFE requests.  However, we recognize that 
NERC and the Regional Entiti

 

es may need experience with processing TFEs in order to 
develop this uniform framework.  In light of NERC’s concerns, we will accept NERC’s 

 

rocess.  This is 
useful and appropriate.  However, in the absence of a fully developed uniform framework 

 far 

 disapproval 
or rejection of the TFE request would result in an inconsistent application of the criteria 

is right 

and submit to 

 

proposal to list activities to be carried out by NERC and the Regional Entities to ensure 
consistency across TFE requests and Regional Entities until such time as NERC can 
submit a uniform framework. 

25. NERC’s proposed new section 11, Consistency in Approval and Disapproval of 
TFE Requests, is a step in the right direction to achieving consistency.  The Commission
recognizes that the steps proposed by NERC will likely result in the development of 
criteria to help ensure consistency and security in administering the TFE p

to assess TFE requests, the Commission believes that NERC’s proposal does not go
enough to ensure consistency.  Therefore, the Commission directs NERC to make the 
following revisions to section 3.3 and section 11 of the TFE Procedure.   

26. First, NERC should revise section 3.3 to allow for reconsideration of a TFE 
determination by a Regional Entity solely on the grounds that the approval,

specified in section 3.1 within a Regional Entity or between Regional Entities.  Th
to seek reconsideration would be limited to NERC and to responsible entities who 
received differing TFE determinations on the same type of covered assets. 

27. Second, section 11.2 of the TFE Procedure should be revised to add, as an 
additional, fourth consistency activity, the requirement that NERC prepare 
the Commission an informational report that describes the manner in which Regional 
Entities have made the section 3.1(iv) and (vi) determinations.  The report should:        
(i) identify whether there were any consistency issues with respect to the section 3.1 
determinations within and among the Regional Entities; (ii) describe these 

                                              
30 January 21 Order, 130 FERC ¶ 61,050 at P 32.  

31 Although the January 21 Order directed NERC to specify the manner that would 
a 

formulaic approach.  A uniform framework need only establish the factors under which 
the Re  compliance. 

be used to “quantify” reliability benefits, we did not intend for NERC to develop 

gional Entities would evaluate the reliability benefits of strict
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inconsistencies; (iii) describe the manner in which they were resolved; and (iv) state th
number of TFE requests for which reconsideration was sought based on inconsistency 

e 

grounds.  NERC also should report whether it has or is in a position to develop a uniform 

e 
d 

y 

28. In addition, with regards to the “consistency committee” formed under new 
section 11.
“consistency committee” with the understanding that the committee members will 

f 

. Section 1.3 Scope – Updated Reference to Effective Version of 

framework for Regional Entities to use to appraise the reliability benefits of strict 
compliance when making the section 3.1(vi) and (iv) determinations.  NERC should 
submit a “consistency” report to the Commission annually, on the same date that th
annual TFE reports are due, i.e., September 28,32 until such time as NERC has submitte
and the Commission has approved a uniform framework for appraising the reliabilit
benefits of strict compliance when making the section 3.1(iv) and (vi) determinations. 

2(3) of the TFE Procedure, the Commission approves the formation of the 

possess the skills and subject matter expertise necessary to effectively perform such an 
important undertaking.  Due to the emphasis placed on evaluating the adequacy of 
mitigating measures, subject matter experts should comprise a total or substantial part o
the committee membership.   

3
CIP Standard 

29. Section 1.3, Scope, lists the specific requirements of the CIP Standards that are 
subject to the TFE Procedure.  NERC proposes to revise section 1.3 of the TFE 
Procedure to update the list of Applicable Requirements to refer to the Version 2 of the 
CIP Standards, which became effective on April 1, 2010 (i.e., CIP-005-2, CIP-006-2 an
CIP-007-2).

d 
33 

Discussion 

30. The Commission agrees with NERC that the revised TFE Procedure should refer 
to the currently-effective version of the applicable CIP requirements.  Version 3 of the 

34

o 
CIP Standards will become effective October 1, 2010,  and future versions of the CIP 
Standards are being developed by NERC standards drafting teams.  To avoid having t
revise the TFE Procedure each time another CIP Standard version becomes effective, 

                                              
32 The first report would be due to the Commission in 2011. 

33 NERC Compliance Filing at 23-24. 

34 North American Electric Reliability Corporation, 130 FERC ¶ 61,271 (2010) 
(approving version 3 of the CIP Standards to take effect on October 1, 2010). 
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NERC should consider developing generic language to be included in section 1.3 that 
references the currently-effective CIP Version at the time the TFE request is submitted. 

4. Section 4.3.2  

31. Section 4.3.2 of the TFE Procedure lists the information that is required to be 
included in Part B of a TFE request.  Part B of the TFE request is to contain detailed 
material that supports the TFE Request, including the documents, drawings, and other 
information necessary to provide the Regional Entity the details and justification for the 

 
n 

al 

 fell 

requested TFE.  NERC revised the list of Part B Required Information enumerated in
section 4.3.2 to eliminate items 3 and 4 as unnecessary due to revisions it made to sectio
4.3.1 and the elimination of the “Class-Type TFEs” from the TFE Procedure.  Origin
item 3 required a statement identifying the specific requirement that is the subject of the 
TFE Request.  Original item 4 required identification of which “Class-Type” the TFE
within, if applicable.  NERC renumbered the remaining twelve items.   

Discussion 

32. NERC’s removal of original items 3 and 4 from the enumerated list of Part B 
Required Info  remainder of the listed items.  
However, NERC did not update the numerical reference to the listed items from the 

 10 

ening 
ect 

rmation resulted in the renumbering of the

opening paragraph of section 4.3.2 which states, “the information for items 5 through
below should be comprehensive… .”  NERC appears to have inadvertently failed to 
revise this language in the section 4.3.2 introductory paragraph to reflect the elimination 
of items 3 and 4.  Accordingly, the Commission directs NERC to update the op
paragraph of section 4.3.2 to reference “3 through 8” instead of “5 through 10” to corr
this oversight. 

5. Elimination of Class-Type TFE  

33. Initially, in its October 29, 2009 Petition for Approval of the TFE Procedure, 
NERC sought to allow “Class-Type” TFEs to automatically qualify for a TFE request.  
NERC defined “Class-Type TFE” as “[a] type or category of equipment, device, process 
or procedure for which NERC has determined that a TFE from an Applicable 
Requirement is appropriate. . . .”  In its October 29, 2009 Petition, NERC proposed to 
develop and post on its website a list of Class-Type TFEs.  In the January 21 Order, the 
Commission raised several concerns regarding the Class-Type TFE stating that “[t]he 
Class-Type mechanism proposed by NERC is not sufficiently specified . . . .”35  The 
Comm d that, if NERC wished to retain the Class-Type TFE, it must 

                                             

ission conclude

 
ary 21 Order, 130 FERC ¶ 61,050 at P 27. 35 Janu
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identify the purpose of a Class-Type TFE list and better define both the process for 
identifying the Class-Type TFEs and the procedure for publishing and maintaining the 
Class-Type TFE list.36  In its Compliance Filing, NERC opted to delete Class-Type T
from the TFE Procedure, citing cost and stakeholder comments regarding the diminish
usefulness of a Class-

FEs 
ing 

Type TFE list going forward. 

34. In its comments on NERC’s Compliance Filing, KCP&L suggests that NERC 
should maintain a Class-Type TFE mechanism for common TFE exceptions that would 
be sought on an industry-wide basis.  KCP&L states that known exceptions that are 
common throughout the industry should be identified, categorized, and provided as a 
“known issue class.” 

Discussion 

35. In the January 21 Order, the Commission questioned the utility of developing 
“Class-Types” within the TFE process.  The Commission further indicated that, if the 
purpose behind the “Class-Type TFEs” was to expedite the TFE review process, then 
NERC must clearly define its procedure and state the criteria for identifying equipment 
a Class-Type TFE.  In light of the Commission’s concerns, as well as cost and 
stakeholder comments, NERC decided to eliminate Class-Type TFEs from the TFE 
Procedure.  NERC’s decision to eliminate Class-Type TFEs is within its discretion and 
NERC provides a reasonable justification for its decision.  KCP&L’s comments do not 
address

as 

 or remedy the issues with Class-Type TFEs that informed NERC’s decision.  Nor 
does KCP&L indicate how it would be harmed by the deletion, given it can still obtain 
TFE exceptio  Th s NERC’s decision to eliminate the 
“Class-Type” TFEs from the TFE Procedure.  This decision does not foreclose NERC 

ls 

ns. erefore, the Commission affirm

from developing a Class-Type mechanism in the future, provided any future proposa
adequately address and remedy the Commission’s concerns articulated in the January 21 
Order. 

6. Timing of TFE Submissions 

36. KCP&L suggests that NERC should include additional language in the TFE 
Procedure that would address timi s to the submission of Part A and Part B 
of a TFE request.  KCP&L further suggests that NERC should include language granting 

 

                                             

ng as it relate

registered entities that acquire “new cyber” assets a grace period “to allow for TFE

 
36 Id. 
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submissions and the TFE process without subjecting a registered entity to a potential 
compliance iss 37ue.”  

Discussion 

37. With regards to the timing of the Part A and Part B information, KCP&L’s 
comment is adequately addressed by section 4.2(ii) of NERC’s approved TFE Procedure.  
Section 4.2(ii) sets forth the timing requirements for Part B.  Section 4.2(ii) provides:  
“The Part B Required Information must be available at the responsible entity’s location 
for review by the Regional Entity and/or NERC beginning on the date the TFE Request is
submitted.”

 

e 
e 

onsible entities 
eventually wi e ab ompliance with the CIP Reliability Standards 
when the legacy equipment that creates the need for the exception is supplemented, 

mentation Plan for Newly 
Identified Critical Cyber Assets and Newly Registered Entities.42  This Implementation 

           

38 

38. The Commission rejects KCP&L’s proposal regarding a “grace period” for new 
cyber assets.  With respect to newly installed assets, the Commission addressed this issu
in Order No. 706, in which the Commission made clear that TFEs do not apply to futur
assets.39  The Commission found that “the justification for technical feasibility 
exceptions is rooted in the problem of long-life legacy equipment and the economic 
considerations involved in the replacement of such equipment before the end of its useful 
life.”40  Thus, in Order No. 706, the Commission stated “that all resp

ll b le to achieve full c

upgraded or replaced.”41  With respect to newly acquired assets, e.g., assets that a 
responsible entity acquires through merger or acquisition, the compliance deadline for 
such assets is set forth in the Commission-approved Imple

Plan essentially gives responsible entities a “grace period” for newly acquired assets 
before such assets must be in compliance with the CIP Reliability Standards. 

                                   
37 KCP&L Comments at 2. 

38 Section 4.5, Submission of TFE Request in Advance of Compliant Date, 
specifies th s for submitting a TFE Request. 

39 o. 706, 122 FERC ¶ 61,040 at P 181. 

40

 

e timing requirement

 Order N

 Id. 

41 Id. 

42 See North American Electric Reliability Corp., 130 FERC ¶ 61,271, at P 15
(2010) (approving the Implementation Plan for Newly Identified Cyber Assets).  
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7. Right to Appeal  

39. KCP&L comments that a recourse avenue does not exist for a responsible entity to 
appeal a Regional Entity’s rejection or denial of a TFE submission.  KCP&L suggests 
that the TFE P

 

rocedure should include an appeal process. 

40. Section 10 of the TFE Procedure, which addresses “Hearings and Appeals Process
for Responsible Entity,”43 is not at issue in the Compliance Filing, thus KCP&L’s 
concerns are beyond the scope of this proceeding.  Any concerns with this section, 
including the scope of the appeals process, should have been raised in the prior 
proceeding, Docket No. RR10-1-000.   

8. Section 5.1.6 – “Incomplete” TFE Submissions 

41. KCP&L states that section 5.1.6 of the TFE Procedure should identify whether a 
submission is deemed “inco to a lack of content, clarity, or quality of 
information.  KCP&L states that the term “incomplete” should not be a subjective 

 

y 

mplete” due 

judgment by the Regional Entity regarding the content quality of information for a TFE 
submission, and if it is, suggests that NERC should not limit the TFE Procedure to one
resubmission.  KCP&L also states that a responsible entity should be afforded an 
appropriate process to work with the Regional Entity to respond to questions or to clarif
information in an appropriate time frame regardless of resubmissions. 

Discussion 

42. Section 5.1.6 of the TFE Procedure is not at issue in the Compliance Filing, and 
KCP&L’s concerns are beyond the scope of this proceeding.  Any concerns with this 
section should have been raised in the prior proceeding, Docket No. RR10-1-000.  
Further, we believe that a determination of whether a TFE submission is “complete” is 
reasonably within the discretion of the Regional Entity.  We also note that section 5.1.6 
of the TFE Pr dur quest because 
not all Part A Required Information was provided, the Regional Entity’s notice shall 

oce e states, “[i]f the Regional Entity rejects the TFE Re

                                              
43 Under section 10 of the TFE Procedure, Hearings and Appeals Process for 

Responsible Entity, a responsible entity whose TFE request has been rejected or 
disapproved, or whose approved TFE has been terminated, and thereafter receives a 
notice of alleged violation for the applicable requirement that was the subject of the TFE 
request or approved TFE, is entitled to a hearing before the Regional Entity Hearing 
Body if the responsible entity contests the notice of Alleged Violation, proposed penalty 
or sanction, or any mitigation plan components.  At such a hearing, the responsible entity 
may raise issues relating to the rejection or disapproval of its TFE request.   
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identify the Part A Required Information that was not provided in the TFE Request.”  
Thus, the Regional Entity will inform the submitting entity of any deficiencies that lead 
to a rejection of a TFE submittal.  An entity may informally discuss any concerns with 

 the Regional Entity, but we see no reason to direct NERC to formalize the process in the
TFE Procedures.   

9. NERC Annual Report Compliance Information 

43. Section 13 of the TFE Procedure provides that NERC will submit an annual report 
to the Commission regarding the use of TFEs and the impact on the reliability of the bulk 
electric system.  Section 13. at NERC intends the annual report to be a public 
document, but may also submit confidential or classified information.   

 

Discussion

4 provides th

44. KCP&L suggests that the TFE Procedure should provide more details regarding
capturing and distributing compliance information in NERC’s annual report.  In 
particular, KCP&L expresses concern that a responsible entity may lose control of data 
that could reveal potential security vulnerabilities.  KCP&L recommends that the TFE 
Procedure include notification to the affected responsible entity in advance of the release 
of the responsible entity’s TFE data and other information protection controls.   

 

45. The Co of the TFE 
Procedure, tit n,” includes 
detailed provi n.  Pursuant 
to this provisi  and disposition 
of TFE reque ntial information, 
all Part B info  review by the 
Regional Enti ion 13.4 of 
the TFE Proc

National Security Information, NRC Safeguards Information, 

east twenty-one 

           

mmission denies KCP&L’s request on this issue.  Section 12 
led “Confidentially of TFE Requests and Related Informatio
sions regarding the capture and distribution of TFE informatio
on, NERC maintains as confidential the submission, review,
sts.  To protect against unintentional disclosure of confide
rmation is maintained by the responsible entity at its site for
ty and/or NERC unless otherwise required.44  In addition, sect
edure, includes the following notification mechanism:    

Prior to submitting to FERC or another Applicable 
Governmental Authority a non-public, confidential appendix 
that provides specific Confidential Information, Classified 

or Protected FOIA Information of a particular Responsible 
Entity and identifies the Responsible Entity or one of its 
Facilities by name, NERC shall provide at l

                                   
44 See NERC’s Rules of Procedure, Appendix 4D, Procedure for Requestin

Receiving Technical Feasibility Exceptions at § 4.2(iii). 
g and 
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 shall be submitted to FERC and 
other Applicable Governmental Authorities in accordance 

ocedures for receiving confidential, proprietary, 
and other protected information.45 

ission finds that KCP&L’s concerns are fully addressed by 
current provisions of the TFE Procedure. 

(21) days advance notice to the Responsible Entity.  The non-
public, confidential appendix

with their pr

Accordingly, the Comm

The Commission orders: 
 

s hereby required to submit a compliance filing within 90 days from 
e date of this order, as discussed in the body of this order. 

(C) NERC is hereby directed to submit an annual informational report, with the 
first report due on September 28, 2011, as discussed in the body of this order. 

By the Commission. 
 
( S E A L ) 

 
 
 

Nathaniel J. Davis, Sr., 
Deputy Secretary. 

 

                                             

(A) NERC’s compliance filing is hereby conditionally accepted, as discussed in 
the body of this order. 

(B) NERC i
th

 

 
45 NERC Compliance Filing at Attachment 1, Revised Appendix 4D, § 13.4.  The 

term “Applicable Governmental Authority” is used throughout NERC’s Rules of 
Procedure and is defined as:  “[t]he Federal Energy Regulatory Commission (“FERC”) 
within the United States and the appropriate governmental authority with subject matter 
jurisdiction over reliability in Canada and Mexico.”  See NERC’s Rules of Procedure, 
Appendix 4C, Compliance Monitoring and Enforcement Program at § 1.1.3 (effective 
Oct. 2, 2009).    
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