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• Background

• IFIP C2 Site

• Questions
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Background
A DHS Defined Key Resource

HSPD-7

(1) This directive establishes a national policy for Federal 
departments and agencies to identify and prioritize United 
States critical infrastructure and key resources and to protect 
them from terrorist attacks. 

(2) Terrorists seek to destroy, incapacitate, or exploit critical 
infrastructure and key resources across the United States to 
threaten national security, cause mass casualties, weaken our 
economy, and damage public morale and confidence. 

• Dams are a vital part of the nation’s infrastructure.  

• Dams provide range of economic, environmental, 
and social benefits, including hydroelectric power, 
river navigation, water supply, wildlife habitat, waste 
management, flood control, and recreation. 

• “Dams” include conventional dams, navigation 
locks, levees, canals (excluding channels) or other 
similar types of water retention structures
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•• US Ports & Waterways convey > 2B Tons Commerce US Ports & Waterways convey > 2B Tons Commerce 
•• Foreign Trade alone Creates > $160B Tax RevenuesForeign Trade alone Creates > $160B Tax Revenues
•• Cumulative Flood Damage Prevention >$290BCumulative Flood Damage Prevention >$290B

450 Major Lakes 
&

Reservoirs 
385 M Visitors/yr

4300 
Recreation 

Areas

12,000 miles 
Inland 

Waterways 

$500M Annual 
Dredging Costs

400 miles
Coastal 

Structures

8500 Miles of 
Levees

299 Deep Draft 
Harbors

Emergency
Operations

275 Locks

24 Million Acres
Public Lands

Environmental
Stewardship

800 Coastal 
Navigation Projects

BACKGROUND
USACE Breadth of Responsibility

Regulatory
Responsibilities

Regulatory
Responsibilities

601 Dams
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BACKGROUND
USACE - HLS Analysis Cell

Point Analysis: Ad hoc analysis of developing trends. 

IFIP Monthly Report: Monthly production of suspicious activity seen throughout IFIP regions 
of responsibility.

Threat/Warning: Immediate investigative fact finding and summary development of impending 
threat to USACE or US interests.

CONUS CONUS Threat Assessments: General Threat assessments of international and 
domestic threats for a particular region.

USACE Intelligence and Security Countermeasures Branch

What we do
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BACKGROUND
Brief Chronology

November 2001:
• USACE Built Threats and Suspicious Incident (TSI) Software

September 2003:
• Built TSI Mapper to provide location views of TSIs

March 2004:
• Coordinated with other Federal Dam organizations to share TSIs

November 2004:
• Built IFIP C2 Site to share TSI software
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BACKGROUND
What is a TSI?What is a TSI?

22 May 200222 May 2002

Summarized Definition
Anomalies….observations that are suspicious against the normal state of activity, 
and possibly indicative of potential threats to Federal personnel and property. TSIs
are raw, non-validated information, which may or may not be related to an actual 
threat, and by their very nature, may be fragmented or incomplete.  

LRDLRD
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BACKGROUND
How TSI Input Works

SPDSPD

NWDNWD

SWDSWD

SADSAD
MVDMVD

NADNADLRDLRD

PODPOD

1) Suspicious Incident Witnessed

HQHQ

3) Report is released for view  via 
email alert

2) Report sent to Organizations 
Security Manager or other.

RealReal--Time GIS mapping Time GIS mapping 

External Reporting External Reporting 

4) Analysis and production at HQ

AnalysisAnalysis

EmailEmail

SIPRNETSIPRNET

JWICSJWICS

BPA, USACE, TVA, BORBPA, USACE, TVA, BOR
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YOUR QUESTIONSYOUR QUESTIONS


