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Before we begin…

“How I spent my Holiday vacation away from the rigors of Dam Security…”



That’s me…



That’s me again…
Surveillance is important

That’s the Eder Dam…
They have guards around here…



Made it through the gate…



Took about a half hour
but I’m near the generator room now…



Turbines are spinning…
Needed to pick up a German MG…



The Control Room at the base…



Let’s plant the final charges…



And there she goes…



From:



SABOTAGE OF DAMS
To give you a historical perspective…what has been done at
Dams in the past?
• Two concrete gravity dams (184’ high Burguillo and 298’ high 

Ordunte) in Spain attacked (Spanish Civil War) in 1937 with 2.5-
ton charge placed in an inspection gallery at Ordunte.  No 
permanent damage resulted in either dam.

Ordunte Dam

Ordunte:
-First charge set at confluence
of two lower galleries –

Some concrete damage in 15 x 5 x 3’
area

-Set second charge in higher gallery

-No permanent damage

-Repaired 1938-1939

-Reasoned that galleries were located
too far D/S

Burguillo Dam



SABOTAGE OF DAMS

• Dnjeprostroj Dam (131’ high concrete gravity) 
detonated with 90 tons (30 trucks with 3 tons of 
dynamite each) in a tunnel by Soviet troops retreating 
from Germans in 1941 caused a 660 foot wide breach.  
200-ton concrete pieces were found 600 feet 
downstream.  Discharge was 1.2 million cfs (50% 
greater than the design flood).  The dam was repaired 
within 10 months.

Nine months later, the Germans sabotaged the dam 
as they left (this time it was damaged, but not 
breached).



SABOTAGE OF DAMS
• Two masonry dams in Germany (Mohne, 132’ and Eder, 

157’) bombed by British in 1943 caused the death of 
1,200 people.  9,250 pound skip (spinning cylindrical) 
bombs were used.  Both repaired within 4 months.

Mohne:Mohne:
Breach: 253 x 72 feetBreach: 253 x 72 feet
Discharge: 310,000 cfsDischarge: 310,000 cfs
Wave: 33 feet high

Eder:Eder:
Breach: 164 feetBreach: 164 feet
Discharge: 300,000 cfsDischarge: 300,000 cfs

Wave: 33 feet high

Photos on this and next slide from:   www.dambusters.org.uk/damsPhotos on this and next slide from:   www.dambusters.org.uk/dams.htm.htm



SABOTAGE OF DAMS

Mohne Dam



SABOTAGE OF DAMS

Mohne Dam



SABOTAGE OF DAMS
• A third dam, the 226’ high earthfill Sorpe Dam, was 

also attacked at the same time as the Eder and Mohne.  
Two direct hits on its crest produced craters 40 feet 
deep, but the dam did not fail.  It was bombed several 
more times and suffered 11 hits, but remained in 
service.

The Sorpe showed strong surges of muddy water 
discharge in 1951 (then grouted) but settled 4.6 feet by 
1956.  The outlet was found to be broken upstream of 
the core.  Voids in the concrete core were grouted, 
downstream bomb craters were filled, and the upstream 
face was paved (1962).  Total grouting was 4350 tons of 
cement and 1700 tons of clay.

• The Ennepe Dam (45’ high 
masonry gravity) also bombed, 
but not breached.



SABOTAGE OF DAMS

Sorpe Dam

Ennepe Dam



SABOTAGE OF DAMS

• 266’ high Hwa Cheon Dam (concrete gravity) attacked 
and extensively damaged by both sides during the 
Korean conflict (six gates blown by North Koreans and 
hit by three 2,000-pound torpedoes by forces from the 
south).  The dam was repaired after the Korean 
conflict. 

• Sabotage suspected as the cause of the 1966 breaching of 
a dike impounding heavy metals near Vratza, Bulgaria.  
Dam collapse created a 15-foot high floodwave killing 96 
people (possibly 600).



SABOTAGE OF DAMS
• 197’ high Peruca Dam (rockfill) blasted at five locations 

in 1993 with 20-30 tons of TNT equivalent by Serbian 
forces during the Serbian-Croatian War.  Charges 
were placed and the reservoir was raised as high as 
possible in 1991.  UNPROFOR forces took control in 
1992 and began lowering the reservoir.  Adversaries 
took control again in 1993 and fired the explosives.  
Heavy damages occurred, but quick actions saved the 
dam.  It was put back in operation in 1996.
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SABOTAGE OF DAMS
At Peruca Dam, the damages were less than intended due 
to the following:
• Gallery entrances were open, so explosive force shot out

“like a cannon”: trees felled in the path, vegetation set
on fire.

• Reservoir was 15 feet lower than what the adversary
intended; explosives failed to obstruct the spillway as
intended.

• D/S rim of blast craters were 6.4 feet above the lake
level and the reservoir never overtopped the dam.

For further info: “Dams and Public Safety” by Robert Jansen (USBR, 
1980); Jour. Geotech. & Geoenviron. Eng., April 1999; and internet 
searches.



In 2002, the FARC (narco-terrorists) attacked the 390’ 
Chingaza Dam (concrete face), which provides water to 
nearly 10 million inhabitants of Bogotá, poisoned the 
aqueduct of Pitalito, and dynamited the aqueduct of Pasto.



POSSIBLE STEPS TOWARD A TERRORIST ATTACK (ES-ISAC, NIPC)

Target
Selection

Surveillance
(first level, non
Professional)

Planning
(weapons,

location, etc.)

Final Selection
(target)

Deployment
(equipment,

people)

Final
Surveillance

(Professional)

Attack

“You always got to get ‘con’ and ‘recon.’ You can’t just say it was like that
five days ago at all. Anything can change, construction or anything.”

- Convicted D.C. Sniper Lee Boyd Malvo to Prince William Detective S. Walker



THE CURRENT (11/99)
TSWG BLAST CARD



WHAT 1,010 POUNDS OF H.E. DETONATED IN A SCHOOL BUS LOOKS LIKE



KHOBAR TOWERS – TANKER TRUCK WITH 15,000 LBS. PLASTIC
EXPLOSIVES: LEFT A CRATER MORE THAN 15 FEET DEEP



Security at Hydropower Projects

Licensees Completed Vulnerability/Security Assessments on Sept 30, 2003

• All Security Group 1 and Group 2 Dams (1,050) Completed Studies
• Used to Assess and Upgrade Security Where Necessary 
• Used as Baseline for Future Needs 

• FERC Engineers Will Continue Annual Security Inspections 



Security at Hydropower Projects
Licensee/exemptee responsibilities:

Requirement Security 
Group 1

Security 
Group 2

Security 
Group 3

Security Assessment Yes1, 4 Yes1, 4 No2

Vulnerability Assessment Yes1, 5 No2, 5 No5

Security Plan Yes1 Yes1 No2

Integration of Security concerns and EAP procedures Yes3 Yes3 No2

1 Completed by September 30, 2003.
2 Although not required, this item is strongly encouraged.
3 Integration should begin immediately, and be revised as conditions change and documents are refined/developed.
4 A separate Security Assessment may not be required for a dam if a more detailed Vulnerability Assessment is completed

for that facility that addresses the need for security upgrades.
5 A Vulnerability Assessment must be completed prior to the FERC approval of requests for permanent closures of

recreational, or other project, facilities.



Operation Inspections

FERC will review any plans the licensee FERC will review any plans the licensee 
has while in the field.  These include has while in the field.  These include 
Security Assessments, Vulnerability Security Assessments, Vulnerability 
Assessments, Security Plans, Recovery Assessments, Security Plans, Recovery 
Plans, etc.Plans, etc.



RESULTS OF LICENSEE VULNERABILITY/SECURITY ASSESSMENTS

FERC received 273 Summary Reports for the
September 30, 2003 Deadline (many reports cover multiple dams).

The following are cumulative results learned from the submittals:



RESULTS OF LICENSEE VULNERABILITY/SECURITY ASSESSMENTS

Post 9/11 Interim Measures
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Immediate Response to 9/11



RESULTS OF LICENSEE VULNERABILITY/SECURITY ASSESSMENTS

Threat Characterization
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What is the Perceived Threat?



RESULTS OF LICENSEE VULNERABILITY/SECURITY ASSESSMENTS

Assessment Methodologies
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RESULTS OF LICENSEE VULNERABILITY/SECURITY ASSESSMENTS
What Were the Suggested Upgrades Identified by the Assessments?

Recommendations
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RESULTS OF LICENSEE VULNERABILITY/SECURITY ASSESSMENTS

Areas of Concern:
• Nuisance Break-in
• Explosion from Boats
• Attacks against Dam Structures
• Attacks against Spillway Gates
• Attacks against Powerhouse
• Attacks against Transformer Station
• Attacks against Step-up Transformers and Switchgears



Security at Hydropower Projects

Point of Discussion for this afternoon:

Need for periodic re-assessment / 
verification of existing Vulnerability/Security Assessments.

This needs to be done: what are criteria / frequency?



Security at Hydropower Projects

Creation of a New Vulnerability Assessment Methodology for Dams 

• Dam Assessment Matrix for Security and Vulnerability Risk (DAMSVR) 
• Coordinated Effort with FERC, USBR, USACE and ASDSO 
• Can be Used at all Dams
• Will be Made Available to all Dam Owners and Consultants
• CARVER Method (Army Special Ops)CARVER Method (Army Special Ops)

• Will be Used by FERC Engineers to Verify Previous Studies  



DAMSVR
1. Universal Tool/Simple to use/Applicable for all agencies.

2. Re-evaluatable.

3. Management Tool “Decision making tool”.

4. Critical Prioritization/Screening Tool (per dam, inventory, asset).

5. Vulnerability Assessment Tool.

6. Can be used by Owners, Regulators, Managers, Security Specialists.



Consequence Values (C) 
(Table 1)

DAMSVR Tables
Dam and Feature 

Vulnerability 
Ratings (V) 
(Table 2)

Probability of Loss (L) RatingProbability of Loss (L) Rating
(Table 3)(Table 3)



DAMSVR Tables

Determine Loss Factor Rating (LF)Determine Loss Factor Rating (LF)
Determine Priority RatingDetermine Priority Rating

(Tables 4, 5)(Tables 4, 5)

Determine Threat to Asset (T) (Table 6)Determine Threat to Asset (T) (Table 6)

Determine Security Effectiveness (S)Determine Security Effectiveness (S)
(Table 7)(Table 7)



DAMSVR Overview
ASR=C*(V+L+T+S)

Consequence of Loss (C)

(V)

(L)

(T)

(S)

Vulnerability 

Probability of Loss

Specific Threat

Security System

4 4 << ASR ASR << 400    (28 to 400)400    (28 to 400)



More detail about DAMSVR will be presented
during the Friday morning Overview Session.

Further discussions about Threat,
Communication/Coordination, and EAPs will
be continued tomorrow afternoon.



“…Andy…We got him!”



Historical Overview -
Licensee Assessments

(Lessons Learned)

Questions?
Frank Calcagno

FERC

San Francisco, CA   January 27, 2004
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